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1. d.ecs storage manager

1.1. Introduction
In this chapter you will find general product information.

1.1.1. About d.ecs storage manager
The application d.ecs storage manager is used for long-term stable archiving of documents on an exter­
nal storage system.

As external storage systems, you can connect various systems of well-known vendors of audit-proof 
document storage systems (not-editable, not-deletable).

1.1.2. Prerequisites
This manual is mainly targeted at d.3 and Microsoft SharePoint/ecspand administrators.

To fully understand its content, you need some knowledge of the d.3 / Microsoft SharePoint or ecspand 
system as well as profound knowledge of operating systems and network systems.

1.1.3. Licensing
For d.ecs storage manager, three license types are available which are requested and booked via d.ecs 
license server.

1. SynchronizationTo be able to synchronize from one system or pool to another, you need the license 
for the synchronization.

2. d.ecs storage manager modules 
You need a license for each d.ecs storage manager module used. Quotas are booked from the d.ecs 
license server for the license. For each quota, 100 GByte can be written to the respective secondary 
storage system.
You get a notification via the monitoring, if the quota is has been booked by 90% and 100%. If the 
quota is used up to 100%, you have 31 days to install a new license or else all pools containing 
systems using this module are disabled for secondary storage.

Warning
As the licensing of the d.ecs storage manager has changed with version 3.1, the 
d.velop AG provides an application to determine the data volume to be licensed 
before the update to d.ecs storage manager version 3.1.

3. Privileged deletionTo delete documents prematurely before the retention period expires, you need a 
license for the "privileged delete" option.

d.ecs storage manager

4



1.2. Installation

Warning
As part of the document handover to an audit-proof storage, the documents are usually 
stored with a "retention time" (retention period). The retention period is passed from d.3 
or ecspand to d.ecs storage manager together with the document.

The configuration of the retention periods in d.3 or ecspand must correspond to those of 
the storage systems as errors can occur otherwise, which may lead to a document that 
cannot be stored. Usually a minimum, a maximum, and a default retention time must be 
configured on these systems.

Additional information can be found in the respective documentation for the system to 
be connected.

Warning
Some external storage systems with respective modules available for d.ecs storage man­
ager only ensure non-editable/non-deletable document storage only then, if certain soft­
ware options or licenses are installed on the respective system.

The supported storage systems are listed in the chapter d.ecs storage manager modules.

Furthermore, d.ecs storage manager features an interface which can be used to add additional storage 
drivers to the application.

Thus, different storage systems using different storage technologies can be added to an existing system 
later.

d.ecs storage manager has two possible interfaces for communication with the leading systems (d.3/ 
ecspand). d.3 and d.ecs storage manager use a combination of a directory structure and a database table 
for the communication, while ecspand uses the API interface provided by d.ecs storage manager.

1.2.1. Installing d.ecs storage manager with d.velop software manager
You install the software exclusively using d.velop software manager. If an application is required for 
different products, the corresponding software packages are also installed automatically.

For further information on installing the software, see the d.velop software manager manual.

1.2.2. Installing updates for d.ecs storage manager with d.velop software manager
You can only update the software using d.velop software manager.

For further information on updates, see the d.velop software manager manual.

Note
If an older version of d.3 or d.ecs storage manager is already installed, create a backup of 
your configuration files before installing.

d.ecs storage manager
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Running a database update after installing an update
As the table structures of the d.ecs storage manager tables may have changed during updates of the 
software, d.ecs storage manager may update the table structures when starting a new version for the 
first time and continue the start process afterwards.

If the automatic update is aborted due to an error, this will be logged in the d.3 logfile and additionally 
sent to d.ecs monitor. In this case, the program for updating the table structures must be run manually to 
perform further analysis.

The update program named DBUpdater.exe checks the table structure and the indexes and adapts them 
for the new version if necessary.

You can find the program in the d.ecs storage manager application directory. It uses the configuration file 
(ini file) of d.ecs storage manager to log in to the database.

The program has to be executed as follows:

DBUpdater.exe <ini-configuration file of d.ecs storage manager>

The program then returns messages like this:

If you are prompted to select an archive ID, then you must select the main archive ID of the archive here.

To determine the steps to be executed as part of a table update, the DBUpdater can be started with the 
parameter /CHECKONLY.

DBUpdater.exe <ini-configuration file of d.ecs storage manager> /CHECKONLY

The program then returns messages like this:

d.ecs storage manager
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Note
Adjusting the d.ecs storage manager tables may take a while for large volumes of data 
as new fields may have to be added and (for existing data) may have to be filled with 
values. Please plan for a down-time of the d.ecs storage manager for this respect. Should 
you still have reference entries of old, no longer existing systems in the reference table of 
the d.ecs storage manager, then these should be deleted before the update to reduce the 
data volume pending to be updated. Please contact the d.velop support if necessary.

Note
Also make sure that you have sufficient table space for the changes. If the DBUpdater is 
aborting due to database errors (such as lack of disk space), it can be started again after 
having resolved the problem.

The DBUpdater executes the following steps on the table d3sm_references:

• Check of the column sourced_out
• Check of the column sourced_out_time
• Check of the column pool_id
• Check of the columns size_original and size_compressed
• Check of the column reference
• Check of the column signature_cid
• Check of the column volume_id
• Check of the column system_check_result
• Checking the column evidence_state
• Check of the column delete_token
• Check of the column reference_index

MSSQL: The field is created and directly populated with values, a unique index is generated.
DB2: The field is created with default 0, the default is dropped, the default is set to IDENTITY, the 
field is set to DEFAULT in blocks of 100,000, a unique index is generated.
Oracle: The field is created, a sequence is created, the field is populated in blocks of 100,000 via the 
sequence, a unique index is generated.

• Check of the column retention_on_storage
• Check of the column deleted
• Change of the column job_date in the table decssm_jobs from DATE to TIMESTAMP (only DB2)
• Check of the index d3sm_sys_hash

d.ecs storage manager
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• Check of the index d3sm_sys_docid
• Check of the index d3sm_sys_delete
• Check of the index d3sm_sys_ref
• Check of the index d3sm_sourced_out
• Check of the table d3sm_version

Note
Please execute the following additional steps:

1. Open the administration interface and save the configuration there. This is necessary 
to confirm the now configurable DB-Filegroups.

2. At the first update via d.velop software manager: Adjust the call parameters for d.ecs 
storage manager in the d.3 process manager.

1.2.3. Uninstalling d.ecs storage manager with d.velop software manager
The software you installed using d.velop software manager can only be uninstalled with d.velop software 
manager. If the software to be uninstalled has dependencies with other software packages, you must 
resolve these conflicts accordingly.

For further information on uninstallation, see the d.velop software manager manual.

1.2.4. Rollback of an installation of d.ecs storage manager using d.velop software 
manager
You can restore an earlier version of the software that you installed with d.velop software manager. 
During this process, the software is only reset to a previous version.

For further information on rolling back to an earlier version, see the d.velop software manager manual.

1.2.5. Adopting an old document index in the database
From version 2.0 of d.ecs storage manager, the d.3 database is used to store the index data.

To migrate the file based index (d.ecs storage manager < version 2.0, originally: d.3 storage manager) to 
the database, the d.velop AG provides the tool d.ecs storage manager Reference Converter.

This tool reads an index directory and uses the information to create a file which then can be transferred 
to the d.ecs storage manager for further processing. This tool can be obtained from the d.velop support.

1.2.6. d.3 server preparations
For the d.3 server to work with the d.ecs storage manager , some parameters have to be configured in 
the d.3 administration:

• The use of a secondary storage system has to be enabled in the d.3 configuration under Secondary 
Storage (parameter jukebox_daemon).

• The parameter Automatic Use of Secondary Storage must be enabled under Secondary Storage 
(AUTO_DOCS_ON_SEC_STORAGE).

• Check the secondary storage public directory and archive-directory (SEC_STORAGE_PUBLIC_DIR, 
SEC_STORAGE_ARCHIVE_DIR) in the d.3-Konfiguration section Secondary storage.

• To store documents, the parameter Secondary storage I/O has to be activated for the respective 
document types.

• A d.3 storage async process must be set up.

1.2.7. Database recovery
d.ecs storage manager logs the entries it makes in a database in chronological order. If entries in the 
database are lost, they can be recovered using these logs. This requires the following steps:

d.ecs storage manager
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Prerequisite:

• The *.IR files were requested from the storage system by the recovery mode of the respective module 
(see module-manual)

• alternative: the *.IR files are directly accessible in the storage path of the storage.
• alternative: the d.ecs storage manager was configured to store the *.IR files in a backup directory and 

they are thus directly accessible.
• Copy the *.IR files which are to be processed into a directory.
• Start the d.ecs storage manager via the command line as follows:

decssm.exe <Name of the configuration file> recoverdb=“<Path to the files>“

Thus a call could look as follows:

decssm.exe D3P recoverdb=“c:\recoverdbfiles\“
In this case the *.IR files must have the following filenames: 
D3SM_D3P-JJJJMMTT-HHMMSS.IR

During the processing, the Log Viewer shows entries signaling which file is currently being processed.

Warning
The recovery via the d.ecs storage manager must not be started via the d.3 process 
manager. This way, the data might be entered into the database twice. This could lead to 
problems, later.

1.3. Configuration
You can find the menu option d.ecs storage manager administration under Start > Programs > d.velop > 
d.ecs storage manager.

With this menu item you start the configuration mask of d.ecs storage manager.

The program automatically searches for existing configurations on start, selects the first one as the 
default and loads its settings. If no configuration exists yet, the program prompts for a name of a new 
configuration to be created. Then, the following dialog is displayed:

d.ecs storage manager
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Note
The individual configurations / configuration files for storage drivers are written to the 
sub-directory configs in the application directory of d.ecs storage manager by default.

Backup copies of the configuration files should be generated after finishing the configu­
ration to be prepared if the files got lost or were accidentally overwritten.

To use a different directory you have to provide the path when starting the configuration 
tool. This is important, if you need to configure multiple instances of the d.ecs storage 
manager for different archives.

By specifying the different directories, the configuration files of the different instances 
are separated from each other and faulty configurations are prevented. This can, for 
example, happen if the configurations of the different instances are stored in the same 
directory and system names are used more than once in the configurations.

Warning
During configuration, folders may need to be created and specified accordingly. An exam­
ple of this is the log folder for database logging. These folders and also other folders or 
files must not be created in the program directory of d.ecs storage manager. During an 
update, these files and folders are removed from the program directory. The directory 
"configs" is the only directory that is taken over during an update.

Warning
After a change in the configuration d.ecs storage manager must be restarted.

d.ecs storage manager
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1.3.1. Create/delete configuration

: Add a new configuration. Via the input field you are prompted to specify a name for the new 
configuration.

Note
In a d.3 environment it is recommended to use the name of the d.3 instance (e.g. D3P) as 
a name for the configuration as well.

: Delete a configuration.

Note
After an according user confirmation, the active configuration is deleted, i.e. the config­
uration file is removed. At the same time, all systems defined in the configuration are 
removed from the module configuration files. By deleting a configuration, no changes are 
applied to database tables of the d.ecs storage manager.

1.3.2. Tab: Database
Since the d.ecs storage manager has to make large amounts of reference data available, these data are 
stored in a database. Thus an installation of a database system is presumed. The system table is created 
by the configuration program. The reference table needed will be created when you start the d.ecs 
storage manager for the first time.

DSN: DSN (Data Source Name) to access the d.3 database or the database created by the d.ecs storage 
manager. In a database created by the d.ecs storage manager you must make sure that the template 
SQL-template-standalone is selected during the installation.

User: User name which is required to establish the connection

Password: Password which is required to establish the connection

Confirm password: Password which is required to establish the connection Repeat here to avoid typing 
errors.

Use Windows login: Instead of the specified user and password, the Windows user with which the d.ecs 
storage manager is executed is used to login to the database (only for Microsoft SQL Server).

Database system: The database system used has to be selected here as the necessary tables are created 
according to the system.

Test connection: Tests the database connection with the specified information.

Database template: Specifies the database template to be used to create the tables and indexes.

sql.template.d3: Template for the d.ecs storage manager in the d.3 context.

sql.template.lza.d3: Template for the downstream d.ecs storage manager in the d.3 context (only used 
when operating Governikus LZA systems).

sql.template.standalone: Template for the d.ecs storage manager in the ecspand context or when operat­
ed stand-alone.

sql.template.lza.standalone: Template for the downstream d.ecs storage manager in the ecspand context 
or when operated stand-alone (only used when operating Governikus LZA systems).

d.ecs storage manager
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Store DB connections: Specifies the maximum number of database connections allowed to be establish­
ed to secondary storage of documents.

Restore DB connection count: Specifies the maximum number of database connections allowed to be 
established to restore documents.

Tablespace Data/Indexes: Assignment to tablespaces for data and indexes within the database. Only 
displayed if a database template has been configured for the d.3 environment.

1.3.3. Tab: General
Jukebox path: Specify the Jukebox directory for the archive here (e.g. C:\d3\D3A.dok\jukebox). This 
directory is checked for restore jobs. When using d.ecs storage manager in connection with ecspand, the 
directory must be created manually.

Public path: Specify the Jukebox public directory for the archive here (e.g. C:\d3\D3A.dok\jukebox\pub­
lic). This directory is checked for documents in status Release (formerly status "Public") which are to be 
stored. When using d.ecs storage manager in connection with ecspand, the directory must be created 
manually.

Archive path: Specify the Jukebox archive directory for the archive here (e.g. C:\d3\D3A.dok\juke­
box\archiv). This directory is checked for documents in status Archive. When using d.ecs storage manag­
er in connection with ecspand, the directory must be created manually.

Store job count: You can determine how many secondary storage jobs are to be processed at the same 
time here. When using ecspand, the number of simultaneous jobs depend on the project and must be 
determined separately.

Note
When using the module TSM or Centera, you should note that usually the number of 
module connections should at least be configured matching the job number.

Restore job count: You can determine how many restore jobs are to be processed at the same time here. 
The specified number should comply with the number of jukebox jobs configured in d.3 gateway.

Job repetitions: This parameter defines how many times a storage job is to be continued before being 
considered as erroneous. The default value is 20.

Note
If you specify a number >0 for the number of job retries, and this number of failed 
attempts is reached, then the secondary storage is aborted and the job receives an error 
state. The job overview of the web interface lists these jobs with the error text “The 
maximum number of secondary storage attempts was reached” and the error number 16.

Asynchronous repetitions: This parameter defines how many times a storage job is to be continued by 
the storage system during asynchronous processing before being considered as erroneous. The default 
value is 100. Asynchronous processing is supported only for Silent Cubes and Silent Bricks. For more 
information see Wait for SAFE-file in chapter Configuration.

Max. wait jobs: This specifies the maximum number of storage jobs may be put on hold due to processing 
errors. If this value is exceeded, no more jobs are processed until the number falls below the maximum 
again.

Note
In combination with the Silentcube module and the option Wait for Safe file you should, 
deviating from the default value 100, set the value of Max. Wait-Jobs to e.g. 300. This 
leads to a faster secondary storage on a Silent Cube system.

d.ecs storage manager
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Note
If the d.3 server is running on a separate system, the jukebox directories on this system 
have to be shared and addressable via UNC path. Note that d.ecs storage manager 
requires both read and write access to the shared directories used.

1.3.4. Tab: Systems
Every storage system used by the d.ecs storage manager has to be defined. These systems are later 
assigned to the individual pools in the Pool mapping. You can determine which systems are to be used 
for storage and which systems should only be used for document retrieval.

Add system: Opens the dialog to define a new storage system.

Configure system: Opens the dialog to configure the selected storage system.

Set system parameters: Opens the parameter configuration dialog of the module which the storage 
system is connected to.

Index recovery: Opens the dialog for the recovery of the reference index of the selected storage system

Delete system: Removes the selected system from the configuration. The system is marked for deletion 
and removed from the configuration. The database references will remain in the database until the 
application decssmdelsys.exe is executed. For more information refer to the chapter Deleting systems.

Warning
After the system has been marked for deletion the configuration has to be saved and the 
d.ecs storage manager has to be restarted.

System list (in database): This parameter is only relevant for a recovery of the configuration of the d.ecs 
storage manager and shows all storage systems registered in the d.3 database / ecspand database.

Note
After a system has been added, it has to be configured.

• For this purpose, click Set system parameters.

For more information on how to configure the module refer to the section d.ecs storage 
manager modules.

Add system

d.ecs storage manager
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Name: Define a name for the new system here. The name has to be unique. Valid characters are A-Z , 
0-9 , _ (underscore). The name can have up to 20 characters.

Note
The name for a system must also be distinct across several different configurations 
running on the same system. If, for example, you create a configuration for a D3A and 
for a D3P repository and you want to store on the same system with different volumes, 
then the system names must be different. The background for this is that for all systems 
using the same d.ecs storage manager module only one single configuration file (CFG file) 
is written. The configuration file is structured into sections per system. This structure is 
created based on the system name.

As an alternative, you can use different directories for the configuration per instance.

Interface: Here, you can define which storage module the system is supposed to work with. The respec­
tive module designations can be taken from the Module overview.

Note
Only those modules are listed which have be installed during the setup. Moreover, a valid 
license is required for the module to be used.

Secondary storage This parameter has to be activated if data are to be stored on this system.

Warning
For modules, only supporting the read-only mode, this parameter must be disabled.

Document types: Specifies the document types to be stored on the system. The possible options are:

• all documents
• only documents with (embedded/external) signatures
• only documents without signatures (this includes: workflow-protocols, dependent documents, attrib­
ute files)

Restore: This parameter has to be activated if data are to be retrieved from this system.

Restore in case of an error: If this parameter is enabled, then d.ecs storage manager attempts to load 
documents from this system, even if it currently has the state ERROR in the d.ecs storage manager. 
Enabling this parameter can lead to longer delays when restoring documents, if for example a system is 
not physically available and a timeout has to be kept.

Note
If you only configure one system per pool, you should not disable this parameter.

Check on restore: If this parameter is enabled, a hash-check is applied after the restoring of a document. 
Enabling this parameter can lead to longer delays and higher CPU-load when restoring documents, 
due to the hash-value validation. This parameter only affects the general provision of documents. The 
processes Synchronization, System check and Document check are not affected.

Note
There is a d.3 Shortcuts video on this topic: Configuration of the d.ecs storage manager 
with FILELOCK

d.ecs storage manager
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1.3.5. Tab: Pool Mappings
Within the d.3 repository, every document is assigned to a repository ID. The pool ID usually equals the 
repository ID, unless a different pool ID has been explicitly defined for a document type.

In the ecspand context, the Pool-IDs to be used are configured separately. Using the Pool mappings in 
the d.ecs storage manager you can define which systems the documents from a pool are to be stored on 
and in which order. The order is relevant here since the d.ecs storage manager retrieves the documents 
from the systems in that order during a recovery process.

Add pool: Opens the dialog where you can add a pool.

Configure pool: Opens the dialog where you can configure the selected pool.

Delete pool: Deletes the selected pool assignment from the list.

Note
Consider the speed of the systems before determining the order. The fastest system 
should be first and the slowest last. This guarantees that the document can be retrieved 
as quickly as possible.

d.ecs storage manager
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Mapping dialog

Name: Specify a freely selectable name (50 characters) for the pool here.

Note
It is recommended to use a descriptive name as a pool name such as POOL-A. In the d.3 
context, the documents written to the secondary storage are reported back to the d.3 
system based on the pool name. In the d.3 smart explorer, the document property dialog 
(tab Versions) lists the Pool name in the column Medium.

Pool ID: Specify the pool ID of the pool whose documents are to be stored.

Note
The pool ID is equivalent to the d.3 repository ID that can be associated to a document 
type and which can consist of one or two characters (letters A-Z).

Chosen systems: Select the systems on which documents are to be stored and from which the docu­
ments are to be restored.

Warning
If you are associating more than one system to a pool, then the order should be defined 
in descending speed of the storage systems, since the documents are stored and restored 
in this order.

Available systems: In this list, only those systems are displayed which have previously been created via 
Add system.

: Move a system from the list of Available systems into the list of Chosen systems.

: Remove a system from the list of Chosen systems. The system is then moved to the list Available 
systems and the pool is thus no longer used.

d.ecs storage manager
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: Move a system upwards in the list Chosen systems. This affects the order in which the systems are 
addressed during the secondary storage or recovery of documents.

: Move a system downwards in the list Chosen systems. This affects the order in which the systems 
are addressed during the secondary storage or recovery of documents.

1.3.6. Tab: Database logging

Warning
d.ecs storage manager creates log files where the entries written to the reference table 
are logged in chronological order. As it is not possible to restore documents without 
the d.ecs storage manager reference table, these log files must be backed up regularly. 
An integrated, time-controlled backup function is provided in d.ecs storage manager for 
this purpose. This stores the log files (in compressed form) on the storage system and 
optionally in a directory (Copy logs to). The target directory must then also be backed up 
by a backup application.

Since this kind of logging is no replacement for a database backup, we recommend to 
create regular backups of the reference database of d.ecs storage manager.

Log path: Specify the path for the log files required for rebuilding the document reference table here.

Specify the path for the log files required for rebuilding the document reference table here.

Warning
Please enter a local path here. Saving the log-information via the network could result in 
problems, if the access to the network share is interrupted. If an entry cannot be written 
into the log file, then the storage is ended immediately. Additionally, this path must not 
be located under any storage-path (SnapLock area, CAS-areas etc.).

Destination pool: The log files are automatically stored in this pool. Enter the Pool ID of the storage pool 
where the log files are to be stored here.

Export log files: Specify the time interval when the log files should be written to the secondary storage 
here. The following time intervals can be selected

• Hourly
• Twice a day or
• Once a day
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Note
For security reasons you should select the shortest interval (Hourly). Log files are written 
to secondary storage only, if documents have been written to the secondary storage in 
the last time interval and thus new entries were created in the reference table.

Copy logs to: If this option is enabled, then the log files are not only stored on the storage system but 
also copied to the specified directory.

Note
If you are using a storage system without direct file access (such as TSM, Centera, iCAS), 
we recommend enabling this option to be able to access this information quickly in case 
of errors. You should create a backup of this directory regularly.

Retention time for logs (in years): Specifies the retention time for the IR files (index-recovery files)

1.3.7. Tab: HTTP / API Interface
d.ecs storage manager provides a web interface for monitoring purposes. This interface can be enabled 
or disabled. It can be protected with a definable password.

Activate web monitoring: This enables of disables monitoring of the d.ecs storage manager via the web 
interface.

Note
This parameter must be enabled to allow further settings to be changed in this dialog. In 
combination with an ecspand connection, this parameter must be enabled.

Port: This defines the port over which the web interface is accessible. By default, the port 6122 is used. 
If multiple instances of the d.ecs storage manager are running on one server, each instance must be 
assigned to a different port.

Password: This defines the password to be requested for the web interface.

Confirm password: This defines the password to be requested for the web interface. Repeat here to 
avoid typing errors.

Note
The password is also used for the authentication via the API-interface (ecspand).

Web monitoring auto refresh (in sec.): This optionally specifies a time interval after which the surface of 
the web interface is automatically updated. If you do not want any automatic refresh, then enter a value 
<= 0.

Allow API access: Enable this option to allow the API interface to access the d.ecs storage manager. 
This parameter must for example be enabled, if d.ecs storage manager is to be used in connection with 
ecspand.

Note
Authentication via d.ecs identity provider is an additional authentication method used to 
access web monitoring via d.ecs http gateway. The existing login using the user name 
"admin" and the specified password is still available and is used when accessing the web 
monitoring port directly.

Access group: Enter the name (or alternatively the ID) of the d.ecs identity provider group that should be 
granted access to web monitoring and the API.
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Allow API access: Enable this option to allow the API interface to access the d.ecs storage manager. 
This parameter must for example be enabled, if d.ecs storage manager is to be used in connection with 
ecspand.

SSL encryption: This specifies, if the data transmission of the web interface should be encrypted by SSL. 
This also applies to the data transfer when using the d.ecs storage manager API interface. The access via 
HTTPS is only possible with an external access to the web interface. For local access, HTTP is used. This 
option is enabled by default when creating a new configuration and requires a certificate and key file to 
be specified. Furthermore, a password for the key file can be specified.

Certificate: This defines the SSL certificate to be used.

Key: This defines the SSL key file to be used.

Password: This specifies the passphrase used for the creation of the certificate.

Note
The user name for the web interface is defined as admin and cannot be changed.

If the web interface is called from the machine hosting the d.ecs storage manager, then 
no login is required.

To open the web interface, enter the following URL in the internet browser: http://
<host>:<Port>

If the SSL encryption is used then you must enter https://<host>:<Port>.

http://localhost:6122

1.3.8. Tab: Cache
d.ecs storage manager has an internal document cache which enables containers that have been restored 
to be temporarily stored in a cache for a defined period of time. This has the advantage that the 
container does not need to be restored repeatedly from the storage system whenever a document in it 
has to be retrieved.

You can define how long the container should be retained in the cache. The retention time is specified in 
minutes. The container is deleted as soon as the difference between the current time and the last access 
exceeds the maximum retention time.

Furthermore, you can specify the maximum time that a document may remain in the jukebox directory. If 
the creation date of a document is to old then the document is removed from the Jukebox directory and 
retrieved from the storage system on demand.

Retention period for documents (in minutes): This specifies the time that a document is retained in the 
Jukebox directory before it is deleted there. The time is specified in minutes.

Activate container cache: This defines if stored containers should be cached.

Retention period for containers (in minutes): This specifies the time for which a container is stored in the 
container cache. The time is specified in minutes.

1.3.9. Tab: Logging
This tab allows to configure which event/errors/hints etc. are to be logged in the d.3 log file. Further­
more, you can define, if messages should also be sent to the d.ecs monitor or to an SNMP server by 
SNMP traps. If d.velop metrics analyzer is used, logging of syslog information can optionally be activated.
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Note
Please note that the logging information is essential for the troubleshooting.

The d.3 log file can be displayed with the d.3 logview via Start > All programs > d.velop > d.3 gateway > 
Log-Viewer.

Note
The debug logging can also be enabled or disabled using the web interface. This activa­
tion/deactivation then only applies to the current session.

1.3.10. Tab: Single Instance Store
The Single Instance Store function makes it possible to save storage space on the long-term memory 
when archiving a document multiple times in d.3/ecspand, since the document is physically stored only 
once.

During the check for duplicates, the RipeMD 256 hash procedure is applied, where a 256-bit hash value 
is created to compare the binary data.

Warning
In the following cases, documents are not considered by the Single Instance Store func­
tion:

• The documents are stored together with signatures.
• The target system is Governikus LZA.

When the Single Instance Store function is activated, a message appears that must be accepted. Other­
wise, the Single Instance Store function cannot be enabled.
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Note
Since the storage systems Centera (object-based), NetApp (block-based), HCP (object-
based), Celerra (object-based), Silent Cube (object-based) and TSM/TIAM (object-based) 
already internally support the single instancing, it is recommended to disable single 
instancing in d.ecs storage manager and to use the functions of the storage system. This 
saves you storage space. Especially for block-based Single Instancing.

1.3.11. Tab: Miscellaneous
The tab Miscellaneous allows the configuration of various parameters:

Disable diskspace check: Disables the check of the free space in the Jukebox-director.

In %: This defines the percentage of memory to be kept free in the Jukebox directory. If the value falls 
below this threshold, then warning messages are written to the d.3 log and sent to d.ecs monitor. This 
option is enabled by default. We recommend this option to prevent the Jukebox directory from running 
full.

Absolute (in MB): Specifies the absolute value of the free space in the Jukebox-directory (secondary 
storage) in MB. If the value falls below this threshold, then warning messages are written to the d.3 log 
and sent to d.ecs monitor.

d.log identifier: This defines the name of the d.ecs storage manager under which the messages are sent 
to the d.log server and the d.ecs monitor. This option must be configured, if more than one d.ecs storage 
manager instance is running on one server.

Note
From version 2.4 of d.ecs storage manager the identifier DSM is used for log entries 
(previously D3SM) in the d.3 log file. You may need to modify d.ecs monitor objects.

Terminate jobs on exit: If this option is enabled, secondary storage/recovery jobs are aborted when 
shutting down d.ecs storage manager. This allows a faster shutdown of d.ecs storage manager for a 
cluster failover.
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Retention period for logs (in years): Specifies the retention period for d.ecs storage manager logs 
(synchronization-/health-check logs).

Allow synchronization of signature systems: By enabling this parameter, you can perform a synchroniza­
tion from or to a signature system. If the parameter is disabled, signature systems are not available for 
the synchronization.

Warning
With the activation of the synchronization between signature systems you confirm that 
you have manually corrected the assignment between document and signature.

Else, document with signatures cannot be synchronized correctly.

If you have been using d.3 version 8.0 and d.ecs storage manager 3.0 from the start, you 
can enable this option without a correction.

1.3.12. Tab: Deletion
The application d.ecs storage manager supports deleting documents from the secondary storage (if the 
secondary storage permits this) after expiry of the specified retention periods. Deletion on takes place, 
if the document has also been deleted from d.3 (logically and physically) and a respective delete-job has 
been received from the d.3 system. Furthermore, the privileged deletion of documents is supported on 
selected systems.

Enable deletion: This enables the deletion procedure.

Automatic deletion: This defines the day of the week and the time when the inventory procedure is to 
be started. Furthermore, you can define the maximum runtime of the process.

Allow privileged deletion: If this parameter is set, then the d.ecs storage manager accepts jobs for 
privileged deletion. With these special delete jobs, the documents are removed from the storage system 
with special privileges (this means, the retention are ignored by the storage system and the deletion is 
executed). The d.ecs storage manager supports privileged deletion for the systems NetApp, HCP, iCAS, 
Centera, Governikus LZA and Silent Brick.
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Note
This option requires a special license. If you do not have this license, then this option is 
not available. Please note that the respective storage systems may also require a special 
license for the privileged deletion. You may also have to enable options on the storage 
systems or the deletion before expiry of the retention period may only be possible in 
certain configurations. The privileged deletion is always performed immediately (subject 
to a respective job by the d.3 system) and is thus independent from the settings applied 
under Automatic deletion.

Maximum transfers per cycle: Specifies how many old references in the protocol tables are transferred 
per cycle. A cycle starts after the deletion is complete. As soon as all old references have been transfer­
red to the protocol tables, the process has no function any more. New references are transferred to the 
protocol table immediately on deletion.

Warning
The transfer of the references to the protocol tables leads to an increased number of 
transactions thus making the transaction log larger.

Enable deletion of old protocol tables: Enable this parameter so that the protocol tables are automatical­
ly deleted from the database after the specified number of years. The protocol tables can be deleted only 
after at least one year.

Delete protocol table after x years: This defines the number of years after which the protocol tables are 
to be removed.

Since the inventory procedure reads and modifies a large amount of data from the database, it should be 
started at times of low utilization of the d.3 system (e.g. over the weekend).

Note
On Silent Cube systems, a document can only be deleted from a share of the head unit. 
The deletion from a storage unit is not possible. Thus, the used disk space is not released 
by the deletion.

1.3.13. Tab: Retention process
d.ecs storage manager automatically extends the retention period for documents on the secondary 
storage whose retention period is about to expire soon. This is only done for documents not marked as 
deleted. The Retention process can be time-controlled. The runtime can also be defined. For security 
reasons, the process must run at least 8 hours per week.
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Maximum number of jobs: Maximum number of documents to be processed (maximum number of 
retention jobs in the d.ecs storage manager job table).

Extend retention by x months: Number of months by which the retention is to be extended.

Start time for the retention process: This defines the day of the week and the time when the inventory 
procedure is to be started. Furthermore, you can define the maximum runtime of the process.

Since the retention process reads and modifies a large amount of data from the database, it should be 
started at times of low utilization of the d.3/ecspand system (e.g. over the weekend).

1.4. d.ecs storage manager modules
The following modules are currently available:

• AZURE = Azure Blob Storage
• CELERRA = EMC² VNX systems with FLR option
• CENTERA = EMC² Centera and EMC² Atmos systems
• CLOUDSTORAGE = d.velop cloud storage
• DATADOMAIN = EMC² Data Domain
• FILELOCK = Grau Data FileLock
• GOVERNIKUSLZA = Governikus LZA/DATA Aeonia signature system
• HCP = Hitachi Content Platform
• ICAS = iTernity iCAS
• ISILON = Dell EMC Isilon
• NAS = NAS (Network Attached Storage) (Only for test and development environments; if necessary for 

backups)
• NETAPP = Network Appliance NetApp (with SnapLock)
• PRONEXT = Procilon proNEXT signature system
• S3 = General S3 memory
• SILENTCUBES = Fast LTA Silent Cubes
• SYSTEMCONNECT = System Connect for 3rd party connectors (read only)
• TSM = Tivoli Storage Manager (with data retention)

Warning
All storage systems (except for simple NAS systems) are equipped with technical protec­
tions against the modification and deletion of documents. However, we nevertheless 
recommend to integrate the storage environment into a backup scenario.

Warning
the d.ecs storage manager only receives one lifetime date per document ID from the d.3 
system. This date is the same for all document versions.

The systems configured through d.ecs storage manager allow to reduce this lifetime 
retroactively and thus to delete documents from the secondary storage before their 
originally configured lifetime expires.

In this process, all related older document versions of the same document are also 
deleted that were previously subject to other retention periods.

Note
Please note the vendor information on the existing certificates and the respective vendor 
documentations.
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1.4.1. d.ecs storage manager Celerra
The Celerra module allows d.ecs storage manager to store documents on a VNX system with FLR option. 
It supports the Filelevel Retention-technology which protect documents from being modified or deleted 
for a certain period of time.

Warning
In order to ensure audit-proof storage, the documents must be written to a volume pro­
tected by the "File Retention"-technology. This volume created by the Filelevel Retention 
option is addressed by the d.ecs storage manager via a network share.

Furthermore, a new user should be created in the Windows structure. On the side of 
d.ecs storage manager, this is the only user who requires the right Full Control for the 
VNX area on the VNX system. d.3 process manager, in which the d.ecs storage manager 
runs, is then started under this user.

If several users have Full Control access to the File Retention volume, it could happen 
that documents are incorrectly written to the VNX system and are not extended when 
starting the d.ecs storage manager under a different user.

If other d.3 processes run in this d.3 process manager, you must also consider the rights 
required by these other processes.

Warning
To store the documents with the d.ecs storage manager on an FLR protected file system, 
it is essential that the default, minimum, and maximum retention period for the FLR file 
system are set equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration
The following parameters are configurable on the main tab of the system:

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These 
containers have a unique ID which is used to verify the consistency of a document during restore. 
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is 
passed on to the d.3 server / d.3 gateway / API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is 
performed after having copied a file to the Celerra volume. This ensures that the file as completely 
transferred.

Unity mode: This switch must be enabled if the used storage system is a Unity system.
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The following parameters can be configured on the HealthCheck tab:

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

Alias: Alias name for the volume; if a name is specified here, it is displayed instead of the volume ID in 
the Web interface for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the 
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed 
by the delivering process may be located for a document. These values have to be set and must be 
equivalent to the settings of the Celerra/VNX volume.

Automatically correct retention period: If a retention-period outside the specified range is passed by a 
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is 
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: User to be used for the login to the volume.
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Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Index recovery
The d.ecs storage manager Celerra module allows to recover the internal document index after a loss. For 
this effect, it browses the specified target directory for documents and thus rebuilds the index. This type 
of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index (see also 
Tab: Database logging).

Celerra directory: Directory on the VNX system to be searched for documents.

Index directory: Directory where the index of the documents for the VNX system is to be stored.

Preparation of the VNX volume
The volume on the VNX system must be defines as follows for d.ecs storage manager to operate with it 
properly:
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1.4.2. d.ecs storage manager Centera
Using the Centera module, the d.ecs storage manager can store documents on an EMC² Centera, on an 
EMC² Atmos system or an EMC² Elestic Cloud System.

The correct communication between the d.ecs storage manager and the Centera requires a Centera with 
CenteraStar version >= 3.1.

d.ecs storage manager

28



Configuration

Nodes: Enter the IP addresses (the individual nodes) of the Centera here. Only the nodes of a Centera 
should be specified here.

Filespace: Specify a file space name for the documents here, e.g. d3store.

Warning
If you operate several d.3 servers (with the same Repository IDs), which are saving their 
data on one Centera, then you must make sure that the filespace for each d.3 server has 
a different name. Example: for server 1: d3store1, for server 2 d3store2. Otherwise this 
will result in problems later with the recovery of the index structure!

Connections: This defines the maximum number of simultaneous connections to the Centera.

Retention: This defines when a document clip may be deleted (Clip = Container where the Centera 
stores the data).

• Default: Standard setting of the Centera. (CE, GE)
• Never: Documents cannot be deleted at all except "Privileged Delete“ being assigned to a Centera 

user. (GE)
• Eventbased: Documents are protected using the Advanced Retention Management of the Centera and 

can only be deleted after a Retention Event was triggered. (CE and GE with license)
• Always: Documents can always be deleted. (CE, GE)
• After x seconds: Documents can be deleted after the specified time (in seconds) or after the time 

passed by d.3. (CE, GE)

Note
This setting is only considered by d.ecs storage manager, if the delivering process (e.g. d.3 
or ecspand) passes no retention period.

Using event-based deletion:
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The d.3 system works with variable retention times. Since the Centera does not support this function, 
there are two alternatives regarding the event-based deletion:

• Government Edition (GE) 
d.ecs storage manager stores the document on the Centera and protects it with the retention setting 
eternal. Only, if the document retention period in d.3 has expired, the document is removed from the 
Centera by d.ecs storage manager. The d.ecs storage manager is the only process allowed to access 
the document pool. The deletion is performed using the Privileged Deletion function on the Centera. 
This permission must be assigned to the user under which d.ecs storage manager is accessing the 
Centera.

• Compliance Edition (CE) / Governance Edition (GE) 
d.ecs storage manager stores the document on the Centera and protects it using the Advanced 
Retention Management of the Centera. In the Compliance Edition of the Centera, the license for 
Event-based Retention is required since the function of the Privileged Deletion is not available here.

Note
If this option is enabled, the d.ecs storage manager ignores the retention period passed 
by the delivering process (e.g. d.3 or ecspand). The object is in this case for Event and not 
a fixed Retention bound.

User: If you are using Centera profiles, then you can specify the respective user name here.

Password: If you are using Centera profiles, then you can specify password here.

Note
When using the PEA file, this always has priority over the user name and password 
specified here.

PEA file: If you created a PEA file (containing the login information; created via the Centera; see Centera 
manual) for the login, then specify the file path here.

Warning
For a trouble-free operation, the following rights must be configured for a profile: read, 
write, exists, delete, query. If the Privileged Delete function is to be used, this right must 
also be enabled for this profile.

Index recovery
The d.ecs storage manager Centera module allows to search a Centera for stored documents thus 
recovering the internal document index after a loss of the index. This type of index recovery should only 
be used, if no index-recovery-files (*.IR) exist to restore the index (also see Tab: Database logging).

In order to search for documents on the pool "B", the Pool ID "B" must be specified. The index directory 
and the filespace are automatically assigned. Sometimes, an IP address, the user name and the password 
must be entered. Then the recovery process is started with a click on the button. Depending on the 
number of documents located on the document pool, the search can take several minutes or even hours. 
All clips are searched for documents.
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1.4.3. d.ecs storage manager cloud storage
The d.ecs storage manager cloud storage module allows d.ecs storage manager to store documents on 
the d.velop cloud storage.

Optionally, the documents can be protected from unauthorized access using AES256 encryption.

The module supports setting retention periods stored in the d.velop cloud storage and considered when 
for the deletion of documents.

Configuration

Access data
On the configuration page Access data you can enter the access data for your d.velop cloud storage.

Access key: Enter the access key for your d.velop cloud storage here.

Secret access key: Enter the secret access key for your d.velop cloud storage here.

Bucket: Enter the bucket for your d.velop cloud storage here.

Bucket region: Select here the region where your bucket is stored. It is also possible to specify the region 
as free text if the desired region is not available in the list.

• Confirm your access data by clicking on Test connection.

Warning
During configuration, make sure that two different instances of d.ecs storage manager 
never use the same bucket.

If no encryption is configured, a warning is displayed in the lower part of the dialog. Disable encryption 
via Disable encryption only if you are sure that you want to store the documents unencrypted in the 
d.velop cloud storage.
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Encryption
The configuration page Encryption allows you to enable the encryption of the data objects so that 
objects are stored on the d.velop cloud storage in encrypted form.

Depending on the extent to which the encryption is already configured and initialized on your system, 
different configuration views may be displayed when you switch to the configuration page.

Initializing and activating the encryption function
To enable the encryption of the data objects, you must first generate a security ID.

The movement of the mouse is also considered during the generation thus providing you with an even 
more random key.

• Click Start to begin with the generation.
• Click on the button again after a few seconds to stop the generation.
• Then, you must print the generated security ID. The printed copy contains a confirmation code to be 

entered in the section Confirmation.

Warning
The printed copy must be kept in a safe place. If this and thus the security ID is lost, it is 
not possible to restore the master key, if this should be lost.

When exchanging the software components, you may have to enter the security ID 
again.

Encryption can be activated only once the security ID has been entered correctly.

It may take some time to activate encryption (approximately 15 to 20 seconds).
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Having successfully enabled the encryption, the following message is displayed:

The encryption was enabled now and the d.ecs storage manager can store the documents and data 
objects in the d.velop cloud in encrypted form.

Activating encryption when the encryption function has already been initialized
If the encryption has already been initialized, it can simply be enabled for another bucket.

• Click Enable to activate it.

It may take some time to enable the encryption (approximately 2 to 5 seconds).
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Having successfully enabled the encryption, the following message is displayed:

The encryption was enabled now and the d.ecs storage manager can store the documents and data 
objects in the d.velop cloud in encrypted form.

Renewed initialization of the encryption function after the master key was lost
If the initialization of the encryption function is lost, e.g. as a result of a clean installation of the 
operating system, a server migration or changed hardware, the encryption function must be enabled 
again.

This is done using the security key on the printed copy generated at the time of initializing the encryp­
tion.

The following dialog is displayed to re-enable the encryption function:

• Enter the security key that appears on the printed copy.
• Click Re-enable.

It may take some time to activate encryption (approximately 15 to 20 seconds).

Having successfully enabled the encryption, the following message is displayed:

The encryption was enabled now and the d.ecs storage manager can store the documents and data 
objects in the d.velop cloud in encrypted form.

Proxy settings
It is possible to use a proxy server for communication with d.velop cloud storage. Enter the login 
credentials for the proxy server available in your network in the corresponding fields. The username 
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and password are optional fields and only need to be filled if you are using a proxy server with user 
authentication.

1.4.4. d.ecs storage manager Data Domain
With the Data Domain module, the d.ecs storage manager can store documents in an EMC² Data 
Domain system. It supports file retention technology, which protects documents from being modified or 
overwritten for a defined period of time.

Warning
In order to ensure audit-compliant storage, the documents must be written to a volume 
protected by file retention technology.

Furthermore, a new user should be created in the Windows structure. From the perspec­
tive of d.ecs storage manager, this is the only user who requires Full Control rights to the 
storage area of the Data Domain system. d.3 process manager, in which the d.ecs storage 
manager runs, is then started under this user.

If several users have Full Control access to the Data Domain volume, documents may end 
up being incorrectly written to the volume when d.ecs storage manager is started under 
a different user, and it may not be subsequently possible to extend the documents due to 
missing rights.

If other d.3 processes run in this d.3 process manager, you must also consider the rights 
required by these other processes.

To use the "File Retention" function, you must activate a separate license in the Data 
Domain system. This license must be purchased separately. If necessary, consult the 
documentation for the Data Domain system or contact EMC² support for the correct 
settings of the Data Domain system.

Warning
To store the documents with the d.ecs storage manager on a Data Domain file system, 
it is essential that the default, minimum and maximum retention periods for the Data 
Domain file system are set according to the retention periods used in the leading system 
(d.3/ecspand).
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Configuration

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These 
containers have a unique ID which is used to verify the consistency of a document during restore. 
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is 
passed on to the d.3 server/d.3 gateway/API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, then a file comparison based on the RipeMD256 hash procedure 
after copying a file to the Data Domain volume to make sure that the file was transferred completely.
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File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume-ID in 
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).
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Minimum/maximum retention period (in months) Specifies the range in which the retention time passed 
by the delivering process may be located for a document. These values have to be set and must be 
equivalent to the settings of the DataDomain system.

Automatically correct retention period: If a retention-period outside the specified range is passed by 
a delivering process, the time is automatically set to the minimum or maximum, if this parameter is 
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries 
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is 
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.

Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Index recovery
The d.ecs storage manager Data Domain module allows to recover the internal document index after a 
loss. For this effect, it browses the specified target directory for documents and thus rebuilds the index. 
This type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index 
(also see Tab: Database logging).

Storage-directory: Directory on the Data Domain system to be searched for documents.

Index directory: Directory where the index of the documents for the Data Domain system is to be 
stored.

1.4.5. d.ecs storage manager FileLock
The FileLock module allows d.ecs storage manager to store documents on a partition protected with 
GrauData FileLock.

Note
FileLock must be installed in the version 2.3.
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Warning
To store the documents with d.ecs storage manager on a FileLock volume, it is essential 
that the default, minimum, and maximum retention period for the FileLock volume are set 
equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

CAS-creation: If this option is enabled, then the documents are stored in CAS containers. These contain­
ers have a unique ID which is used to verify the consistency of a document during restore. (During the 
retrieval it is checked, if the data in a CAS container are unchanged before a document is passed on to 
the d.3 server / d.3 gateway / API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, then a file comparison based on the "RipeMD256" mechanism 
is performed after having copied a file to the FileLock volume. This ensures that the file as completely 
transferred.
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File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in 
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Upper storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.
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Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).

Minimum/maximum retention period (in months) This option is only available, if more than one volume 
is configured and specifies, if a volume should be rewritten as soon as the lower storage threshold of the 
volume is exceeded (e.g. by deleting old documents).

Automatically correct retention period: If a retention-period outside the specified range is passed by a 
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is 
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries 
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is 
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.

Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Configuration of the FileLock volume
The configuration of the FileLock volume has various requirements which will be described below.

Set the partition to WORM mode with the setting 1st Directory Level.

• Set the folder to be enabled for FileLock to the SnapLock Functionality Mode.
• It is recommended that the values Minimum Retention and Default Retention are set to 0 and Maxi­

mum Retention to the highest retention period defined in d.3/ecspand. This avoids possible issues 
when setting the retention period through the d.ecs storage manager. Else, the FileLock overwrites the 
retention periods set by the d.ecs storage manager automatically with the specified defaults.

• The parameter Auto Commit must not be enabled, as the FileLock then automatically locks documents 
and under certain conditions this interferes with the procedures of the d.ecs storage manager.

A configuration could thus look as follows. In this example the maximum retention period is set to 70 
years.
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Index recovery
The d.ecs storage manager FileLock module allows to recover the internal document index after a loss. 
For this effect, it browses the specified target directory for documents and thus rebuilds the index. This 
type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index 
(also see Tab: Database logging).

FileLock directory: Directory in the FileLock system to be searched for documents.

Index directory: Directory where the index should store the documents for the FileLock system.

1.4.6. d.ecs storage manager HCP
The HCP module allows the d.ecs storage manager to store documents on an HCP system (Hitachi 
Content Platform). The HCP version 4 to 9 are supported.
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Configuration
Namespaces: Specify the namespaces of the HCP systems to be used here. A namespace is composed of 
[namespace].[tenant].[HCP-hostname]

Warning
Only the first specified namespace is written into. All other namespaces are used read-
only and serve for automatic error-handling, if the first namespace is not available due to 
a system failure. If you specify more than one namespace, all namespaces must exist on 
HCP systems which are mirrored with each other.

HCP Port: Specify the port for the HTTP-access to the HCP-system here (default value: 80). If SSL is 
enabled, then this must be changed to the port for the SSL connection (default: 443).

User: Specify the user name for the tenant to be used here.

Password: Specify the password for the tenant to be used here.

Use SSL Encryption: This specifies, if the SSL encryption is to be used for the connection to HCAP.

Proxy settings
Use proxy server: Activates the use of a proxy server for communication with the HCP system

Proxy server: IP address or host name of the proxy server

Proxy port: Port of the proxy server

User name: User name for the authentication on the proxy server (optional)

Password: Password for the authentication on the proxy server (optional)

Index recovery
Follow the steps below to load the index-recovery files from the HCP:

• Open the Tenant of the HCP in a web-browser. The directory /rest/[POOLID]/D3SMLOGS contains 
the index-recovery-files sorted by months which can be reimported into the database as described in 
the chapter Database-Recovery.

1.4.7. d.ecs storage manager iCAS
The d.ecs storage manager iCAS module allows d.ecs storage manager to store documents on an iCAS 
system by iTernity.

Warning
For a proper processing, an iTernity iCAS system of version 3.7 SP4 is required.

The user to be used to access the iCAS system, should have the right ADVIRW to be able 
to execute all API calls executed by d.ecs storage manager without any problems.

d.ecs storage manager

43



Configuration

Host: Hostname or IP of the iTernity-system.

Port: Port of the iTernity-system.

User: Users eligible to sign in to the iTernity-system who has the respective rights for the secondary 
storage or reading of the documents.

Password: Password of the user.

Compression: Optionally, select the type of compression for the documents here.

Encryption: Optionally, select the type of encryption for the documents here.

Use SSL: This allows you to enable the encryption for the data transmission between d.ecs storage 
manager and the secondary storage system. This also changes the default port to 443. Please check, if 
your storage system uses the same port. Furthermore, the SSL/TLS version to be used can be defined. 
This depends on the IIS (Internet Information Service) version of the iCAS system used.

Check CSC: If this parameter is enabled, then it is checked on uploading a file to the iTernity system, if 
the file exists on the iTernity system.

1.4.8. d.ecs storage manager NAS
The NAS module allows d.ecs storage manager to store documents on a NAS system (NAS = Network 
Attached Storage).
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Warning
Technically speaking, the NAS module always stores documents / content on an unpro­
tected area which can be manipulated and which is thus not audit-proof.

When using the NAS-variant for the audit-proof storage, then respective measures and 
protective mechanisms must be implemented to ensure and warrant the completeness, 
unchangeability and genuine storage on the storage media. These measures and protec­
tive mechanisms must be documented in a process manual.

In contrast to the NAS-solution, the other systems supported by d.ecs storage manager 
((Centera, Data Domain, NetApp, TSM / Jukebox , Silent Cubes , FileLock , iCAS , HCP) 
ensures audit compliance from a technical point of view when used correctly..

Configuration

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These 
containers have a unique ID which is used to verify the consistency of a document during restore. During 
the recovery it is checked, if the data in a CAS container are unchanged. This should only be enabled in 
connection with ecspand or if the consistency of the data on the NAS should be verifiable.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is per­
formed after having copied a file to the NAS-volume. This ensures that the file as completely transferred.

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.
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Volume configuration

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in 
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the 
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries 
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is 
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.

Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Index recovery
The d.ecs storage manager NAS module allows to recover the internal document index after a loss.

d.ecs storage manager

46



For this effect, it browses the specified target directory for documents and thus rebuilds the index.

This type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index 
(also see Tab: Database logging).

NAS directory: Directory on the NAS system to be searched for documents.

Index Directory: Directory where the index of the documents for the NAS system is to be stored.

1.4.9. d.ecs storage manager NetApp
The NetApp module allows the d.ecs storage manager to store documents on a NetApp system. It 
supports the NetApp SnapLock technology protecting the documents from deletion or overwriting for a 
certain amount of time.

The NetApp module requires an installation of the Visual C++ 2013 Redistributable Package in the 32-bit 
version. This is installed during the installation of d.ecs storage manager.

Since the d.ecs storage manager access the storage area of the NetApp via the CIFS (Windows-network 
protocol), is necessary to activate the CIFS-protocol via a special license on the NetApp side.

Warning
In order to ensure audit-proof storage, the data must be written on a volume protected 
with the SnapLock technology.

Furthermore, a new user should be created in the Microsoft Windows structure. From 
the point of view of d.ecs storage manager, this user is the only one who needs the right 
Full Control to the SnapLock area on the Netapp. d.3 process manager, in which the d.ecs 
storage manager runs, is then started under this user.

If several users have Full Control access to the SnapLock volume, it could happen that 
documents are incorrectly written to the NetApp and are not extended when starting the 
d.ecs storage manager under a different user.

If other d.3 processes run in this d.3 process manager, you must also consider the rights 
required by these other processes.

A volume on the NetApp must not be set to read-only mode, as otherwise some process­
es of the d.ecs storage manager cannot work.
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Warning
To store the documents with the d.ecs storage manager on a SnapLock volume, it is 
essential that the default, minimum, and maximum retention period for the SnapLock 
volume are set equivalent to the retention periods in the leading system (d.3/ecspand). 
Furthermore, the Autocommit option must not be activated for a volume, otherwise 
problems may occur when processing jobs.

Warning
The NetApp allows with the function privileged delete to remove documents from the 
NetApp before the configure lifetime expires. For this effect, the function must be 
licensed and enabled on the NetApp. Each such delete action is logged by the NetApp. 
The right Privileged delete must be assigned to the user in the Advanced properties.

Please note the respective information on the function and the vendor certification on 
audit-proof storage.

Configuration

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Volume: Volume path on the NetApp.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Autosize: Automatically resize the volume.
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Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These 
containers have a unique ID which is used to verify the consistency of a document during restore. 
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is 
passed on to the d.3 server/d.3 gateway/API). This should only be enabled in connection with ecspand.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is 
performed after having copied a file to the NetApp-volume. This ensures that the file as completely 
transferred.

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in 
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Volume: Specify the volume-identifier of the NetApp-volume here. The directory must be located on 
the same directory level as the directory specified under Storage path. The volume-path always starts 
with /vol/ followed by the volume name as configured in the NetApp. The volume name can be found 
in FilerView for NetApp. The volume names are provided under the option Volumes > Manage in the 
FilerView. Note that the volume names in the NetApp are case-sensitive.

Automatically resize the volume: If the used volume is automatically extended by NetApp, this parame­
ter must be enabled. Enable this to remove the storage limits.

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the 
storage of data.
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Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed 
by the delivering process may be located for a document. These values have to be set and must be 
equivalent to the settings of the NetApp volume. With a click on Load times it is attempted to retrieve 
the settings from the NetApp.

Automatically correct retention period: If a retention-period outside the specified range is passed by a 
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is 
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries 
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is 
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.

Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Connection
The NetApp module checks the settings of the SnapLock volume on the NetApp when starting d.ecs 
storage manager. To be able to determine this information, the module requires a user defined on the 
NetApp with the appropriate permissions for access.

API mode: Defines which API mode should be used. From OnTAP version 9.10.1, select REST as the API 
mode. In this mode, the setting of the retention periods has been adapted to the changes in the OnTAP 
version. Note that the specified users have access to the REST interface.

Filer IP: Host name or IP of the NetApp.

Note
Enter the IP of the management interface of the corresponding storage VM here.

User: User who is allowed to log on to the NetApp and has the appropriate rights to query the volume 
information.

Password/Confirm password: Password of the user.

Use HTTPS: If HTTPS is to be used for the connection, enable this switch. This requires that HTTPS is 
enabled on the NetApp. Privileged Delete always requires an HTTPS connection.

User (Privileged Delete): User who has the right to delete files privileged.

Password/Repeat passwort (Privileged Delete): Password of the user.
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Note
The Privileged Delete options will be visible only if you have purchased the Privileged 
Delete license.

Create the required users on the NetApp (console)
To create a user with the necessary rights in the NetApp, open the console and follow these steps.

API-user for querying the volume-information
OnTAP Version >= version 9

• Create a user for the application ontapi, specify a password and assign the role vsadmin-readonly.

OnTAP version >= version 9

• Create the role r_decsapi with the specific rights login-http-admin, api-volume-list-info and api-vol­
ume-options-list-info for the API access on the NetApp:

useradmin role add r_decsapi -c "d.ecs storage manager API access role" -a 
login-http-admin,api-volume-list-info,api-volume-options-list-info

• Create a local group g_decsapi on the NetApp and assign the role r_decsapi:

useradmin group add g_decsapi -c "group for d.ecs storage manager API 
access" -r r_decsapi

• Create a local user decsapiaccess on the NetApp and assign the role g_decsapi:

Note
When creating the user decsapiaccess you must define a password. The password should 
be configured not to expire.

useradmin user add decsapiaccess -c "d.ecs storage manager API access user" 
-g g_decsapi

Check the user settings:

useradmin user list decsapiaccess

The following should be displayed:

----------------------------------------------------------------------------
------------       
Name: decsapiaccess
Info: d.ecs storage manager API access user
Rid: 131079
Groups: g_decsapi
Full Name:
Allowed Capabilities: login-http-admin,api-volume-list-info,api-volume-
options-list-info
Password min/max age in days: 0/4294967295
Status: enabled
----------------------------------------------------------------------------
------------

API-user for privileged deletion
OnTAP Version >= version 9
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• Create a user for the application ontapi, specify a password and assign the role vsadmin-snaplock.

OnTAP version >= version 9

useradmin user add decsprivdel -c "d.ecs storage manager privdel" -g 
"Compliance Administrators"

Check the user settings:

useradmin user list decsprivdel

The following should be displayed:

----------------------------------------------------------------------------
------------       
Name: decsprivdel
Info: d.ecs storage manager privdel
Rid: 131080
Groups: Compliance Administrators
Full Name:
Allowed Capabilities: cli-cifs*,cli-exportfs*,cli-nfs*,cli-useradmin*,api-
cifs-*,api-nfs-*,login-telnet,login-http-admin,login-rsh,login-ssh,api-
system-api-*,cli-snaplock*,api-snaplock-*,api-file-*,compliance-*
Password min/max age in days: 0/4294967295
Status: enabled
----------------------------------------------------------------------------
------------

Create REST API users for the Storage VM
With the release of version 3.9.0, d.ecs storage manager supports the new REST API of NetApp systems.

To use the REST API, users with different roles are required.

Creating users for REST API - This is how it works

1. Create a user with the vsadmin role in the appropriate storage VM on the NetApp.
2. Assign the login method HTTP with the authentication method Password to the user.

Optional for Privileged Delete:

To use the Privileged Delete function, create a separate user.

Creating users for Privileged deletion - This is how it works

1. Create a user with the vsadmin-snaplock role in the appropriate storage VM on the NetApp.
2. Assign the login method HTTP with the authentication method Password to the user.

Usage with OnTAP
If the d.ecs storage manager is operated with the OnTAP version 8 and the function Privileged Delete is 
used, the option tls.enable on the NetApp must be set to "on". This can be done via the command line of 
the NetApp. The command looks like this:

options tls.enable on 

Index recovery
The d.ecs storage manager NetApp module allows to recover the internal document index after a loss. 
For this effect, it browses the specified target directory for documents and thus rebuilds the index. This 
type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index 
(also see Tab Database logging).
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NetApp Directory: Directory on the NetApp to be searched for documents.

Index Directory: Directory where the index of the documents for the NetApp system is to be stored.

1.4.10. d.ecs storage manager Silent Cubes
The d.ecs storage manager Silent Cube module allows the d.ecs storage manager to store documents on 
a Fast LTA Silent Cube or Silent Brick system.

The Compliance-option must be enabled for the Silent Cubes/Silent Brick system. Moreover, the user 
using d.ecs storage manager to access the share must have the right Full Control.

Warning
To store the documents with the d.ecs storage manager on a Silent Cube/Silent Brick 
volume, it is essential that the default and minimum retention period for the Silent Cubes 
volume is set equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Percentage specification of how much storage space may be used for storing data.
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Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Enforce CAS-creation: If this option is enabled, then the documents are stored in CAS containers. These 
containers have a unique ID which is used to verify the consistency of a document during restore. 
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is 
passed on to the d.3 server/d.3 gateway/API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is per­
formed after having copied a file to the Silent Cubes volume. This ensures that the file was completely 
transferred.

Wait for SAFE-file: If this parameter is enabled, then the d.ecs storage manager only reports an OK 
to the d.3 server/ecspand, if the document was completely processed by the Silent Cube/Silent Brick 
system.

Warning
For this procedure, the generation of SAFE files for the volume must be enabled on the 
Silent Cube/Silent Brick system! The format of SAFE-files must be configured to XML for 
this effect.

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.
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Volume configuration

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume-ID in 
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Automatically resize the volume: If the used volume is automatically extended by Silent Cubes/Silent 
Brick, this parameter must be enabled. Enable this to remove the storage limits.

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the 
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed 
by the delivering process may be located for a document. These values have to be set and must be 
equivalent to the settings of the Silent Cubes volume.

Automatically correct retention period: If a retention-period outside the specified range is passed by a 
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is 
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries 
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is 
executed under a user account which does not have access to the volume.
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User: User to be used for the login to the volume.

Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Privileged deletion
The FAST LTA Silent Brick systems with software version 2.22 provide the function Privileged Deletion. 
If this function is to be used, it must be activated in the configuration of a volume. The API access must 
also be configured for the Silent Brick. This is possible in the volume configuration on the tab Privileged 
deletion.

Enable Privileged deletion: Enables the function Privileged deletion and provides a configuration area 
for the Silent Brick API.

Host: The hostname or IP of the Silent Brick.

Port: Port where the API can be reached. The default is here 443 (HTTPS).

User name: User name of the on-premises user of the Silent Brick System configured for privileged 
deletion on the Silent Brick System.

Password: Password of the user.

Volume name: Name of the volume on which the privileged deletion is to be executed.

Path prefix: Prefix for the directory structure below the share of the volume used. This specification only 
has to be made if the d.ecs storage manager does not write directly to the root directory of the volume 
share.

Example:
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Silent Bricks volume share: \\silentbricks\volume1

Target path within this share: \\silentbricks\volume1\ArchivA\

Path prefix to configure: ArchiveA

Index recovery
The d.ecs storage manager Silent Cube module allows to recover the internal document index after a 
loss. For this effect, it browses the specified target directory for documents and thus rebuilds the index. 
This type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index 
(also see Tab Database logging).

Silent Cubes directory: Directory on the Silent Cube/Silent Brick system to be searched for documents.

Index directory: Directory where the index of the documents for the Silent Cubes/Silent Brick-System 
system is to be stored.

Preparation of the Silent Cube/Silent Brick volume
Configuration Silent Cube

When creating the volume on the Silent Cube system, you must comply with the following preconditions 
to ensure the proper collaboration of the d.ecs storage manager with the Silent Cube system:

• The volume-type must be configured as WORM with lifetime (RWRO triggered).
• The lifetime should be 0 years and 0 days.

Note
The d.ecs storage manager passes the lifetime for every document to the Silent Cube 
system.
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If you enabled the option Wait for SAFE-file in the d.ecs storage manager configuration, then you must 
also enable the option SAFE files in the Silent Cube Volume definition.

The SAFE-files option List must be enabled for the d.ecs storage manager to process SAFE-files.

Set the file extension of SAFE-files to the default safe.

From d.ecs storage manager version 2.4, the extension for the Safe-files must be set to xml.
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The default settings in the section Miscellaneous should not be changed when you Create of a new 
volume. You can only enable “Prioritize the archiving”, if you want to preconfigure a priority when using 
multiple volumes.

You should not enable the Button Change volume-type to "WORM with lifetime (RWRO triggered)".

Configuration Silent Brick

On a Silent Brick system, you must create a so-called “Compliant archive” via the web user interface 
before you can create a volume. Select a WORM brick as an archive medium for the “Compliant archive”. 
If you are using the WORM Brick as a mere archive volume or as an archive medium and stage, depends 
on the bricks existing in the Silent Brick system. You can select a WORM brick as a mere archive 
medium and e.g. an SSD brick for the stage area. Detailed information can be found in the respective 
documentation on the Silent Brick system.
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Under the created “Compliant archive”, you must create a so-called “Sub volume”. From software version 
2.22 of the Silent Brick system, you must decide whether you want to create a sub volume in Compli­
ance or in Enterprise mode. The following selection appears:

For the standard storage via the d.ecs storage manager you should choose the subvolume mode Compli­
ance. If you need to delete documents before the retention time expires, you must use the Sub Volume 
Mode Enterprise. For a subvolume in Compliance or Enterprise Mode, choose the following settings:

When creating the sub volume on the Silent Brick system, you must comply with the following precondi­
tions to ensure the proper collaboration of the d.ecs storage manager with the Silent Brick system:

• The volume-type must be configured as WORM with lifetime (RWRO triggered).
• The lifetime should be 0 years, 0 days, 0 hours and 0 minutes.
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Note
The d.ecs storage manager passes the lifetime for every document to the Silent Brick 
system.

• Enable the option List so that the SAFE files in the file system are visible for the d.ecs storage 
manager.

• The File extension of the Safe files should not be changed and remain safe as default. Else, a proper 
collaboration with d.ecs storage manager is not ensured.

• Please select xml as the File format for the SAFE-files as this is expected by d.ecs storage manager.

The Miscellaneous settings for the “Sub volume” to be created should not be changed. Only the setting 
Prioritize ingests can optionally be enabled.

Note
To enable the d.ecs storage manager to store documents on a Silent Cube volume or a 
Silent Brick sub volume, a respective share to the volume must be configured. The share 
can be done for a domain user or a local user of the Silent Brick System.

Setting up a user for privileged deletion associated with Enterprise Sub Volumes.

The privileged deletion of documents, i.e. the deletion of documents before the retention time has 
expired, via the d.ecs storage manager can only be performed by a local user of the Silent Brick system. 
Create a corresponding user and assign him the role "ComplianceAdmin" for the corresponding "Compli­
ance Archive".
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1.4.11. d.ecs storage manager TSM
With the d.ecs storage manager TSM module, d.ecs storage manager can store documents on a Tivoli 
Storage Manager/Spectrum Protect Server.

A 64-bit operating system is required to use the d.ecs storage manager-TSM module due to its depend­
ency on the IBM Spectrum Protect Client.

In order to ensure a proper cooperation between d.ecs storage manager and the Tivoli Storage Manag­
er/Spectrum Protect Server, an installed IBM Spectrum Protect Client with version 8.1.20.0 is required.

The compatibility to a higher API version cannot be guaranteed due to a change in the API by IBM.

Configuration
DSM-Api directory: Specify the API-directory of the TSM client here.

Warning
After upgrading from an older d.ecs storage manager version (< 3.3) where the 32 bit 
TSM client was still used, the API directory has to be changed to the 64 bit variant.

By default, the API directory is located at:

C:\Program Files\Common Files\Tivoli\TSM\api64

OPT file (Global): Specify the OPT file (Options file of the TSM client) to be used by default. A global 
OPT file must be specified.

OPT file: Enter the explicit OPT file to be used, if the default OPT file is not used, e.g. to establish a 
connection to a separate TSM server.

Management class: Enter the management class based on which the TSM server should store a docu­
ment.

Note
Note that an event-based management class is required here.

Filespace: Enter a name for the storage area on the TSM server.
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Warning
If you operate several d.3 server (with the same repository IDs), which are saving their 
data on one TSM server, then you must make sure that the filespace for each d.3 server 
has a different name. Example: for server 1: d3store1, for server 2 d3store2. Otherwise 
this will result in problems later with the recovery of the index structure!

Connections: This defines the maximum number of simultaneous connections to the TSM server. If 
a connection is not used, it is automatically disconnected from the d.ecs storage manager after five 
minutes.

User: Enter the user name to be used for the TSM connection here.

Password: Specify the password for the TSM connection here.

Prevent closing connections: If this parameter is enabled, then the TSM-connection is kept open after a 
retrieval.

Warning
Only enable this option, if you are sure that all objects do not have to be read from a 
sequential storage medium.

You can obtain information about how to use a management class for the further processing of the 
documents by the Tivoli Storage Manager in the documentation of the Tivoli Storage Manager.

Since the passwords of a TSM user expire after certain intervals and must be reset, it is recommended to 
use the login procedure passwordaccess generate of the TSM client. This procedure automatically resets 
the passwords automatically after their expiry.

To activate this procedure, enter the following line in the OPT file:

passwordaccess generate

The OPT-file could then look as follows:

TCPServeraddress                    192.168.0.245
Nodename                            d3user
TCPPORT                             1500
passwordaccess                      generate
enablearchiveretentionprotection    yes

Please consult the TSM client manual for information on the respective entries of the file.

Having changed the login procedure in the OPT file, please delete the user name in the configuration 
mask of the TSM system. After a successful connection to the TSM, the password can also be deleted 
from the configuration mask. The new password saves the TSM client encrypted in the Microsoft 
Windows registry.

Index recovery
The d.ecs storage manager TSM module offers the possibility to restore index recovery files (*.IR) stored 
on the TSM in order to rebuild the reference index of d.ecs storage manager (see alsoTab Database 
logging).

Enough disk space must be available in the specified index directory so that the downloaded index 
recovery files can be stored there. The filespace name should be assigned automatically. In order to 
search for Index recovery file on the pool “B”, the Pool ID B must be specified. Then the recovery process 
is started with a click on the button Start recovery. Depending on the number of documents located on 
the document pool, the search can take several minutes or even hours.
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1.4.12. d.ecs storage manager Governikus LZA/DATA Aeonia
The d.ecs storage manager Governikus LZA module enables you to store documents in a Governikus 
LZA/DATA Aeonia signature system. For final storage on a separate storage system, you can use a 
second (downstream) d.ecs storage manager that stores the data on the supported storage systems.

To use this module, you require a Governikus LZA system with version 3.5 or a DATA Aeonia system 
with version 10.1.2, with the latest hotfixes installed in each case. The most recent tested version of LZA 
is 3.5.3.2. The most recent tested version of DATA Aeonia is 10.1.2. Configure the LZA/DATA Aeonia 
system so that the data is stored in TR-ESOR 1.2 format.

Warning
Since the Governikus LZA/DATA Aeonia signature system uses special automated signa­
ture functions that require access to the original document content (for re-signing), the 
Single Instancing function is not supported when using a Governikus LZA/DATA Aeonia 
signature system.

Warning
Due to current restrictions in the d.ecs storage manager API, the maximum document 
size that can be sent to LZA/DATA Aeonia is 1.2 GB.

Communication chart
The following diagram shows the technical procedure when there is a second d.ecs storage manager 
downstream from the LZA/DATA Aeonia system.
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Secondary storage (red)

• d.3/ecspand sends the document and signatures to d.ecs storage manager.
• d.ecs storage manager Governikus LZA generates a XAIP container from it and sends it to the LZA 

system.
• The LZA system checks the XAIP container, adds a timestamp, generates the AOID and passes it to 

the LZA storage adapter (the LZA must be configured in such a way that evidence records are not also 
stored in the XAIP to prevent duplicate storage later).

• The LZA storage adapter sends the XAIP container to a second downstream d.ecs storage manager 
instance and uses the passed AOID as a DOCID. The LZA storage adapter then waits for the down­
stream d.ecs storage manager instance to store the container in the secondary storage.

• The downstream d.ecs storage manager instance stores the document on the configured secondary 
storage system.

• If the document has been stored on the secondary storage, the LZA storage adapter returns an OK to 
the LZA system. The LZA system passes the OK and the AOID to the first d.ecs storage manager, d.ecs 
storage manager stores the AOID for the document and signatures and returns the OK to d.3/ecspand.

• The first d.ecs storage manager asynchronously queries the LZA system for the evidence records of 
the documents stored on the secondary storage and stores them via the downstream d.ecs storage 
manager.

Unproven restore (green)

For the ordinary (unproven) restore (green), the first d.ecs storage manager instance loads the XAIP 
container using the stored AOID directly via the API from the second downstream d.ecs storage manager 
instance and extracts the document/signatures.

Proven restore (blue)

In the proven restore (blue), the first d.ecs storage manager instance requests the XAIP container from 
the LZA system. The LZA system then loads the XAIP container through the LZA storage adapter via 
the d.ecs storage manager API from the second downstream d.ecs storage manager instance. The LZA 
storage adapter then passes the XAIP container to the LZA system. The LZA system checks the XAIP 
container and passes it to the first d.ecs storage manager instance. This can now extract the document / 
the signatures and deliver them to d.3/ecspand.

Configuration
LZA connection settings 

Server: The IP or host name of the DATA Aeonia server.

Port: The port for the ArchiSafe module of the LZA/DATA Aeonia server.

Certificate file: The certificate for client-side authentication (in PEM format).

Key file: The Key file for client-side authentication (in PEM format).

Test connection: Tests the connectivity to the LZA/DATA Aeonia server.

Signature validation mapping 

Select the signatures to be checked by the Governikus LZA/DATA Aeonia system.

Attribute settings 

Properties of d.3 can only be adopted in the XAIP container from d.3 server version 8.1.

In order to transfer the document properties from d.3 to the Governikus DATA Aeonia system, the 
credentials of a d.3 user with access to all documents and document types must be specified in the 
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configuration. The user must be configured in such a way that their access never expires, otherwise 
secondary storage may fail due to login issues.

Store properties in XAIP container: Enables saving the properties from d.3 to the swapped XAIP con­
tainer.

Base address: Specifies the base address under which the d.ecs http gateway is accessible.

Archive ID: The main ID of the d.3 repository.

User: The user to be used for access to the d.3 repository. Leave this parameter empty if you are using a 
technical user.

Password / API token, Confirm password / API token: The password of the d.3 user in question or the 
API token if using a technical user.

Test connection: Checks the access to the d.3 API using the specified user and password.

Secondary d.ecs storage manager instance 

If the option Use secondary d.ecs storage manager is enabled, an additional page is displayed for the 
configuration of the second d.ecs storage manager instance.

Server: The IP or host name of the server on which d.ecs storage manager is running.

Port: The port of the web interface or the API of d.ecs storage manager.

Password/Confirm password: Password for access to the web interface or API.

Pool ID: Pool ID of the pool where the documents are to be stored.

Use SSL encryption: This enables the SSL encryption.

Proven restore: If this option is enabled, the documents are always requested via the Governikus DATA 
Aeonia system. This option should only be enabled in case of doubt for performance reasons. If this 
option is enabled the documents are always requested from the downstream d.ecs storage manager by 
API.

Test connection: Checks the connection to the d.ecs storage manager.

Preparing the Governikus LZA/DATA Aeonia system
A certificate is required to establish a connection to the Governikus LZA/DATA Aeonia system. The d.ecs 
storage manager Governikus LZA module uses this certificate to log in to the Governikus LZA/DATA 
Aeonia system. The certificate consists of a certificate file and a matching key. Both must be provided in 
PEM format.

Note
The following settings are required only if there is a second d.ecs storage manager 
instance downstream from the LZA/DATA Aeonia system.

To allow Governikus LZA/DATA Aeonia to communicate with the downstream d.ecs storage manager, 
you must manually install a special storage adapter in combination with an adjusted configuration file in 
Governikus LZA/DATA Aeonia. Following the installation of d.ecs storage manager, the storage adapter is 
located in the sub-directory LZA-StorageAdapter (storage_decssm_lza_storage_adapter.rar).

Installing the LZA storage adapter on the DATA Aeonia system
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Note
To install the adapter, you must have a DATA Aeonia system running version 11.1.5 or 
later.

To install the LZA storage adapter

• Copy the file storage_decssm_lza_storage_adapter.rar from the d.ecs storage manager sub-directory 
LZA-StorageAdapter to the DATA Aeonia installation directory (for example, to a deployments sub-di­
rectory).

• Start the JBOSS CLI and connect to the JBOSS server.
• Make the storage adapter known to JBOSS using the following command:

deploy [Installation directory]
\deployments\storage_decssm_lza_storage_adapter.rar

• Optional: Check whether the storage adapter is available in the file standalone.xml in the directo­
ry [Installation directory]\jboss\standalone\configuration\ by searching for storage_decssm_lza_stor­
age_adapter.rar.

• Log in to the DATA Aeonia WebAdmin and select the long-term storage section.
• Select the option General configuration in the menu on the left.
• Under Archiving type, select the d.ecs storage manager LZA storage adapter.

An input form appears for the configuration data of the d.ecs storage manager to be used for the 
secondary storage of the DATA Aeonia system data.

The parameters have the following meaning:

Server-Name / IP: Host name or IP of the server on which d.ecs storage manager is running.

Port: The port of the web interface/API of the d.ecs storage manager.

IDP-Token verwenden (Use IDP token): Indicates whether the password is the API token of an IDP user. 
Possible values: true, false.

Password: Password for the d.ecs storage manager web interface/API. If the value true is specified under 
IDP-Token verwenden (Use IDP token), you need the API token of an IDP user who has access to the 
d.ecs storage manager web interface or API.

Pool ID: Pool ID of the pool where the documents are to be stored.

Use SSL: Specifies whether the connection to the d.ecs storage manager is to be established via SSL. 
Possible values: true, false.

After specifying the parameters:

• Select Apply in the lower section.
• Select the option Long-term storage in the menu on the left.
• Save the configuration.

In addition, please note that saving of the Evidence Records in a XAIP container (container format for 
documents and signatures) in the Governikus DATA Aeonia system must be disabled to prevent the 
duplicate storage of data. To change the settings, log in to the DATA Aeonia WebAdmin, go to ArchiSig 
modules > General configuration and disable the option Insert ERs into XAIPs in the Embedding 
EvidenceRecords category.

1.4.13. d.ecs storage manager system connect
The d.ecs storage manager system connect module allows access to third-party repositories using special 
connectors. The connectors provide a read-only access to the third party repositories. The secondary 
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storage of documents via the d.ecs storage manager system connect module and the respective connec­
tors is not possible.

Configuration
The d.ecs storage manager system connect module has a minimalistic configuration form only allowing 
you to select the connector to be used. The then following configuration dialog is provided by the 
selected connector and must be explained in the connector's documentation.

Connector: This defines the connector to be used.

Configure: Opens the configuration dialog of the selected connector.

Note
A connector cannot be changed later. If another connector is to be used, a new system 
must be created in d.ecs storage manager.

1.4.14. d.ecs storage manager Isilon
The Isilon module allows the d.ecs storage manager to store documents on a Dell EMC Isilon storage 
system.

Warning
To store the documents with the d.ecs storage manager on an Isilon volume, it is essential 
that the default, minimum, and maximum retention period for the Isilon volume are set 
equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration
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Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls 
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can 
be stored again.

Volume ID: Every storage path gets a unique volume ID.

CAS-creation: If this option is enabled, then the documents are stored in CAS containers. These contain­
ers have a unique ID which is used to verify the consistency of a document during restore. (During the 
retrieval it is checked, if the data in a CAS container are unchanged before a document is passed on to 
the d.3 server/d.3 gateway/API). This should only be enabled in connection with ecspand products.

Validate data: If this option is enabled, then a file comparison based on the RipeMD256 hash procedure 
after copying a file to the Isilon volume to make sure that the file was transferred completely.

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.
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Volume configuration

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in 
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used 
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the 
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before 
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume 
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting 
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed 
by the delivering process may be located for a document. These values have to be set and must be 
equivalent to the settings of the Isilon volume.

Automatically correct retention period: If a retention-period outside the specified range is passed by a 
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is 
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, d.ecs storage manager automatically tries 
to log in to the respective volume. This parameter only has to be enabled, if d.ecs storage manager is 
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.

Password / Confirm password: Password of the user to be used for the login to the volume.
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Status: One of three possible values of the volume is displayed. Use the Reset volume status button to 
reset the status of a volume to Waiting.

• Waiting: There is currently no writing on the volume.
• Writing: Currently writing on the volume.
• Full: The volume was written on until it exceeded the configured memory limits. The volume cannot 

and will no longer be written to.

Preparation of the Isilon volume
The configuration of the Isilon volume has various requirements which will be described below.

• It is recommended that the values Minimum Retention and Default Retention are set to one day and 
Maximum Retention to the highest retention time defined in d.3/ecspand. This avoids possible issues 
when setting the retention time through d.ecs storage manager. Else, Isilon overwrites the retention 
periods set by d.ecs storage manager automatically with the specified defaults.

• The parameter Auto Commit must not be enabled, as the Isilon then automatically locks documents 
and under certain conditions this interferes with the procedures of d.ecs storage manager.

• Since d.ecs storage manager does not support the function Privileged Delete of Isilon, this option can 
be disabled.

1.4.15. d.ecs storage manager S3
With the module d.ecs storage manager S3, d.ecs storage manager can store documents on an S3-com­
patible data storage device. The S3 data storage itself can be provided by the customer.
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Currently supported systems:

• Standard S3 (without revision security)
• DELL EMC/ECS
• d.velop cloud storage OTC
• S3 Object Lock Governance/Compliance
• more systems upon request

The documents can optionally be protected against unauthorized viewing with AES256 encryption. 
When storing data with an Internet S3 provider, enabling encryption is recommended.

The operation of d.ecs storage manager S3 requires an installed .NET Core Runtime in version 3.1.5 or 
higher. This is installed during the installation of d.ecs storage manager.

Note
The d.ecs storage manager S3 module is only to be used in conjunction with on-premises 
storage solutions. For use with Amazon S3 or Open Telekom Cloud, d.velop cloud storage 
(AWS) or d.velop storage service (OTC) can be booked with d.velop AG. If you want 
to use the S3 module with other S3 cloud systems, you must license the d.ecs storage 
manager S3 for cloud module.

Configuration
The configuration of an S3 system in d.ecs storage manager consists of three sections: access data, 
encryption and proxy settings. The individual sections are explained below.

Access data 

Access key: Enter the access key with which access to the S3 memory is possible.

Secret access key: Enter the secret access key with which access to the S3 memory is possible.

Bucket: Enter the name of the target bucket here.

Endpoint: Enter the service endpoint address of your S3 memory here.

Region: Specify the region to use in your S3 memory.

Tenant ID (optional): A tenant ID (max. 32 characters) can be specified here. This specification is optional 
and only necessary if several clients are to be stored in the same bucket. Specifying a tenant ID causes 
the client data to be divided into different subdirectories below the root directory of the target bucket.

Test connection: Tests the connection to the specified service endpoint and displays information about 
the configured encryption.

Encryption 

The setup of the encryption is described in more detail in the subchapter Encryption.

Proxy 

It is possible to use a proxy server to communicate with the S3 memory. Enter the login credentials for 
the proxy server available in your network in the corresponding fields. The username and password are 
optional fields and only need to be filled if you are using a proxy server with user authentication.

New functions 

Some S3 storage systems support advanced S3 features such as the use of retention periods for data 
objects. This functions can be enabled optionally.
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Activate the advanced functions and select the type of the connected storage system.

Note
If only standard S3 is to be used, then this must be explicitly confirmed. In this case, 
documents are not stored in an audit-proof manner (no protection by setting retention 
periods).

Miscellaneous 

Under the section Miscellaneous there are various options that are important for one or the other 
S3-based system.

Force "path style": Depending on how a bucket is addressed in the addressed system, path style or host 
style (default) must be used.

Disable SSL checking: Disables the validity check of SSL certificates.

Chunk size in MB: Specifies the chunk size for uploading data objects. Minimum is 5 MB, maximum is 
100 MB.

Connection timeout: Specifies the maximum time in seconds for a connection attempt. The default value 
is 5 seconds.

Read/write timeout: Specifies the maximum time in seconds for a read or write attempt. The default 
value is 300 seconds.

Number of trials: Specifies the maximum attempts for an S3 API call. The default value is 2.

Encryption
On the Encryption configuration page, you can activate the encryption of the data objects so that the 
objects are stored encrypted in the S3 memory.

Depending on the extent to which the encryption is already configured and initialized on your system, 
different configuration views may be displayed when you switch to the configuration page.

Initializing and activating the encryption function
To enable the encryption of the data objects, you must first generate a security ID.

The movement of the mouse is taken into account during generation, resulting in an even more random 
key.

• Click Start to begin with the generation.
• Click on the button again after a few seconds to stop the generation. So that the mouse is not 

necessarily at the position of the button, the button can also be operated by pressing the space bar.
• Then, you must print the generated security ID. He printout contains a confirmation code that you 

must enter in the Confirmation section.

Encryption can be activated only once the security ID has been entered correctly.

It may take some time to activate encryption (approximately 15 to 20 seconds).

After successful enabling of the encryption, the message "The encryption is active" appears.

The encryption has now been enabled and d.ecs storage manager can store the documents/data objects 
encrypted in the connected S3 memory.

Activating encryption when the encryption function has already been initialized
If the encryption has already been initialized, it can simply be enabled for another bucket.
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• Click Enable to activate it.

It may take some time to enable the encryption (approximately 2 to 5 seconds).

After successful enabling of the encryption, the message "The encryption is active" appears.

The encryption has now been enabled and d.ecs storage manager can store the documents/data objects 
encrypted in the connected S3 memory.

Renewed initialization of the encryption function after the master key was lost
If the initialization of the encryption function is lost, e.g. as a result of a clean installation of the 
operating system, a server migration or changed hardware, the encryption function must be enabled 
again.

This is done using the security key on the printed copy generated at the time of initializing the encryp­
tion.

• Enter the security key that appears on the printed copy.
• Click Re-enable.

It may take some time to activate encryption (approximately 15 to 20 seconds).

After successful enabling of the encryption, the message "The encryption is active" appears.

The encryption has now been enabled and d.ecs storage manager can store the documents/data objects 
encrypted in the connected S3 memory.

More information about supported storage systems

d.velop cloud storage OTC
Notes on storage and deletion of data objects

The data objects stored in d.velop cloud storage OTC each have a retention period. This retention period 
is given by the leading system when the data objects are stored. The retention period is taken into 
account during a deletion process and the deletion is stopped if the retention period has not yet expired.

Documents that can be deleted due to an expired retention period are deleted directly during a deletion 
process. This deletion process cannot be undone. Deleted data objects cannot be restored.

During configuration, note that the endpoint is set to "https://obs.eu-de.otc.t-systems.com" and the 
region is set to "eu-de". The accessibility of the endpoint may have to be enabled in the existing 
firewall. Furthermore, the accessibility of the end point "https://otc-storage.service.d-velop.cloud" must 
be guaranteed.

DELL/EMC ECS
If you are using d.ecs storage manager S3 in conjunction with an ECS (Elastic Cloud Storage), then you 
must enable the Enforce path style option on the Miscellaneous tab.

S3 Object Lock
The following S3-compatible systems were successfully tested with the Object Lock option activated:

System Version Object Lock mode Tested on

Hitachi Content Platform 
(HCP)

9.6.0.214 Governance 13.10.2023

Hitachi Content Platform 
(HCP)

9.6.0.214 Compliance 13.10.2023

iTernity iCAS FS 1.18.4 Governance 06.08.2025

iTernity iCAS FS 1.18.4 Compliance 06.08.2025
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System Version Object Lock mode Tested on

NetApp Storage Grid 11.6.0 Compliance 06.01.2023

1.4.16. d.ecs storage manager proNEXT
The d.ecs storage manager proNEXT module enables you to store documents in a Procilon proNEXT 
signature system. At least version 2.12.0 of proNEXT ArchiveManager is required for operation.

Warning
Since the Procilon proNEXT signature system includes special automated signature func­
tions that need to revert to the original document contents (for oversigning), the singlein­
stancing function is not supported when using a Procilon proNEXT signature system.

Configuration
proNEXT connection settings 

ArchiSafe: The IP address or the host name and the port of the ArchiSafe service of the proNEXT server.

UserManager: The IP address or the host name and the port of the UserManager service of the proNEXT 
server.

IDP: The IP address or the host name and the port of the IDP service of the proNEXT server.

User: The user name for accessing the proNEXT server.

Password: The password to access the proNEXT server.

Keycloak: Specifies whether Keycloak should be used for login.

Test connection: Tests connectivity to the proNEXT server.

XAIP mode: Select the mode to be used for compiling an XAIP.

• XAIP: When the XAIP container is created, the data objects are also saved in the XAIP container.
• LXAIP: When the LXAIP container is created, the data objects in the XAIP container are only refer­

enced. This makes the container considerably smaller.

Signature validation mapping: Select the signatures that can or should be verified by the proNEXT 
system.

Attribute settings 

Properties of d.3 can only be adopted in the XAIP container from d.3 server version 8.1.

To be able to transfer the document properties from d.3 to the proNEXT system, save the access data of 
a d.3 user in the configuration.

Ensure the following:

• The user has access to all documents and document types.
• The access never expires. Otherwise, it may not be possible to perform the secondary storage due to 

login problems.

Store properties in XAIP container: Enables saving the properties from d.3 to the swapped XAIP con­
tainer.

Base address: The basic address at which d.ecs http gateway can be reached.
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Archive ID: The main ID of the d.3 repository.

User: The user to be used for access to the d.3 repository. The password of the d.3 user in question or 
the API token if using a technical user.

Password / API token, Confirm password / API token: The password of the d.3 user in question or the 
API token if using a technical user.

Test connection: Checks the access to the d.3 API using the specified user and password.

Routes: Here you can configure the endpoints you use for the proNEXT services. To configure the 
default routes, you can enable the corresponding option for the default routes. If you use Keycloak, there 
are various routes for the IDP service.

Important notes on the use of LXAIP containers
When using LXAIP containers, in contrast to normal XAIP containers, the data objects are not transferred 
to the proNEXT system. The transferred containers only contain metadata and object references with 
which the proNEXT system can request the data objects from d.ecs storage manager. Omitting the data 
objects leads to considerably smaller XAIP containers in the proNEXT system. The advantage is that 
changes to the metadata or evidence information of the LXAIP container do not lead to the user data 
being recreated.

Please note the following:

• To enable the proNEXT system to request the data objects from d.ecs storage manager, the data 
objects must be stored on a separate storage system. When configuring the storage pools, make sure 
that at least two systems are assigned to the respective pool. The first system must correspond to the 
system to which the data objects of a storage job are initially to be stored. Only then are the data 
objects transferred to the proNEXT system as a reference.

• You can deactivate the retrieval for this system in the system settings of the proNEXT system in 
d.ecs storage manager, as the d.ecs storage manager proNEXT module does not support the retrieval 
of documents from an LXAIP container. In this scenario, the data objects are always retrieved from 
the first system in the storage pool. If XAIP containers are already stored in the respective proNEXT 
system, retrieval must be activated. Otherwise, documents from the XAIP containers that have already 
been stored cannot be retrieved.

• Only run the system check from a proNEXT system with LXAIP if the retrieval test remains deactiva­
ted. Otherwise, retrieval errors will occur. The mere existence check of the containers is possible.

• When synchronizing the data to a new system, the data must be synchronized from the separate 
storage system. You can then perform a synchronization from the proNEXT system to the new system. 
Synchronization of the proNEXT system is only necessary if there are also XAIP containers in the 
proNEXT system in addition to the LXAIP containers.

• Do not select a system that is configured for LXAIP as the destination for the database logs (IR files). IR 
files are blocked by the proNEXT module for technical reasons if LXAIP mode is configured.

1.4.17. d.ecs storage manager Azure
With the d.ecs storage manager Azure module, d.ecs storage manager can store documents in an Azure 
Blob Storage container.

Optionally, the documents can be protected from unauthorized access using AES256 encryption.

Configuration
The configuration of an Azure system in d.ecs storage manager consists of three sections: access data, 
encryption and proxy settings. The individual sections are explained below.

Access data 

Account Name: Enter the account name for accessing the Azure memory.
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Account Key: Enter the account key for accessing the Azure memory.

Container: Enter the name of the target container here.

Tenant ID (optional): You can enter a tenant ID (max. 32 characters) here. This entry is optional and only 
necessary if several tenants are to be stored in the same container. Specifying a tenant ID causes the 
tenant data to be divided into different subdirectories below the root directory of the target container.

Test connection: Tests the connection to the specified service endpoint and displays information about 
the configured encryption.

Encryption 

For more information on setting up encryption, see Azure encryption.

Proxy 

You can use a proxy server to communicate with the Azure memory. Enter the login credentials for the 
proxy server that is available in your network in the corresponding fields. The username and password 
are optional fields and only need to be filled if you are using a proxy server with user authentication.

Miscellaneous 

Under the Miscellaneous section, there are various options that are important for communication with 
the Azure system.

Disable SSL checking: Disables the validity check of SSL certificates.

Number of trials: Specifies the maximum attempts for an Azure API call. The default value is 2.

Encryption
On the Encryption configuration page, you can activate the encryption of data objects. This means that 
the objects are stored in the Azure memory in encrypted form.

Depending on the extent to which the encryption is already configured and initialized on your system, 
different configuration views may be displayed when you switch to the configuration page.

Initializing and activating the encryption function
To enable the encryption of data objects, you must first generate a security ID.

The movement of the mouse is taken into account during generation, resulting in a more random key.

1. Click Start to begin the generation process.
2. After a few seconds, click Stop to stop the generation. You can also operate the button by pressing 

the space bar so that the mouse is not necessarily at the position of the button.
3. Print out the security ID that is generated. The printout contains a confirmation code that you must 

enter in the Confirmation section.

Warning
Keep the printout safe. If the printout and thus the security ID are lost, it will not be 
possible to restore the master key.

When replacing the hardware components, you may have to enter the security ID again.

Encryption can be activated only once the security ID has been entered correctly.

It may take some time to activate encryption (approximately 15 to 20 seconds). Once encryption has 
been successfully activated, the following message is displayed: Encryption is active.
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Encryption has now been activated and d.ecs storage manager can store the documents and data objects 
in the connected Azure memory in encrypted form.

Activating encryption when the encryption function has already been initialized
If encryption has already been initialized, you can simply activate encryption for another container.

Click Enable to activate it.

It may take some time to activate encryption (approximately two to five seconds). Once encryption has 
been successfully activated, the following message is displayed: Encryption is active. 

Encryption has now been activated and d.ecs storage manager can store the documents and data objects 
in the connected Azure memory in encrypted form.

Re-initialization of the encryption function after the master key was lost
If the initialization of the encryption function is lost, e.g. as a result of a clean installation of the 
operating system, a server migration or changed hardware, you must reactivate the encryption function.

To do so, use the security key on the printed copy that was generated when encryption was initialized.

1. Enter the security key that appears on the printed copy.
2. Click Re-enable.

It may take some time to activate encryption (approximately 15 to 20 seconds). Once encryption has 
been successfully activated, the following message is displayed: Encryption is active.

Encryption has now been activated and d.ecs storage manager can store the documents and data objects 
in the connected Azure memory in encrypted form.

Preparing the Azure Blob Storage container
For the storage account under Data Protection, activate the option Enable Versioning of Blobs and for 
the container during creation, activate the option Enable version-level immutability support. This is to 
enable you to store data via d.ecs storage manager in a container in Azure Blob Storage.

1.5. Opening d.ecs storage manager
Start the d.ecs storage manager as follows:

decssm.exe [option] <configfile>

You can pass one of the following start options to the d.ecs storage manager:

/SA: Starts the storage process only

/SR: Starts the restore process only

/SAR: Starts the storage and restore process

If none of these parameters is passed, then the d.ecs storage manager starts without activating the 
storage or restore process. In this case, it is then possible to activate the storage/retrieval process via the 
Web interface. If the secondary storage- and/or the restore process is started via the web interface, this 
only applies until the next start of the d.ecs storage manager.

Other internal d.ecs storage manager processes are automatically started independent from the passed 
start parameters.

Note
The name of the configuration file must always be passed as a parameter or the d.ecs 
storage manager will automatically stop after the start.
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The configuration files are saved in the sub-directory configs in the program directory of the d.ecs 
storage manager and can be passed to the d.ecs storage manager. A configuration always consists of a 
configuration file (INI file) and one or more module configuration file (CFG file). The name of a module 
configuration file is equivalent to the name of the module used (e.g. netapp.cfg, centera.cfg, 
tsm.cfg, ...). The configuration file (INI) to be used must be passed when calling the d.ecs storage 
manager.

If the d.ecs storage manager is started via the d.3 process manager, then you must create a new process 
there entering the command line described above under Target, e.g.:

c:\decs\decsstoragemanager\decssm.exe /SAR 
c:\decs\decsstoragemanager\configs\d3FU.ini

Furthermore, the Working path in the d.3 process manager must be set to the d.ecs storage manager 
directory (e.g. c:\decs\decsstoragemanager).

1.6. Web-Interface
d.ecs storage manager offers a web interface for the monitoring of the d.ecs storage manager. The 
individual processes (storage/retrieval) can be enabled or disabled.

Furthermore, you can obtain information on the currently installed storage drivers. For troubleshooting 
purposes the debug logging can be enabled during runtime.

The links at the left and upper border of the web-interface allow to retrieve and display certain informa­
tion as well as apply respective configuration settings for the system check or synchronization.

Open the web interface

Optionally, open the web-interface from the server hosting d.ecs storage manager via the address

http://localhost:[Port]/

must be called. The port is defined in the d.ecs storage manager configuration (see Tab: HTTP / API 
Interface).
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Note
If the web interface is opened from another client, a login dialog is displayed. In this case, 
the user name is "Admin" and the password is equivalent to the web password configured 
in the d.ecs storage manager administration.

For a smooth operation of the web interface, you must enable Javascript (active scripting) 
in the web-browser.

1.6.1. Document information
The hyperlink Document-information provides you with information on a document written to the 
secondary storage by the d.ecs storage manager. The displayed information is determined from the 
d.ecs storage manager database table d3sm_references at runtime. In combination with d.3, you define 
the d.3 document ID and the respective system. Using these restrictions, all document-versions of the 
specified document ID are displayed. In a second step, you can the select detailed information on a 
selected document-version and finally execute a check, if the selected document can be restored from 
the storage system.

Defaults for the Document Information

Display of the document versions

• Select the document version with a click on the row with the document ID.

Detailed information a document version
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Check, if the document can be restored from the storage system

• To do so, select the link Check recalling

Note
The hyperlink Check recalling is only displayed, if the restore process is enabled. Also 
compare Process overview.

If it is not possible to restore a document, a respective error message is displayed. The error message is 
displayed in red.

1.6.2. Driver information
Use the hyperlink Driver-information to get information on the installed and configured d.ecs storage 
manager modules. You also see the respective version number for the respective modules. In connection 
with the System-information, this can be essential information in a support case.
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1.6.3. Job overview
Since version 2.5 of the d.ecs storage manager, the d.3 jobs (from d.3 v7.1.1) and the API-jobs for the 
job-types STORE, DELETE, PRIVILEGED DELETE, RETENTION and COPYJOB are managed via a job 
table. The job-overview allows to view and filter the currently pending with various criteria.. Jobs that 
encountered errors can be optionally continued, restarted or removed.

The Job-Overview is divided in the sections Status, Filter and Result list.

The section Status displays the number of jobs grouped by job types. The display is refreshed automati­
cally.

With a click on one of the jobs, the respective job type is selected as a filter. The row is highlighted 
accordingly and the job type is displayed in the title of the section Filter.

The section Filter allows you to initially filter the job list. For this effect, you can specify a job ID or 
restrict the date range. Click on Start search to begin searching the jobs. The results are listed in the 
section Result list.
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The section Result list displays the result of the search. One element is displayed per row. The result 
list can be further filtered with several options. Click the search field Search for... to search for job 
properties. A separate filtering per property can be applied entering the filter criteria in the respective 
input fields displayed after having enabled the option Advanced filtering.

A click on an entry shows all job properties. The result list allows you to select one or more jobs and 
apply an action to them. The available options are displayed as buttons in the column Options. If multiple 
jobs are selected, then all available options are displayed as buttons in the title bar. The options are only 
available, if a job has the status Error.

1.6.4. Pool overview
The Pool-overview lists information on the defined pools, the systems, and optionally the volumes per 
system.

By default, the number of stored and searched documents as well as the number of encountered errors is 
displayed.

The numbers shown refer to a time range calculated from the difference between the current date and 
time and the date and time displayed at the lower end of the Pool overview next to Reset pool statistics.

The numbers can be reset with the link Reset pool statistics.
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Pool: This displays all Pool IDs for all pools defined in the d.ecs storage manager administration.

Used systems: This displays only the pools associated to the respective pool an their status. The different 
icons preceding the system names represent the system status.

: Okay, color green: The status of the system is OK, i.e. the system and the connected 
volumes can be used for the configured tasks.

: Unknown, Color grey: The current status of the system is not known. This can be a result 
of a currently running HealthCheck process regularly checking the availability of the systems or a system 
used in the pool is neither configured for storage nor for search.

: Error, Color red: The system has an error state which could be caused by a system or 
volume being unavailable. This also leads to a state change of the associated pool. The row with the pool 
ID is highlighted in red. If a system only has one associated volume and this has reached the maximum fill 
level, then the system and the pool are also set to error.

Used volumes: On systems addressed via a file system interface (NetApp, Filelock, NAS, Celerra, Silent 
Cubes, DataDomain), the configured alias names of the volumes and their status are displayed. If no alias 
names were defined, then the volume ID is displayed instead. The colored highlighting of the respective 
alias name or Volume ID represents the current volume status.

: The volume has reached the storage limit configured via the d.ecs storage manager administration 
and the status was set to “Full”. This means, no documents can be stored on this volume any more. A 
search on the volume is still possible.
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Note
If only one volume is defined for a system, an extension of the volume on the storage 
system or a change of the settings relating to the disk space (Lower storage limit (in %) / 
(in MB)) via the d.ecs storage manager administration has the effect that the volume 
again gets the status "Pending" (color black). Please remember that changes via the d.ecs 
storage manager administration only take effect after a restart.

If more than one volume is defined for a system, then the system automatically switches 
to the next volume with status Pending when the volume status Full is reached for one. 
The status Pending then changes to Writing with the next document written. Before the 
next volume with the status Pending is used, it is checked if a volume on the system 
that had the status Full has meanwhile got sufficient storage space again (Lower storage 
limit (in %) / (in MB)). If this is the case, this volume is set to the status Pending. With 
the next document written to secondary storage, the status may immediately change to 
status Writing again.

If all volumes have the status Full, this also results in an error status on the system.

: The volume currently has the status Writing. New documents are written to the volume according 
to the pool/system association. Documents can be searched on this volume. When reaching the config­
ured storage limit, a volume is automatically set to the status Full.

: The volume currently has the status Pending. The volume is currently not used for the secondary 
storage of documents. Usually, a volume has the status Pending, if it has been newly created and was 
adopted in the d.ecs storage manager configuration. If the current write volume ( ) reaches the status 
Full ( ), the next volume associated to the system with the status Pending is used for writing, i.e. the 
status automatically changes from Pending to Writing.

Documents written to secondary storage: The number of documents written to the secondary storage is 
displayed per pool, system, optionally per volume and pool-wide (total). The displayed values refer to the 
time range described above.

Documents written to secondary storage (error): The number of documents written to the secondary 
storage is displayed where errors have occurred. This is displayed per pool, system, optionally per volume 
and pool-wide. The displayed values refer to the time range described above.

Documents restored: The number of documents written to the secondary storage is displayed per pool, 
system, optionally per volume and pool-wide. The displayed values refer to the time range described 
above.

Documents restored (error): The number of documents retrieved from the secondary storage is displayed 
where errors have occurred. This is displayed per pool, system, optionally per volume and pool-wide. The 
displayed values refer to the time range described above.

The alias names of the volumes, the volume Ids and the displayed system names are hyperlinked allowing 
to display additional information on a volume, a system or a pool. The displayed system information 
differ depending on the storage system.

Volume-Information 

If you click on the alias name of a volume in the pool-overview of d.ecs storage manager or if this was 
not defined, configuration and status-information on the selected volume is displayed. Depending on the 
system to which the selected volume is associated, some additional system-specific information may also 
be displayed.
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System information 

If you click on the system name of a volume in the pool-overview of d.ecs storage manager, informa­
tion on the selected system is displayed. If the selected system is a system working file-system based 
then you will also get all volume information on the associated volumes.

Example system information of a NetApp system 

Example system information of a Centera system 

d.ecs storage manager

87



The displayed information shows that the option Eventbased retention is not installed/enabled on the 
Centera system. Moreover, the option Privileged delete is disabled.

Example system information of a TSM system 
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The displayed information for example shows, which TSM archive/backup-client version is installed.

Example system information of an HCP system 
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Pool information 

You can get information on a pool clicking on the pool ID in the Pool-overview.

For the selected pool, you will see information on the number and memory consumption of the stored 
and retrieved documents related to the last 24 hours.

The information is displayed in two charts.

The values required for this representation (number/volume of stored/retrieved documents) are obtained 
from the database table constantly updated by the d.ecs storage manager at runtime.

The first chart shows the stored and retrieved documents while the second chart shows the volume 
(storage space consumption) of the stored/retrieved documents. 
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Below the two charts, there are configuration options to specify the time range for the analysis. Further­
more, you can configure, if you want to see information on the storage and search.

The end of the pool information optionally contains two lists for the job queue, pending jobs).

The lists show the currently running storage jobs and those storage jobs in a Wait state.

If no current storage or wait jobs are found, only the respective captions are displayed.

The path and name of the respective job file is displayed for secondary storage jobs.

For wait jobs, you additionally see the time when the job will next be addressed and continued.
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1.6.5. Process overview
Having started the d.ecs storage manager web interface, the process-overview is displayed by default. 
This overview provides a summary over the currently running storage and retrieval processes. Moreover, 
you can start or stop the storage and restore process.

Note
Depending on the start parameters passed on calling the d.ecs storage manager, the 
secondary storage- and (or) the restore is enabled or disabled after the start.

Each of the two processes (Storage/Restore) works with a configurable number of sub-processes (see 
Tab General). If a process (sub-process) is active or inactive is represented by a green or red icon in 
the column Status. The sub-processes are furthermore numbered. In the following example, the storage 
process with its four sub-processes as well as the restore process with its sub-processes are active.
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To shut down the storage or restore process, click on the green icon (column Status) of the respective 
parent process. A message is displayed, that you have to confirm with Yes to stop the respective process. 
The storage or restore process is shut down as soon as the running sub-processes have been completed. 
In the same way, the storage and restore process can be restarted again.

For this effect, click on the respective red icon to start the storage and / or restore process again. 
The applied settings remain active until they are explicitly changed or until d.ecs storage manager is 
restarted. After the restart, the settings passed as start parameters apply.

1.6.6. Support Package
d.ecs storage manager offers from version 2.6 the possibility to create a support package via the web 
interface.

You can specify, which information should be added to the package. Such a package can be useful for a 
support case.
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d.ecs storage manager configuration: If this option is enabled, the entire configuration of d.ecs storage 
manager instance is added to the package

System information: If this option is enabled, the detailed information (e.g. used / available memory, 
installed program files of the main d.ecs storage manager incl. version information etc.) are added to the 
package.

d.3 logfile: If this option is enabled, the d.3 logfile is added to the package. This is only possible, if the d.3 
log server is running on the same system. Else, d.ecs storage manager does not have access to the file.

Jukebox-content (list): If this option is enabled, up to three files are added to the package listing the 
content of the handover directories Jukebox, Public and Archive. If the directories Public and Archive 
are located under the Jukebox-directory, then only one file is created.

decssm_jobs Content: If this option is enabled, a file is added to the package listing the jobs of the 
selected job-types. If no job-type is selected, all jobs are listed. The information Max. data specifies the 
maximum number of records to be written to the file.

Document-reference information: If this option is enabled, a file is added to the package listing all 
reference records for the specified document IDs. Document IDs must be specified without the archive 
index and be separated by a comma.

1.6.7. System check
The System check allows you to check the data of an entire secondary storage system for the complete 
secondary storage time range (or a part of it) and to create a test report. You can select various options 
influencing the check procedure. The options available in this context are described below.
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System to check: Specifies the system to be validated.

Check recalling: By default only an check for existence is performed for the documents on the selected 
storage system. If this option is enabled, the document is temporarily restored from the storage system 
and its consistency is validated using the stored hash value (if available).

Verify retention period: This option is only available for systems supporting retention periods for which 
the d.ecs storage manager does not work event-based. If this option is enabled, the retention period set 
on the storage system for a document is compared to that from the database.

Automatically correct retention period: This option is only available, if the parameter Verify retention 
period is enabled. If this option is enabled, then it is automatically attempted to adjust the retention 
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period, if this does not match the retention period stored in the database. Incorrectly set retention 
periods can occur as results of incorrect configuration etc.

Start date/End date: Date range for which the documents are to be verified in the format YYYY-MM-
DD. In case that a complete system is to be checked, the start and stop dates must be set to “0”. This 
causes the area to be checked to be determined automatically using the reference information from the 
database.

Cancel after x errors: If this parameter is enabled, the process aborts as soon as it has reached the 
number of errors configured under Maximum error count.

Maximum error count: Specifies the number of errors from which the process should abort with the 
option Cancel after x errors enabled.

Execution times: The times at which the check process is executed are defined here. If the check process 
is not currently running, no new workers are started - but the remaining workers finish their work.

Throttle times / throttle pause time: Here time ranges can be defined, when the check process should be 
slowed down. Then, the process pauses after each checked document. The duration of the break can be 
specified in milliseconds under Throttle pause time.

Parallel workers: Specifies how many threads should be initially started for the check (the number can be 
adjusted during execution). Please note that each thread establishes its own connection to the database. 
It must be ensured that the database allows a sufficient number of connections.

Documents per worker: Specifies the maximum number of documents to be processed per worker.

Security code: Specify the displayed security code here.

Start verification: Starts the verification. The button is only enabled after the security code has been 
entered correctly.

Available logs: This displays all logs pf previous system checks. These can be opened and viewed with a 
single click on the respective link.

As soon as the check is started, the view changes to the following statistics overview.

The verification process can be aborted here with Cancel. Furthermore there is the possibility to adjust 
the number of worker processes to be used. This view is automatically updated at a certain interval.

1.6.8. System information
The hyperlink System-information provides you with general information on the d.ecs storage manager 
installation. You will see the version of the currently running d.ecs storage manager, the date and time 
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of the last start and the runtime expired since then. Moreover, the current memory consumption of the 
d.ecs storage manager and some important settings are displayed. This is essential information for the 
support case.

1.6.9. System mirroring on document level
The menu option System synchronization in the Web interface of d.ecs storage manager allows you to 
perform a synchronization of the documents from one system to another one. Use this synchronization 
to synchronize the difference between two systems or to prepare the migration to another system.

The following settings can be applied in the dialog:
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Pool: This specifies the pool to be mirrored.

Source system: This specifies the system used as a document source.

Synchronize entire pool: If this parameter is enabled, then the selected source system is synchronized 
with all systems of the same pool. This only applies to target systems for which the secondary storage 
is enabled. Moreover, the secondary storage of the documents depends on the settings of the systems 
regarding the document types (see chapter "Add system") to be stored on the respective system.

Target system: This is the system to be used as the document destination. Which documents are 
synchronized on the target system depends on the settings of the target system regarding the storage of 
the document types (see chapter "Add system"). The destination system cannot be selected, if the option 
Synchronize entire pool is enabled.

Synchronize all documents: If this option is enabled, the entire time period of the source system is 
synchronized.

Start date: The start date defines from which time the documents are to be stored. If this has the value 
"0", the d.ecs storage manager determines the earliest storage date and uses it as the start date.

End date: The end date defines up to which time the documents are to be stored. If this has the value 
"0", the d.ecs storage manager determines the latest storage date and uses it as the.
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Synchronization type: The possible synchronization types are described here.

Physical verification of the documents: This option is only available for the synchronization types 
Synchronize and Check only.

Adopt CAS container: This option specifies, if existing CAS containers are to be adopted or dissolved.

Note
It is recommended to always enable this option when using d.ecs storage manager in an 
ecspand context.

Thread count: Specifies the number of processed to be used for the parallel Synchronization.

Note

• To prevent the Synchronization from occupying all restore processes, the maximum 
number of threads is limited to 2/3 of the configured job threads.

• The higher the number of threads is configured, the more load the Synchronization 
creates on the application-server, on the network and on the storage systems.

• At runtime, the number of threads cannot be changed. To do so, the synchronization 
must be aborted and restarted.

• Each process (thread) creates three connections to the database. The maximum num­
ber of connections to the database must be high enough so that the processes are not 
forced to abort the synchronization due to database errors.

• Each process restores up to 100 document per restore-job from the source system. 
The more processes are used, the more space is required for restoring the documents. 
Make sure that the Jukebox-directories have sufficient disk space for the synchroniza­
tion.
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Documents per thread: Specifies the maximum number of documents to be processed per thread per 
cycle.

Weekday: Enter the day or the days when the synchronization is to be performed.

Start time: Enter the time when the synchronization is to be performed on the specified day.

Stop time: Enter the time when the synchronization is to be paused again on the specified day. You can 
specify a time beyond midnight.
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Throttled time [ms]: At the configured times the document synchronization is slowed down. This reduces 
the load of the d.ecs storage manager for faster processing of the queries at times of high load. The time 
can be up to 1000 milliseconds. If a higher interval is entered then it is automatically set to 1000.

Weekday: Enter the day or the days when the synchronization is to be slowed down.

Start time: Enter the time when the synchronization is to be slowed down on the specified day.

Stop time: Enter the time when the synchronization is not to be slowed down on the specified day. You 
can specify a time beyond midnight.

Synchronize only documents without errors: If you enable this option, documents identified as errone­
ous during the synchronization check are ignored. These documents are accordingly not synchronized. 
The number of documents that have been skipped per error type can then be viewed in the synchroniza­
tion report.

Maximum error count (logging): Specifies the maximum number of error to be written to the synchroni­
zation report.

Cancel after x errors: If this option is enabled and the number defined under Maximum error count is 
reached, the synchronization is aborted.

Maximum error count: Specifies the maximum number of errors which may occur during the synchroni­
zation, before the synchronization is aborted automatically (depending on the option Cancel after x 
errors)

Note
You need a separate license to execute the synchronization (d.ecs storage manager 
synchronization). If this license does not exist, then the configuration dialog for the 
synchronization is not displayed.

To start the synchronization, the processes Store and Retrieve must be active.

Please keep in mind that a large number of retrieval-jobs with large files may take some 
time to complete. Optionally, set the time for the maximum document retention time (tab 
Document cache) to a higher value to prevent the premature deletion of the retrieved 
files by the housekeeping process of the d.ecs storage manager.

Synchronization types
The system synchronization of the d.ecs storage manager can be performed in three different ways.
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1. Logical synchronization (logical test)

With the logical synchronization only the reference table is checked for missing document entries and 
documents are duplicated if required.

2. Physical synchronization (logical as well as physical test)

During the physical synchronization, the reference table is checked for missing documents entries and 
documents are duplicated if required. Additionally, the accessibility of the document is verified which 
are located on the storage according to the reference table. Should any document be inaccessible in this 
process, then the reference entry is removed and the document is copied to the storage again.

3. Synchronization test (logical test) (nothing is mirrored)

With a synchronization test, the reference table is checked for missing document entries. The synchro­
nization test only performs a verification but no synchronization. This only writes a log file containing 
information about what would be mirrored, if the synchronization was executed in the Non-test mode.

4. Synchronization test (logical and physical test) (nothing is mirrored)
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With a synchronization test, the reference table is checked for missing document entries and an exis­
tence check is applied on the storage system. The synchronization test only performs a verification but 
no synchronization. This only writes a log file containing information about what would be mirrored, if 
the synchronization was executed in the Non-test mode.

5. Check completeness only (logical, database-based verification)

During the completeness check, it is only verified with a database query, if the information for the 
specified systems is consistent. No physical verification is performed on the storage system and no 
physical synchronization is performed.
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Synchronization overview

Progress bar: The progress of the synchronization is displayed as a progress bar.

Total This specifies the overall number of documents checked for the specified time slot.

Checked: This specifies how many documents were synchronized so far.

Synchronized: This specifies how many documents were synchronized so far.

Erroneous: Indicates the number of documents for which synchronization problems have occurred so far.

Runtime: Shows how long the current synchronization process has been running so far.

Expected time remaining: Shows how the estimated time that the current synchronization process will 
be running. This value is only an estimate and may change during the execution of the synchronization.

Current reference scope: Specifies the reference scope that has last been passed to one of the worker 
processes for processing.

Status message: Shows the status of the synchronization:
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Source and destination: Specifies the source and target systems for synchronization.

Pool: Specifies the pool ID for which a synchronization is performed.

Synchronization period: Specifies the time period in which the synchronization takes place.

Start time: Specifies, when the synchronization was started.

Synchronization type: Specifies the mode in which the synchronization is performed.

Synchronization retry: Shows whether the synchronization is an initial run or has been resumed.

Adopt CAS container: Shows whether CAS containers are transferred during synchronization.

The large progress bar specifies, how much of the overall verification and synchronization has been 
finished.

For every worker process, a separate progress bar is displayed showing the progress of the currently pro­
cessed part. While a worker process checks its part to be processed, the percentage on the progress bar 
remains 0% As soon as the worker-process starts synchronizing data, the percentage changes according 
to the current progress. The individual progress bars of the worker processes show the reference scope 
currently processed by the worker process as a tooltip.

During the synchronization process, you can adjust the number of worker processes, for example, to 
react to changes in the workload without having to cancel the synchronization process. If the number of 
worker processes is reduced, running worker processes are completely completed and terminated, new 
worker processes are only started if the configured number is not exceeded. An increase in the number 
has a direct effect.
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Note
The systems Governikus LZA and d.velop cloud storage can currently not be selected for 
a synchronization process.

1.6.10. License information
This page displays information about the licenses currently in use.

The area General provides basic information about the licenses.

On the one hand, there is information about the owner of the license, such as Name, Street, City and 
Serial number.

Furthermore, the currently used Host name is listed, to which the application has connected, and at 
License library which library was loaded by d.ecs storage manager for connection.

The area Available licenses lists all licenses which are available for d.ecs storage manager. A range of 
detailed information is displayed for each of these licenses.

The unique ID and, if available, the display name entered in the license is listed for each license.

The Status of a license is either Licensed or Not licensed - unlicensed entries are indicated by a colored 
highlighting.

For licensed entries, the expiry date and the quantities used and available are listed.

In case of full or over licensing an entry is marked by an error color. If the booking of a license reaches a 
usage of 90% of the total quantity, an entry is marked by a warning color.

The area License overview lists all currently executed license bookings. Several values per booking can 
also be viewed here.
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ID, System name and Volume allow an entry to be assigned to a configured module or volume.

Size [bytes] indicates the amount of space currently booked for an entry, while Number of files gives 
information about how many files are responsible for that storage space.

An entry contains a value for Expiry date if a license could not be booked.

1.7. Additional hints

1.7.1. Jukebox directories
Do not copy any important data to the Jukebox directories manually. d.ecs storage manager contains 
several processes automatically deleting no longer required data from the Jukebox directories.

Note
The term jukebox in this context generally refers to secondary storage systems.

The directories used for this purpose can be configured in the d.3 admin/ecspand.

For additional information, please consult the manual for the d.3 admin/ecspand.

1.7.2. Multiple instances of d.ecs storage manager

Warning
You can start several instances of the d.ecs storage manager. However, you must make 
sure that two d.ecs storage managers must never manage the same Jukebox directories 
since this would negatively affect the functionality.

Furthermore, you should define separate configuration directories for each d.ecs storage 
manager instance.

As a precaution, starting the d.ecs storage manager more than once with the same configuration file is 
rejected. This rejection is based on the name of the configuration file. The content of the configuration 
file is not checked.

1.8. Deleting systems
The deletion of a system can have various reasons.

This could, for example, be a change of the storage-system, a cancellation of the storage space occupied 
by a client etc.

Having marked a system for deletion in the d.ecs storage manager administration, the program decssm­
delsys.exe must be called.

This tool logs all references of the system to be deleted in a logfile. On exceeding a size of 50 MB a new 
log-file is created. The log-files are then compressed and written to the new storage system. Then all 
system references of the respective system are deleted from the database. The deletion is performed in 
blocks of 1000 records.

The program must be started as follows:
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decssmdelsys.exe <Path to the configuration file of the d.ecs storage 
manager>

Example:
decssmdelsys.exe c:\decs\decsstoragemanager\configs\D3A.ini

Note
If the execution of the program decssmdelsys.exe is aborted, be it manually or through 
an interrupted network connection, then the process can be continued at the same point 
again with a later restart.

The program only deletes the reference entries of a system from the database. No data is 
removed from the storage system.

The deletion of data from the storage system must either be triggered before the system 
deletion from d.3/ecspand and then be executed by the d.ecs storage manager or via the 
administrative interface of the storage system if this provides a delete function.

Note that deleting a large number of records may result in a large number of entries in 
the log files of the database used.

1.9. d.ecs storage manager Status overview
The status overview is displayed after a direct program start but not, if it is started using the d.3 process 
manager (see Opening d.ecs storage manager).

Secondary storage: This displays, if the storage process is started or stopped.

Restore: This displays, if the retrieval processes are started or stopped.

Runtime: This displays the d.ecs storage manager runtime.

Stored (xxx (yyy)): This displays, how many documents were stored (xxx) and how many are queued for 
storage (yyy).

Retrieved (xxx (yyy)). This displays, how many documents were restored (xxx) and how many are queued 
to be restored (yyy).

Server: This displays the server name and the port for an active Web interface. A click on the link opens 
the web interface in the default browser.
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1.10. Monitoring
The monitoring allows you to monitor several relevant metrics pf the d.ecs storage manager. The deter­
mined metrics are sent to the d.ecs monitor.

The following metrics are sent to the d.ecs monitor:

• Workload
• Speeds
• Job status
• Pool status

d.ecs storage manager configures predefined alert thresholds in d.ecs monitor. Using these alert thresh­
olds, notifications can be sent as soon as one of the metrics exceeds a critical or alarming value.

Apart from the metrics, the overall status of d.ecs storage manager is also sent to the d.ecs monitor.

The monitoring function requires a d.ecs monitor agent on the system with the d.ecs storage manager.

1.10.1. Workload
Workload of retrieval processes

To determine the workload of the retrieval processes, the current utilization is transmitted every ten 
seconds. Every two minutes, the average is sent to the d.ecs monitor.

If the workload of the retrieval processes exceeds 80%, d.ecs monitor sends an alert. With a workload of 
more than 95%, an error is sent.

Workload of secondary storage processes

To determine the workload of the storage processes, the current utilization is determined every minute. 
Every 30 minutes, the average is sent to the d.ecs monitor.

If d.ecs monitor receives a value exceeding 95%, an alert is sent. By default, no threshold exists for an 
error message.

1.10.2. Speeds
d.ecs storage manager send information on various speeds and timings to the d.ecs monitor. Among 
these speeds are the secondary storage and retrieval speed as well as the storage and retrieval times.

Every minute, the average speed and times of the last 100 storage transactions and retrievals is sent to 
the d.ecs monitor.

The secondary storage and retrieval times are specified in megabytes per second.

The secondary storage and retrieval times are specified in milliseconds.

These values are determined for each system and volume and then sent to the d.ecs monitor.

Note
d.ecs storage manager sends information on various speeds and timings to the d.ecs 
monitor.

1.10.3. Job status
d.ecs storage manager sends information on the different job types in a five minute interval.

Storage jobs:
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• Alert from: 1000 jobs
• Error from: 5000 jobs

Retention jobs:

• Alert from: 5000 jobs
• Error from: 10000 jobs

Successfully processed storage jobs:

• Alert from: 5000 jobs
• Error from: 10000 jobs

Erroneous storage jobs:

• Alert from: 1 Job
• Error from: 50 jobs

Deletion jobs:

• Alert from: 1000 jobs
• Error from: 5000 jobs

Privileged deletion jobs:

• Alert from: 1000 jobs
• Error from: 5000 jobs

1.10.4. Pool status
The pool status is determined from the erroneous retrieved documents in the last 24 hours. The value is 
sent to the d.ecs monitor every hour.

If the metrics exceed a value of 50, d.ecs monitor sends a warning. An error is returned after 100 
erroneous document restore jobs.

1.11. Appendix

1.11.1. Troubleshooting

d.ecs storage manager does not provide (all) documents
Error state:

d.ecs storage manager does not provide (all) documents.

Notes:

• Check in the web interface, if the retrieval process of the d.ecs storage managers is active. If not, 
activate it.

• Check in the web interface, if all retrieval processes are busy.
• Check if the d.3 gateway creates a restore job in the Jukebox directory.
• Check, if the ecspand service for the access to the d.ecs storage manager is correctly configured and 

running.
• Check the connection of the d.ecs storage manager to the database. Usually, the d.ecs storage manag­

er re-establishes its connection after an interruption. Should this not be the case, then start the d.ecs 
storage manager again in the d.3 process manager.

• Check the provision of the documents with the test function of the web-interface of the d.ecs storage 
manager (option: Document information).
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• Use the option System status in the web-interface of the d.ecs storage manager, if the storage-system 
encounters any connection problems.

d.ecs storage manager does not store any documents
Error state:

d.ecs storage manager does not store any documents.

Notes:

• Use the web interface of the d.ecs storage manager to check, if the storage process of the d.ecs 
storage manager is active. If not, activate it.

• Use the web interface of the d.ecs storage manager to check, if possibly all storage processes are in 
use.

• Check the connection of the d.ecs storage manager to the database. Usually, the d.ecs storage manag­
er re-establishes its connection after an interruption. Should this not be the case, then start the d.ecs 
storage manager again in the d.3 process manager.

• Validate the settings of the d.3 server and adjust the settings as described under d.3 server prepara­
tions (d.3). Check, if the ecspand service for the access to the d.ecs storage manager is correctly 
configured and running (ecspand).

• Check the option Pool Information in the d.ecs storage manager web interface to find out, if the pool 
was disabled due to a faulty system.

OK-files remain and are not processed
Error state:

OK-files remain in jukebox\public or jukebox\archiv and are not processed (only d.3).

Notes:

• OK files are job receipts of d.ecs storage manager which signal the d.3 server that a certain document 
was successfully stored. These files are further processed by the d.3 async.

1. Check if d.3 async is started and works properly.
2. Check if d.3 async has read- and write access to the jukebox directories.

• The processing of OK files might be delayed, if d.3 async is currently busy with other tasks (e.g. 
creating dossier links) having a higher priority.

• An additional d.3 async process can be configured which only processes the OK-files. For this effect, 
contact the d.velop support.

The d.ecs storage manager does not start
Error state:

d.ecs storage manager does not start.

Notes:

• Check if you specified the correct configuration file (as described under Start the d.ecs storage 
manager) and if d.ecs storage manager has reading access to the configuration files.

• Check if the messages in the d.3 logviewer indicate a missing license or if the access to the storage 
directories (jukebox\*) or to the database ways denied.

• Check if another instance of d.ecs storage manager with the same configuration file is already started. 
The duplicate start of d.ecs storage manager with the same configuration file is aborted.

d.ecs storage manager CAS reports that CAS Proof is not started
Error state:
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d.ecs storage manager CAS reports that CAS Proof is not started.

Notes:

• Check, if the read/write permissions for the CAS mirror are set.
• Check if the servers running d.ecs storage manager and CAS Proof are time synchronized. The time 
difference must not exceed 4 minutes.

Windows error 112 when transferring to a NetApp volume.
The Windows error code 112 means "There is not enough space on the disk".

This error can occur although according to Windows there is still enough free space on the disk.

This error is often caused by the configured maximum number of available Inodes on the NetApp.

To fix the problem, the number of free Inodes on the NetApp must be checked and increased if necessa­
ry.

The web interface of the d.ecs storage manager cannot be started
Error state:

The web interface of the d.ecs storage manager cannot be started.

Notes:

• Check if the web interface is enabled in the d.ecs storage manager administration.
• Check the correct spelling of the password.
• Check if you enabled the SSL encryption. In this case, the web interface is called with https:// instead 

of http://.
• Check, if the selected port (default: 6122) is already used by another application or service. The d.3 

log will report any issues on initializing the web-interface on starting d.ecs storage manager.

1.11.2. Meaning of the different file names of files in the Jukebox-directories
The list below shows the different file names that may occur in the Jukebox-directories. This list is 
continuously extended.

File name of the files in the Jukebox-directories:

XXXXXXXXXX.job: Retrieval job pending to be processed.

XXXXXXXXXX.tempjob: Retrieval job that is currently being processed.

XXXXXXXXXX.OK1: OK1-Receipt: This means that d.ecs storage manager has started to process the 
respective retrieval job.

XXXXXXXXXX.OK2: OK2-Receipt: This means that d.ecs storage manager has processed the respective 
retrieval job.

XXXXXXXXXX.ER1: Error-Receipt: This means that none of the requested files have been found.

XXXXXXXXXX.ER2: Error-Receipt: This means that only some of the requested files have been found.

D0000001.1: Document that has been retrieved from the storage system

D0000001.T11: Dependent document that has been retrieved from the storage system.

D0000001.1_X: Document that has been retrieved from the storage system as part of a synchronization.
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D0000001.T11_X: Dependent document that has been retrieved from the storage system as part of a 
synchronization.

D0000001-2010-06-29091742.prot: Workflow protocol that has been retrieved from the storage sys­
tem.

D0000001-2010-06-29091742.prot_X: Workflow protocol that has been retrieved from the storage 
system as part of a synchronization.

Meaning of the different file names of files in the directories jukebox\public / jukebox\archiv or their 
subdirectories:

D0000001.1: Base document transferred by d.3.

D0000001.1.job: Job file for a base document transferred by d.3.

D0000001.T11: Dependent document transferred by d.3.

D0000001.T11.job: Job-file for a dependent document transferred by d.3.

D0000001.1_X: Base document that is written to the secondary storage as part of a synchronization.

D0000001.1_X.job: Storage job for a base document that is written to the secondary storage as part of a 
synchronization.

D0000001.T11_X: Dependent document that is written to the secondary storage as part of a synchroni­
zation.

D0000001.T11_X.job: Storage job for a dependent document that is written to the secondary storage as 
part of a synchronization.

D0000001-2010-06-29091742.prot: Workflow protocol transferred by d.3.

D0000001-2010-06-29091742.prot.job: Job file for a workflow protocol transferred by d.3.

D0000001-2010-06-29091742.prot_X: Workflow protocol that is written to the secondary storage as 
part of a synchronization.

D0000001-2010-06-29091742.prot_X.job: Storage job for a workflow protocol that is written to the 
secondary storage as part of a synchronization.

D3SM_XXXXXXXX-20120829-111337.IR: d.ecs storage manager index recovery file.

D3SM_XXXXXXXX-20120829-111337.IR.job: Storage job for a d.ecs storage manager Index recovery 
file.

d3attrib-20130917-045150.xml: D3ATTRIB-file transferred by d.3.

d3attrib-20130917-045150.xml.job: Job file for a D3ATTRIB-file transferred by d.3.

d3attrib-20130917-045150.xml_X: D3ATTRIB-file written to the secondary storage as part of a syn­
chronization.

d3attrib-20130917-045150.xml_X.job: Storage job for a D3ATTRIB-file written to the secondary stor­
age as part of a synchronization.

Job files may contain a leading “!” in the file name. These jobs have either already been started once (and 
have gone to WAIT mode in the meantime etc.) or come from d.ecs storage manager itself (e.g. jobs for 
IR-files) and are thus processed with a higher priority.
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1.11.3. Optimize the network access
Since the SMB2 Client Redirector Cache was introduced in SMB 2.0 (Windows-network layer), caching-
issues can occur, if d.ecs storage manager is accessing the Jukebox-directories (e.g. in the d.3 document 
tree) via the network (UNC-share).

It can happen that files do not exist on the share according to Microsoft Windows, although they are 
visible on the server itself. As a result, STORE jobs may encounter the error “Document not found” 
during d.ecs storage manager secondary storage, because d.ecs storage manager expects a specific file 
in the directory but this is currently reported as non existent. This is due to the SMB2 Client Redirector 
Cache which was introduced with Microsoft Windows Vista / Microsoft Windows Server 2008.

This cache is by default only updated every 10 seconds which has the effect that the visible folder 
content is not always up-to-date. Since d.ecs storage manager is relying on the correct representation of 
the folder content, a specific parameter must be set in the registry.

To open the registry editor, select Start > Run and execute the command regedit. The parameter 
DirectoryCacheLifetime to be set is located under HKEY_LOCAL_MACHINE\System\CurrentControl­
Set\Services\Lanmanworkstation\Parameters Set the parameter to the value “0” to disable this cache. It 
may happen that the key DirectoryCacheLifetime does not exist. This must then be created manually as 
a DWORD-value (32-bit).

Having set the parameter in the registry, you must restart the machine for the change to take effect.

Detailed information on this subject by Microsoft can be found under the subject "SMB2 Client Redirec­
tor Caches Explained".

1.11.4. Create SSL-certificates with OpenSSL create
d.ecs storage manager allows you to encrypt the web-interface and the API via SSL.

This requires a valid SSL certificate. To create such a certificate, the sub-directory SSLCertificate in the 
installation-directory of d.ecs storage manager contains two batch files using OpenSSL to create such a 
certificate. To do so, follow the steps below:

• Start the file create_key.bat to create an SSL-certificate (the files server.crt and server.key are created). 
This certificate is already sufficient to enable an SSL encryption in d.ecs storage manager. Since the 
certificate, however, is not validated and marked as “trusted” by an official verification authority , 
Internet browsers may display respective warning messages.

• To have the certificate validated and signed by an official verification authority, start the file cre­
ate_csr.bat and thus create the files required for this (request.csr). The official verification authority 
requires these files to create an officially signed certificate.

Warning
Consider the following when choosing the host name: The SSL certificate is only created 
for one specific host name (in this case this must be the host name of the machine on 
which the d.ecs storage manager is running). If the host name changes, the SSL certificate 
must be recreated and signed by the verification authority accordingly.

Please understand that this manual does not further explain SSL certificates and OpenSSL. For additional 
information refer to http://www.openssl.org.

1.11.5. Retention periods/Retentiontimes
Writing documents to the secondary storage, the leading system (d.3 / ecspand) passes retention periods 
for the documents to the d.ecs storage manager to write them to the storage system.

Please also consider that the d.3 system can store d.3 property and OCR files in addition to the 
documents. In current d.3 versions, you can set the retention period for these files via the configuration 
parameter
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• RETENTION_FOR_XML_ATTRIBUTE_FILES and
• RETENTION_FOR_XML_OCR_FILES

d3addon.ini.

The retention time in these two configuration parameters is specified in months. If the retention period 
is not configured via these parameters, the d.3 property and OCR-files are by default passed to the d.ecs 
storage manager with a retention period of 50 years (600 months).

d.ecs storage manager itself regularly writes so-called database logs (see d.ecs storage manager adminis­
tration (Tab Database logging). The retention period for these database logs could be influenced in d.ecs 
storage manager version 2.5 with a configuration parameter. The parameter had to be specified in the 
configuration file of the respective d.ecs storage manager instance (INI-file). The respective entry was:

[Special]

RetentionForIRFiles=50

The value for the retention period had to be specified in years.

With d.ecs storage manager version 2.6, the retention period can be configured via the d.ecs storage 
manager administration (Tab Database logging). Additionally, the d.ecs storage manager version 2.6 
allows to define the retention period for synchronization and system check logs in the section Miscella­
neous.

The passed retention periods must be allowed by the storage system, i.e. it is essential to know the 
current settings of the storage system regarding the minimum, maximum and default retention period or 
to have them configured on the storage system so that they cover the full range of retention periods 
with which the documents and additional files such as d.3 property files and OCR-files could be passed 
from the leading system.

The different storage systems have different names for the minimum, maximum and default retention 
period.

Netapp/SnaplockNetapp

• snaplock minimum period: Minimum
• snaplock maximum period: Maximum
• snaplock default period: Standard (Default)

EMC Celerra/VNX with FLR

• Minimum Retention Period: Minimum
• Maximum Retention Period: Maximum
• Default Retention Period: Standard (Default)

EMC Data Domain with RetentionlockData

• Minimum Retention Period: Minimum
• Maximum Retention Period: Maximum

Grau Data Filelock

• MINIMUM RETENTION: Minimum
• MAXIMUM RETENTION: Maximum
• DEFAULT RETENTION: Standard (Default)

Moreover, the different storage systems behave differently when documents with a retention period are 
passed with a retention period outside the range configured by the minimum and maximum retention 
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time. Usually, the minimum and maximum retention time are set by the storage system, if a document 
with a lower or higher retention period is to be stored. However, it may also happen that a storage 
system (e.g. Data Domain with Retentionlock) rejects the document storage, if the passed retention 
period is outside the configured limits.

The file system-based storage modules (NetApp, Celerra, FileLock, Silent Cubes, Data Domain), a time 
range for the retention period can be configured in the d.ecs storage manager administration (version 
2.6) (Minimum/maximum retention period in months) in which the retention period passed by the 
leading system (d.3/ecspand) must be specified.

The settings regarding Minimum retention period (in months) and Maximum retention period (in 
months) should be equivalent to the settings applied on the storage system. The, again, should match the 
range of retention periods configured in the document type settings (d.3/ecspand).

Allowed values for the Minimum retention period (in months) must be between one and twelve months. 
The Maximum retention time (in months) can be between 120 and 600 months.

Note
The allowed values configurable for the maximum retention time may deviate on differ­
ent storage systems. Thus, it may happen that a d.3/ecspand retention period of 100 
years for a document cannot be implemented on the storage system. In such a case, the 
maximum retention time on the storage system should be set to the highest possible 
value. In the d.ecs storage manager administration, configure the maximum possible 
value of 600 months under Maximum retention period (in months). Additionally, enable 
the option Adjust retention period automatically.
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Note
If the system to be configured is a NetApp-system with SnapLock and you have config­
ured the API connection to the NetApp system via the d.ecs storage manager administra­
tion, then the button Load times is displayed as illustrated above.

This button allows you to determine the current settings (Snaplock minimum/maximum 
period) from the NetApp-system for the volume to be configured and then automatically 
adopt the these settings in the d.ecs storage manager configuration dialog. The SnapLock 
minimum period on a NetApp-volume is often set to the value 0 (zero) years. This value 
is not allowed in the d.ecs storage manager as the document are at least stored for one 
month. The retrieved value of the NetApp volumes is thus set to the minimum value of 1 
(one) by the d.ecs storage manager administration.

Note
The button Load times is only displayed when configuring a NetApp system as only a 
NetApp system can establish an API connection (http/https). The other file-system-based 
storage systems do not allow an automatic retrieval of the settings. For the configuration, 
you must read the values directly from the configuration application of the storage 
system or request them from the customer or computer center. Keep in mind that 
these values may also have to be changed on the storage system, if they contradict the 
retention periods of the leading system (d.3/ecspand).

If a document is passed with a retention period outside the range defined by Minimum retention period 
(in months) and Maximum retention period (in months), the document storage on the storage system 
is rejected by the respective d.ecs storage manager module. The respective storage jobs thus encounter 
errors. With the configuration parameter Automatically correct retention period, this behavior can be 
changed so that a passed retention period outside the configured range is automatically set to the values 
configured under Minimum/Maximum retention period (in months).

Before the parameter Automatically correct retention period is enabled, the following message must be 
confirmed with Yes.

With Yes you confirm and agree that the retention times passed by the leading system (d.3/ecspand) 
during the document storage or extension of retention times are automatically corrected by the d.ecs 
storage manager and that these adjusted retention periods are used for the secondary storage. Further­
more, by selecting yes you confirm that the settings you applied for the Minimum retention time (in 
months) and the Maximum retention time (in months) should be used for the automatic correction of the 
retention time.

Note
If possible, you should adjust the retention periods in the document type definition of 
the leading system (d.3/ecspand), so that no automatic correction by the d.ecs storage 
manager is required. Moreover, the retention periods must be configurable accordingly 
on the storage system.
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The value for the retention period for a document passed by the leading system, is written to the 
DB-column TTL of the table D3SM_REFERENCES. The TTL value in the database is only changed by 
the d.ecs storage manager only via a so-called “Retention-job” from the leading system. Additionally, 
the date on which the document was actually written to the secondary storage is stored in the column 
RETENTION_ON_STORAGE.

Extending the retention period via retention-jobs

The d.3 system sends so called retention-jobs to the d.ecs storage manager, if the retention period for a 
document changes in d.3.

This can, for example, be the case, if documents are moved to another document type. You must 
consider in the d.3 configuration that a storage system typically only allows to extend the retention 
periods of a document and not to reduce them.

A retention-job contains a retention period for each document to be passed to the storage system by the 
d.ecs storage manager. This retention period must be between the limits (Minimum retention period (in 
months), Maximum retention period (in months)) defined for the storage system for the retention period 
to be adjusted on the s storage system.

If the retention period passed with the retention-job is outside the limits configured in the d.ecs storage 
manager system configuration, the retention-job will encounter an error unless the parameter Automati­
cally correct retention period was enabled.

If the retention period passed by the d.3 system is within the configured limits, the retention period 
for the respective document is extended on the storage system. Having successfully performed the ex­
tension, the values for TTL and RETENTION_ON_STORAGE are also adjusted in the table D3SM_REF­
ERENCES.

If the passed retention period is outside the configured limits and the parameter Automatically correct 
retention period is set, then the retention period for the document on the storage system is set to 
the maximum possible value (today plus Maximum retention period (in month). The value passed by 
d.3 for the retention period is set according to the column TTL. The adjusted (limited) value for the 
storage system is validated with a query to the storage system and is then written to the column 
RETENTION_ON_STORAGE.

Note
For a possible migration (synchronization by the d.ecs storage manager), only the value in 
the column TTL is used to set the retention period for the documents on the new storage 
system. If the migration is performed using functionality provided by the storage system 
vendor, only those values can be used that were also written to the old storage system.

Automatic extension of retention periods by the retention process

The so called retention process is a new function of the d.ecs storage manager version 2.6. This process 
automatically extends the retention periods on the storage system, if the remaining retention time falls 
below 60 days.

The retention time is extended to prevent that the document becomes deletable with expiry of the 
retention period. This may be necessary, if no automatic deletion takes place in d.3 after expiry of the 
retention period. Another use case, where the retention period for a document has to be extended auto­
matically affects the documents where the document type was configured with the option event-based 
deletion.
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Note
The automatic extension of the retention period is not applied to already deleted docu­
ments and for documents were a delete-job is pending but has not been executed on the 
storage system, yet.

The retention process can be configured in the d.ecs storage manager administration (see illustration 
below). The value selected for Automatically extend the retention by x months is of special significance 
here.

Allowed values must be between 6 and 24 months. The default value is 6 months. The basis for the 
extension of the retention period by the d.ecs storage manager is the value stored in the column 
RETENTION_ON_STORAGE of the table D3SM_REFERENCES. If no value is stored in the column 
RETENTION_ON_STORAGE, the date value from the column TTL is used as a basis to extend the 
retention period.

If the date value in the column RETENTION_ON_STORAGE for a document is lower than the result of 
the calculation of the current date plus 60 days, then the retention period is extended automatically. For 
this effect, the retention period of the document on the storage system is set to the date value resulting 
from the calculation of the current date plus the value configured for the retention process in the d.ecs 
storage manager administration under Extend retention time by x months.

Having applied the extension of the retention period on the storage system, the value is also adjusted in 
the column RETENTION_ON_STORAGE. The date value in the column TTL is not affected by this.

If no value is stored for a document in the column RETENTION_ON_STORAGE, the check, if the 
retention period has to be extended uses the value in the column TTL. In this case, however, the value of 
the retention time is determined from the storage system, before the retention period is extended.

If the retrieved retention time of the storage system is lower than the calculated date (current date plus 
extension configured for the retention process), the retention period is extended on the storage system. 
The newly set value of the retention period is updated in the column RETENTION_ON_STORAGE.

If the determined retention time from the storage system is higher than the calculated date, no extension 
of the retention period has to take place. However, the value in the column RETENTION_ON_STORAGE 
is set to the value of the document retention time on the storage system.

Note
You should possibly not configure the value for Extend retention period by x months too 
low or otherwise the retention periods for the documents have to be extended again and 
again.
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1.12. Glossary
This documentation frequently uses phrases and terminology in the context of long-term storage, docu­
ment management and the control of external storage systems.

Some of these terms are therefore briefly explained in the following chapters.

1.12.1. Store
The term secondary storage is used in connection with the transfer of documents from d.3 to the 
d.ecs storage manager and the writing on the external storage system by the d.ecs storage manager. 
Typically, a document is handed over in a configurable directory structure and a respective job is passed 
to the d.ecs storage manager to store the document on the external storage system. The document 
handed over by d.3 is deleted from the handover directory structure after it has been written to the 
external storage system. The respective job is afterwards used to give feedback to the d.3 system. 
Having received the feedback, d.3 can delete the document from its document tree, provided it has been 
configured accordingly.

1.12.2. Jukebox directory/Jukebox public directory/Jukebox archive directory
The term “jukebox directory” goes back to a time when typically WORM (write once read many) media 
were used for the storage of documents. The WORM medium itself then safeguarded the immutability 
of the documents. Current d.3 and ecspand versions hand the documents over to the d.ecs storage 
manager for secondary storage via the sub-directories Public and Archive under the Jukebox directory. 
The default name if the Jukebox-directory is Jukebox but can optionally be changed. However, then all 
configurations accessing the Jukebox-directory must also be adjusted.

1.12.3. References/Reference data/Reference entries/Reference table/Reference 
index/Index data
The terms mentioned above are related to the document information required by the d.ecs storage 
manager to manage the documents handed over to it. Due to a large data volume, a database table 
is used for the management, in which the required document information is maintained. Information 
such as the document ID, the document version, the size, the hash value the retention period and the 
date of writing to the secondary storage are maintained in this table. New entries in this database 
table are usually created whenever a document was successfully written to a respective storage system. 
Documents that do not have an entry in this database table are not provided by the d.ecs storage 
manager and are treated as “not referenced”.

1.12.4. Secondary storage/Secondary storage I/O
The term secondary storage or secondary storage I/O is used in connection with the d.3 configuration 
or the document type definition in d.3. The setting Secondary storage I/O in the document type 
definition allows to control, if a document of a specific document type should also be handed over to 
the d.ecs storage manager. The section Secondary storage in the d.3 configuration allows you define the 
respective settings required for the communication between d.3 and the d.ecs storage manager.

1.12.5. Storage system/Storage module/Storage driver
The term storage system describes a system supported by the d.ecs storage manager typically consisting 
of hardware and software components, on which d.3 or ecspand documents are written for secondary 
storage. Among others, these could be a NetApp system with SnapLock or an EMC2 Centera system. 
Every supported storage system is addressed via a specific d.ecs storage manager module. The module(s) 
must be selected and installed during the d.ecs storage manager setup. Every storage module or storage 
driver is either designed for exactly one or for several storage systems by one specific vendor and must 
not be used for compatible systems by other vendors. Examples for this could be the d.ecs storage 
manager modules Celerra and NetApp. The module Celerra can be used for EMC2 Celerra systems with 
File Level Retention option as well as for EMC2 VNX systems with File Level Retention option. The d.ecs 
storage manager module NetApp is designed for storage systems by the company NetApp (so-called FAS 
systems) with SnapLock-Enterprise or SnapLock-Compliance and must not be used for other compatible 
systems (SnapLock-compatible) by other vendors.
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1.12.6. System table
If respective systems are configured via the d.ecs storage manager administration, the system-specific 
settings are stored in respective module configuration files. The names of the module configuration files 
have the same name as the configured systems. Example: Module Netapp, name of the module configu­
ration file netapp.cfg. In addition to the storage in the module configuration files, specific configuration 
information are also stored in a database table (system table).

1.12.7. Retrieve
Retrieval means that a document no longer located in the d.3 document tree or in the d.3 gateway cache 
is requested via the d.ecs storage manager. Typically this is done by the d.3 gateway passing a retrieval 
job (restore job) to the d.ecs storage manager and this provides the requested document(s) for the 
d.3 gateway. Depending on the d.3 gateway configuration, a document provided by the d.ecs storage 
manager is stored in the d.3 gateway cache. Retrieval does not mean that the document is written back 
to the d.3 document tree. This is only the case, if a new document version has to be created for a 
document only located on the secondary storage.

1.13. Additional information sources and imprint
If you want to deepen your knowledge of d.velop software, visit the d.velop academy digital learning 
platform at https://dvelopacademy.keelearning.de/.

Our E-learning modules let you develop a more in-depth knowledge and specialist expertise at your own 
speed. A huge number of E-learning modules are free for you to access without registering beforehand.

Visit our Knowledge Base on the d.velop service portal. In the Knowledge Base, you can find all our 
latest solutions, answers to frequently asked questions and how-to topics for specific tasks. You can find 
the Knowledge Base at the following address: https://kb.d-velop.de/

Find the central imprint at https://www.d-velop.com/imprint.
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