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1. d.ecs storage manager

1.1. Introduction

In this chapter you will find general product information.

1.1.1. About d.ecs storage manager

The application d.ecs storage manager is used for long-term stable archiving of documents on an exter-
nal storage system.

As external storage systems, you can connect various systems of well-known vendors of audit-proof
document storage systems (not-editable, not-deletable).

1.1.2. Prerequisites
This manual is mainly targeted at d.3 and Microsoft SharePoint/ecspand administrators.

To fully understand its content, you need some knowledge of the d.3 / Microsoft SharePoint or ecspand
system as well as profound knowledge of operating systems and network systems.

1.1.3. Licensing
For d.ecs storage manager, three license types are available which are requested and booked via d.ecs
license server.

1. SynchronizationTo be able to synchronize from one system or pool to another, you need the license
for the synchronization.

2. d.ecs storage manager modules
You need a license for each d.ecs storage manager module used. Quotas are booked from the d.ecs
license server for the license. For each quota, 100 GByte can be written to the respective secondary
storage system.
You get a notification via the monitoring, if the quota is has been booked by 90% and 100%. If the
quota is used up to 100%, you have 31 days to install a new license or else all pools containing
systems using this module are disabled for secondary storage.

Warning

As the licensing of the d.ecs storage manager has changed with version 3.1, the
d.velop AG provides an application to determine the data volume to be licensed
before the update to d.ecs storage manager version 3.1.

3. Privileged deletionTo delete documents prematurely before the retention period expires, you need a
license for the "privileged delete" option.
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1.2. Installation

Warning

As part of the document handover to an audit-proof storage, the documents are usually
stored with a "retention time" (retention period). The retention period is passed from d.3
or ecspand to d.ecs storage manager together with the document.

The configuration of the retention periods in d.3 or ecspand must correspond to those of
the storage systems as errors can occur otherwise, which may lead to a document that
cannot be stored. Usually a minimum, a maximum, and a default retention time must be
configured on these systems.

Additional information can be found in the respective documentation for the system to
be connected.

Warning

Some external storage systems with respective modules available for d.ecs storage man-
ager only ensure non-editable/non-deletable document storage only then, if certain soft-
ware options or licenses are installed on the respective system.

The supported storage systems are listed in the chapter d.ecs storage manager modules.

Furthermore, d.ecs storage manager features an interface which can be used to add additional storage
drivers to the application.

Thus, different storage systems using different storage technologies can be added to an existing system

later.
NETAPP I TSM I CENTERA I CELERRA I HCP )
78\ 7\ 78\ 7\ 7\ 78\

= d.ecs slorage manager

N/ \/ N/ DATA N/ SYSTEM Y/ EASY Y/ IQSTORE
( RILELOCK ISILENTCUBEI ICAS I DOMAIN ;( CONNEeCT I CONNECT I CONNECT )

d.ecs storage manager has two possible interfaces for communication with the leading systems (d.3/
ecspand). d.3 and d.ecs storage manager use a combination of a directory structure and a database table
for the communication, while ecspand uses the APl interface provided by d.ecs storage manager.

ecspand

1.2.1. Installing d.ecs storage manager with d.velop software manager

You install the software exclusively using d.velop software manager. If an application is required for
different products, the corresponding software packages are also installed automatically.

For further information on installing the software, see the d.velop software manager manual.

1.2.2. Installing updates for d.ecs storage manager with d.velop software manager
You can only update the software using d.velop software manager.

For further information on updates, see the d.velop software manager manual.

Note

If an older version of d.3 or d.ecs storage manager is already installed, create a backup of
your configuration files before installing.
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Running a database update after installing an update

As the table structures of the d.ecs storage manager tables may have changed during updates of the
software, d.ecs storage manager may update the table structures when starting a new version for the
first time and continue the start process afterwards.

If the automatic update is aborted due to an error, this will be logged in the d.3 logfile and additionally
sent to d.ecs monitor. In this case, the program for updating the table structures must be run manually to
perform further analysis.

The update program named DBUpdater.exe checks the table structure and the indexes and adapts them
for the new version if necessary.

You can find the program in the d.ecs storage manager application directory. It uses the configuration file
(ini file) of d.ecs storage manager to log in to the database.

The program has to be executed as follows:
DBUpdater.exe <ini-configuration file of d.ecs storage manager>

The program then returns messages like this:

Administrator: dows'system32' cmd.exe

d.ecs storage manager Databhase Updater
Version 2.7.8.
¢c) d.velop AG. All rights reserved.

.18.2815 @9:47:28: Initalizing DB-Connection...
.18.2815 @9:47:28: Connected

Checking pool ids...
20.168.2815 B9:47:28: Updating "sourced out"-fields...
B source_out fields updated
20.18.2015 @9:47:28: Updating "pool_id"-fields...
records updated
20.168.20815 @?:47:28: Changing d3sm_references.size_original to BIGINT
Dropping constraint DF__d3sm_refe_ _size 58D1381D
20.16.2015 A9:47:28: dism_references.size_original changed?
20.16.2015 A2:47:28: Changing d3sm_references.size_compressed to BIGINT
Dropping constraint DF__ddsm_refe_ size L9Ch5456
20.160.2015 B9:47:28: d3=zm_references.size_compressed changed!?

Checking "deleted"-column for NULL values

B deleted fields updated

20.16.20815 A9:47:29: Creating new indexes. This could take serveral minutes...

20.16.2015 B9:47:29: Skipping index creation ~ update for dism_SYE _HASH. Index already exists and has right fields?
20.168.20815 B9:47:29: Skipping index creation ~ update for d3sm_SYE_DOCID. Index already exists and has right fields?
20.168.20815 B9:47:29: Update successful

The update took 8 dayds), BA:00:08

If you are prompted to select an archive ID, then you must select the main archive ID of the archive here.

To determine the steps to be executed as part of a table update, the DBUpdater can be started with the
parameter /CHECKONLY.

DBUpdater.exe <ini-configuration file of d.ecs storage manager> /CHECKONLY

The program then returns messages like this:
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[z Administrator: C:\Windows'system32',cmd.exe

d.ecs storage manager Database Updater
Uerzion 2.7.8.8
(c?» d.velop AG. All rights reserved.

280.18_2815 B?:46:17: INF0: Only update checks will be executed!?
20.10.2015 A?:46:17: Initalizing DB—Connection...
28.10_201% @9:46:17: Connected

Checking "sourced_out"-fields.

"zourced uut"—f1&1d° to he updated a

Checking "pool_id"-fields

"pool_id"-fields to be updated a

Field "size_original" has to be changed to BIGINT
Field “size_compressed" has to be changed to BIGINT

Checking “'deleted"-fields...
"deleted"-fields to be updated: 8

Database check complete?

Note

Adjusting the d.ecs storage manager tables may take a while for large volumes of data

as new fields may have to be added and (for existing data) may have to be filled with
values. Please plan for a down-time of the d.ecs storage manager for this respect. Should
you still have reference entries of old, no longer existing systems in the reference table of
the d.ecs storage manager, then these should be deleted before the update to reduce the
data volume pending to be updated. Please contact the d.velop support if necessary.

Note

Also make sure that you have sufficient table space for the changes. If the DBUpdater is
aborting due to database errors (such as lack of disk space), it can be started again after
having resolved the problem.

The DBUpdater executes the following steps on the table d3sm_references:

e Check of the column sourced_out

e Check of the column sourced_out_time

e Check of the column pool_id

e Check of the columns size_original and size_compressed

e Check of the column reference

e Check of the column signature_cid

e Check of the column volume_id

e Check of the column system_check_result

e Checking the column evidence_state

e Check of the column delete_token

e Check of the column reference_index
MSSQL: The field is created and directly populated with values, a unique index is generated.
DB2: The field is created with default O, the default is dropped, the default is set to IDENTITY, the
field is set to DEFAULT in blocks of 100,000, a unique index is generated.
Oracle: The field is created, a sequence is created, the field is populated in blocks of 100,000 via the
sequence, a unique index is generated.

e Check of the column retention_on_storage

e Check of the column deleted

e Change of the column job_date in the table decssm_jobs from DATE to TIMESTAMP (only DB2)

e Check of the index d3sm_sys_hash
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Check of the index d3sm_sys_docid
Check of the index d3sm_sys_delete
Check of the index d3sm_sys_ref
Check of the index d3sm_sourced_out
Check of the table d3sm_version

Note

Please execute the following additional steps:

1. Open the administration interface and save the configuration there. This is necessary
to confirm the now configurable DB-Filegroups.

2. At the first update via d.velop software manager: Adjust the call parameters for d.ecs
storage manager in the d.3 process manager.

1.2.3. Uninstalling d.ecs storage manager with d.velop software manager

The software you installed using d.velop software manager can only be uninstalled with d.velop software
manager. If the software to be uninstalled has dependencies with other software packages, you must
resolve these conflicts accordingly.

For further information on uninstallation, see the d.velop software manager manual.

1.2.4. Rollback of an installation of d.ecs storage manager using d.velop software
manager

You can restore an earlier version of the software that you installed with d.velop software manager.
During this process, the software is only reset to a previous version.

For further information on rolling back to an earlier version, see the d.velop software manager manual.

1.2.5. Adopting an old document index in the database

From version 2.0 of d.ecs storage manager, the d.3 database is used to store the index data.

To migrate the file based index (d.ecs storage manager < version 2.0, originally: d.3 storage manager) to
the database, the d.velop AG provides the tool d.ecs storage manager Reference Converter.

This tool reads an index directory and uses the information to create a file which then can be transferred
to the d.ecs storage manager for further processing. This tool can be obtained from the d.velop support.

1.2.6. d.3 server preparations

For the d.3 server to work with the d.ecs storage manager , some parameters have to be configured in
the d.3 administration:

e The use of a secondary storage system has to be enabled in the d.3 configuration under Secondary
Storage (parameter jukebox_daemon).

e The parameter Automatic Use of Secondary Storage must be enabled under Secondary Storage
(AUTO_DOCS_ON_SEC_STORAGE).

e Check the secondary storage public directory and archive-directory (SEC_STORAGE_PUBLIC_DIR,
SEC_STORAGE_ARCHIVE_DIR) in the d.3-Konfiguration section Secondary storage.

¢ To store documents, the parameter Secondary storage 1/0O has to be activated for the respective
document types.

e A d.3 storage async process must be set up.

1.2.7. Database recovery

d.ecs storage manager logs the entries it makes in a database in chronological order. If entries in the
database are lost, they can be recovered using these logs. This requires the following steps:
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Prerequisite:

e The *.IR files were requested from the storage system by the recovery mode of the respective module
(see module-manual)

e alternative: the *.IR files are directly accessible in the storage path of the storage.

e alternative: the d.ecs storage manager was configured to store the *.IR files in a backup directory and
they are thus directly accessible.

e Copy the *.IR files which are to be processed into a directory.

e Start the d.ecs storage manager via the command line as follows:

decssm.exe <Name of the configuration file> recoverdb=%“<Path to the files>"

Thus a call could look as follows:

decssm.exe D3P recoverdb=“c:\recoverdbfiles\"“
In this case the *.IR files must have the following filenames:
D3SM_D3P—JJJJMMTT—HHMMSS .IR

During the processing, the Log Viewer shows entries signaling which file is currently being processed.

Warning

The recovery via the d.ecs storage manager must not be started via the d.3 process
manager. This way, the data might be entered into the database twice. This could lead to
problems, later.

1.3. Configuration

You can find the menu option d.ecs storage manager administration under Start > Programs > d.velop >
d.ecs storage manager.

With this menu item you start the configuration mask of d.ecs storage manager.

The program automatically searches for existing configurations on start, selects the first one as the
default and loads its settings. If no configuration exists yet, the program prompts for a name of a new
configuration to be created. Then, the following dialog is displayed:
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[ E d.ecs storage manager - Administration @1
Sprache: DEU +  FKaonfigurationes: D3 - ﬁ s
DSHN; [ - &
Benutzer:
Passwort: |

Passwort wiederholen: ™
D atenbank

Allgemein Datenbanksystem: Microzoft SHL -
Systeme

PoalZuordriungen Werbindung testen
D atenbankpratakollierung

Dokumentspeicher

HTTP / AP Schnittstelle

Container-Erstellung

Single Instance Store

Ldzchung

Werschiedenes

Fratokollierung / Meldungen

Retention Prozess

Infa | Hilfe | oK &bbrechen | Ubemehmen

Note

The individual configurations / configuration files for storage drivers are written to the
sub-directory configs in the application directory of d.ecs storage manager by default.

Backup copies of the configuration files should be generated after finishing the configu-
ration to be prepared if the files got lost or were accidentally overwritten.

To use a different directory you have to provide the path when starting the configuration
tool. This is important, if you need to configure multiple instances of the d.ecs storage
manager for different archives.

By specifying the different directories, the configuration files of the different instances
are separated from each other and faulty configurations are prevented. This can, for
example, happen if the configurations of the different instances are stored in the same
directory and system names are used more than once in the configurations.

Warning

During configuration, folders may need to be created and specified accordingly. An exam-
ple of this is the log folder for database logging. These folders and also other folders or
files must not be created in the program directory of d.ecs storage manager. During an
update, these files and folders are removed from the program directory. The directory
"configs" is the only directory that is taken over during an update.

Warning

After a change in the configuration d.ecs storage manager must be restarted.

10
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1.3.1. Create/delete configuration

b
L1: Add a new configuration. Via the input field you are prompted to specify a name for the new
configuration.

Note

In a d.3 environment it is recommended to use the name of the d.3 instance (e.g. D3P) as
a name for the configuration as well.

F—\j: Delete a configuration.

Note

After an according user confirmation, the active configuration is deleted, i.e. the config-
uration file is removed. At the same time, all systems defined in the configuration are
removed from the module configuration files. By deleting a configuration, no changes are
applied to database tables of the d.ecs storage manager.

1.3.2. Tab: Database

Since the d.ecs storage manager has to make large amounts of reference data available, these data are
stored in a database. Thus an installation of a database system is presumed. The system table is created
by the configuration program. The reference table needed will be created when you start the d.ecs
storage manager for the first time.

DSN: DSN (Data Source Name) to access the d.3 database or the database created by the d.ecs storage
manager. In a database created by the d.ecs storage manager you must make sure that the template
SQL-template-standalone is selected during the installation.

User: User name which is required to establish the connection
Password: Password which is required to establish the connection

Confirm password: Password which is required to establish the connection Repeat here to avoid typing
errors.

Use Windows login: Instead of the specified user and password, the Windows user with which the d.ecs
storage manager is executed is used to login to the database (only for Microsoft SQL Server).

Database system: The database system used has to be selected here as the necessary tables are created
according to the system.

Test connection: Tests the database connection with the specified information.
Database template: Specifies the database template to be used to create the tables and indexes.
sql.template.d3: Template for the d.ecs storage manager in the d.3 context.

sql.template.lza.d3: Template for the downstream d.ecs storage manager in the d.3 context (only used
when operating Governikus LZA systems).

sqgl.template.standalone: Template for the d.ecs storage manager in the ecspand context or when operat-
ed stand-alone.

sqgl.template.lza.standalone: Template for the downstream d.ecs storage manager in the ecspand context
or when operated stand-alone (only used when operating Governikus LZA systems).

11
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Store DB connections: Specifies the maximum number of database connections allowed to be establish-
ed to secondary storage of documents.

Restore DB connection count: Specifies the maximum number of database connections allowed to be
established to restore documents.

Tablespace Data/Indexes: Assignment to tablespaces for data and indexes within the database. Only
displayed if a database template has been configured for the d.3 environment.

1.3.3. Tab: General

Jukebox path: Specify the Jukebox directory for the archive here (e.g. C:\d3\D3A.dok\jukebox). This
directory is checked for restore jobs. When using d.ecs storage manager in connection with ecspand, the
directory must be created manually.

Public path: Specify the Jukebox public directory for the archive here (e.g. C:\d3\D3A.dok\jukebox\pub-
lic). This directory is checked for documents in status Release (formerly status "Public") which are to be
stored. When using d.ecs storage manager in connection with ecspand, the directory must be created
manually.

Archive path: Specify the Jukebox archive directory for the archive here (e.g. C:\d3\D3A.dok\juke-
box\archiv). This directory is checked for documents in status Archive. When using d.ecs storage manag-
er in connection with ecspand, the directory must be created manually.

Store job count: You can determine how many secondary storage jobs are to be processed at the same
time here. When using ecspand, the number of simultaneous jobs depend on the project and must be
determined separately.

Note

When using the module TSM or Centera, you should note that usually the number of
module connections should at least be configured matching the job number.

Restore job count: You can determine how many restore jobs are to be processed at the same time here.
The specified number should comply with the number of jukebox jobs configured in d.3 gateway.

Job repetitions: This parameter defines how many times a storage job is to be continued before being
considered as erroneous. The default value is 20.

Note

If you specify a number >0 for the number of job retries, and this number of failed
attempts is reached, then the secondary storage is aborted and the job receives an error
state. The job overview of the web interface lists these jobs with the error text “The
maximum number of secondary storage attempts was reached” and the error number 16.

Asynchronous repetitions: This parameter defines how many times a storage job is to be continued by
the storage system during asynchronous processing before being considered as erroneous. The default
value is 100. Asynchronous processing is supported only for Silent Cubes and Silent Bricks. For more
information see Wait for SAFE-file in chapter Configuration.

Max. wait jobs: This specifies the maximum number of storage jobs may be put on hold due to processing
errors. If this value is exceeded, no more jobs are processed until the number falls below the maximum
again.

Note

In combination with the Silentcube module and the option Wait for Safe file you should,
deviating from the default value 100, set the value of Max. Wait-Jobs to e.g. 300. This
leads to a faster secondary storage on a Silent Cube system.
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Note

If the d.3 server is running on a separate system, the jukebox directories on this system
have to be shared and addressable via UNC path. Note that d.ecs storage manager
requires both read and write access to the shared directories used.

1.3.4. Tab: Systems

Every storage system used by the d.ecs storage manager has to be defined. These systems are later
assigned to the individual pools in the Pool mapping. You can determine which systems are to be used
for storage and which systems should only be used for document retrieval.

Add system: Opens the dialog to define a new storage system.
Configure system: Opens the dialog to configure the selected storage system.

Set system parameters: Opens the parameter configuration dialog of the module which the storage
system is connected to.

Index recovery: Opens the dialog for the recovery of the reference index of the selected storage system

Delete system: Removes the selected system from the configuration. The system is marked for deletion
and removed from the configuration. The database references will remain in the database until the
application decssmdelsys.exe is executed. For more information refer to the chapter Deleting systems.

Warning
After the system has been marked for deletion the configuration has to be saved and the
d.ecs storage manager has to be restarted.

System list (in database): This parameter is only relevant for a recovery of the configuration of the d.ecs
storage manager and shows all storage systems registered in the d.3 database / ecspand database.

Note
After a system has been added, it has to be configured.
e For this purpose, click Set system parameters.

For more information on how to configure the module refer to the section d.ecs storage
manager modules.

Add system

System konfigurieren >

Bezeichnung: |MAS
Schnittztelle:  MAS

| Auzlagemn

Dokumenttyper:  Alle Dokumente -

| Wiederherstellen
Wiederherstellen bei Fehler
Uberpriifung bei der ‘Wiederherstellung

1] 8 Abbrechen
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Name: Define a name for the new system here. The name has to be unique. Valid characters are A-Z,
0-9, _ (underscore). The name can have up to 20 characters.

Note

The name for a system must also be distinct across several different configurations
running on the same system. If, for example, you create a configuration for a D3A and
for a D3P repository and you want to store on the same system with different volumes,
then the system names must be different. The background for this is that for all systems
using the same d.ecs storage manager module only one single configuration file (CFG file)
is written. The configuration file is structured into sections per system. This structure is
created based on the system name.

As an alternative, you can use different directories for the configuration per instance.

Interface: Here, you can define which storage module the system is supposed to work with. The respec-
tive module designations can be taken from the Module overview.

Note

Only those modules are listed which have be installed during the setup. Moreover, a valid
license is required for the module to be used.

Secondary storage This parameter has to be activated if data are to be stored on this system.

Warning

For modules, only supporting the read-only mode, this parameter must be disabled.

Document types: Specifies the document types to be stored on the system. The possible options are:

¢ all documents

¢ only documents with (embedded/external) signatures

¢ only documents without signatures (this includes: workflow-protocols, dependent documents, attrib-
ute files)

Restore: This parameter has to be activated if data are to be retrieved from this system.

Restore in case of an error: If this parameter is enabled, then d.ecs storage manager attempts to load
documents from this system, even if it currently has the state ERROR in the d.ecs storage manager.
Enabling this parameter can lead to longer delays when restoring documents, if for example a system is
not physically available and a timeout has to be kept.

Note

If you only configure one system per pool, you should not disable this parameter.

Check on restore: If this parameter is enabled, a hash-check is applied after the restoring of a document.
Enabling this parameter can lead to longer delays and higher CPU-load when restoring documents,

due to the hash-value validation. This parameter only affects the general provision of documents. The
processes Synchronization, System check and Document check are not affected.

Note

There is a d.3 Shortcuts video on this topic: Configuration of the d.ecs storage manager
with FILELOCK
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1.3.5. Tab: Pool Mappings

Within the d.3 repository, every document is assigned to a repository ID. The pool ID usually equals the
repository ID, unless a different pool ID has been explicitly defined for a document type.

In the ecspand context, the Pool-IDs to be used are configured separately. Using the Pool mappings in
the d.ecs storage manager you can define which systems the documents from a pool are to be stored on
and in which order. The order is relevant here since the d.ecs storage manager retrieves the documents
from the systems in that order during a recovery process.

Pool-Zuordnungen

Konfigunerte Pools

Dreszignation | Fool ID | Systems | —Pmnzgmgzr(

C C CELERRA

CAS Ca& CAST |
D D EMCDD_1

H H HCPFE03 |
HC HC HCPED

IC IC ICA5_

K K TSM_CERT

M M MNETAPFET

5 5 MAS-TMAS_T_STATISTIC

5C 5C SC_RET

S0 S0 =0y

Add pool: Opens the dialog where you can add a pool.
Configure pool: Opens the dialog where you can configure the selected pool.
Delete pool: Deletes the selected pool assignment from the list.

Note

Consider the speed of the systems before determining the order. The fastest system
should be first and the slowest last. This guarantees that the document can be retrieved
as quickly as possible.
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Mapping dialog
‘ool hinzufiigen [ﬁ
Eezeichnung, &
Pl 1D A,
Auszgewahlte Systeme: Werflghare Spsteme:

STOREDGET T5M1

®®

€ e

ok Abbrechen

%

Name: Specify a freely selectable name (50 characters) for the pool here.

Note

It is recommended to use a descriptive name as a pool name such as POOL-A. In the d.3
context, the documents written to the secondary storage are reported back to the d.3
system based on the pool name. In the d.3 smart explorer, the document property dialog
(tab Versions) lists the Pool name in the column Medium.

Pool ID: Specify the pool ID of the pool whose documents are to be stored.

Note

The pool ID is equivalent to the d.3 repository ID that can be associated to a document
type and which can consist of one or two characters (letters A-Z).

Chosen systems: Select the systems on which documents are to be stored and from which the docu-
ments are to be restored.

Warning

If you are associating more than one system to a pool, then the order should be defined
in descending speed of the storage systems, since the documents are stored and restored
in this order.

Available systems: In this list, only those systems are displayed which have previously been created via
Add system.

'3—"':': Move a system from the list of Available systems into the list of Chosen systems.

I;-.'—':-]: Remove a system from the list of Chosen systems. The system is then moved to the list Available
systems and the pool is thus no longer used.
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':ﬂ: Move a system upwards in the list Chosen systems. This affects the order in which the systems are
addressed during the secondary storage or recovery of documents.

I:!':-]: Move a system downwards in the list Chosen systems. This affects the order in which the systems
are addressed during the secondary storage or recovery of documents.

1.3.6. Tab: Database logging

Warning

d.ecs storage manager creates log files where the entries written to the reference table
are logged in chronological order. As it is not possible to restore documents without

the d.ecs storage manager reference table, these log files must be backed up regularly.
An integrated, time-controlled backup function is provided in d.ecs storage manager for
this purpose. This stores the log files (in compressed form) on the storage system and
optionally in a directory (Copy logs to). The target directory must then also be backed up
by a backup application.

Since this kind of logging is no replacement for a database backup, we recommend to
create regular backups of the reference database of d.ecs storage manager.

Datenbankprotokollierung

Protokollpfad: zhjukeboxilogs é
Ziel-Poaol: SC
Protokolle auslagermn: Stundlich -

Pratakolle kopigren nach:

Retention-2eit flir Lags [inJahren): 50

Log path: Specify the path for the log files required for rebuilding the document reference table here.

Specify the path for the log files required for rebuilding the document reference table here.

Warning

Please enter a local path here. Saving the log-information via the network could result in
problems, if the access to the network share is interrupted. If an entry cannot be written
into the log file, then the storage is ended immediately. Additionally, this path must not
be located under any storage-path (SnapLock area, CAS-areas etc.).

Destination pool: The log files are automatically stored in this pool. Enter the Pool ID of the storage pool
where the log files are to be stored here.

Export log files: Specify the time interval when the log files should be written to the secondary storage
here. The following time intervals can be selected

e Hourly
e Twice aday or
e Once a day
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Note

For security reasons you should select the shortest interval (Hourly). Log files are written
to secondary storage only, if documents have been written to the secondary storage in
the last time interval and thus new entries were created in the reference table.

Copy logs to: If this option is enabled, then the log files are not only stored on the storage system but
also copied to the specified directory.

Note

If you are using a storage system without direct file access (such as TSM, Centera, iCAS),
we recommend enabling this option to be able to access this information quickly in case
of errors. You should create a backup of this directory regularly.

Retention time for logs (in years): Specifies the retention time for the IR files (index-recovery files)

1.3.7. Tab: HTTP / API Interface

d.ecs storage manager provides a web interface for monitoring purposes. This interface can be enabled
or disabled. It can be protected with a definable password.

Activate web monitoring: This enables of disables monitoring of the d.ecs storage manager via the web
interface.

Note

This parameter must be enabled to allow further settings to be changed in this dialog. In
combination with an ecspand connection, this parameter must be enabled.

Port: This defines the port over which the web interface is accessible. By default, the port 6122 is used.
If multiple instances of the d.ecs storage manager are running on one server, each instance must be
assigned to a different port.

Password: This defines the password to be requested for the web interface.

Confirm password: This defines the password to be requested for the web interface. Repeat here to
avoid typing errors.

Note

The password is also used for the authentication via the API-interface (ecspand).

Web monitoring auto refresh (in sec.): This optionally specifies a time interval after which the surface of
the web interface is automatically updated. If you do not want any automatic refresh, then enter a value
<=0.

Allow API access: Enable this option to allow the API interface to access the d.ecs storage manager.
This parameter must for example be enabled, if d.ecs storage manager is to be used in connection with
ecspand.

Note

Authentication via d.ecs identity provider is an additional authentication method used to
access web monitoring via d.ecs http gateway. The existing login using the user name
"admin" and the specified password is still available and is used when accessing the web
monitoring port directly.

Access group: Enter the name (or alternatively the ID) of the d.ecs identity provider group that should be
granted access to web monitoring and the API.
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Allow API access: Enable this option to allow the API interface to access the d.ecs storage manager.
This parameter must for example be enabled, if d.ecs storage manager is to be used in connection with
ecspand.

SSL encryption: This specifies, if the data transmission of the web interface should be encrypted by SSL.
This also applies to the data transfer when using the d.ecs storage manager APl interface. The access via
HTTPS is only possible with an external access to the web interface. For local access, HTTP is used. This
option is enabled by default when creating a new configuration and requires a certificate and key file to
be specified. Furthermore, a password for the key file can be specified.

Certificate: This defines the SSL certificate to be used.
Key: This defines the SSL key file to be used.

Password: This specifies the passphrase used for the creation of the certificate.

Note

The user name for the web interface is defined as admin and cannot be changed.

If the web interface is called from the machine hosting the d.ecs storage manager, then
no login is required.

To open the web interface, enter the following URL in the internet browser: http:/
<host>:<Port>

If the SSL encryption is used then you must enter https:/<host>:<Port>.

http://localhost:6122

1.3.8. Tab: Cache

d.ecs storage manager has an internal document cache which enables containers that have been restored
to be temporarily stored in a cache for a defined period of time. This has the advantage that the
container does not need to be restored repeatedly from the storage system whenever a document in it
has to be retrieved.

You can define how long the container should be retained in the cache. The retention time is specified in
minutes. The container is deleted as soon as the difference between the current time and the last access
exceeds the maximum retention time.

Furthermore, you can specify the maximum time that a document may remain in the jukebox directory. If
the creation date of a document is to old then the document is removed from the Jukebox directory and
retrieved from the storage system on demand.

Retention period for documents (in minutes): This specifies the time that a document is retained in the
Jukebox directory before it is deleted there. The time is specified in minutes.

Activate container cache: This defines if stored containers should be cached.

Retention period for containers (in minutes): This specifies the time for which a container is stored in the
container cache. The time is specified in minutes.

1.3.9. Tab: Logging

This tab allows to configure which event/errors/hints etc. are to be logged in the d.3 log file. Further-
more, you can define, if messages should also be sent to the d.ecs monitor or to an SNMP server by
SNMP traps. If d.velop metrics analyzer is used, logging of syslog information can optionally be activated.
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Note

Please note that the logging information is essential for the troubleshooting.

The d.3 log file can be displayed with the d.3 logview via Start > All programs > d.velop > d.3 gateway >
Log-Viewer.

Note

The debug logging can also be enabled or disabled using the web interface. This activa-
tion/deactivation then only applies to the current session.

1.3.10. Tab: Single Instance Store

The Single Instance Store function makes it possible to save storage space on the long-term memory
when archiving a document multiple times in d.3/ecspand, since the document is physically stored only
once.

During the check for duplicates, the RipeMD 256 hash procedure is applied, where a 256-bit hash value
is created to compare the binary data.

Warning

In the following cases, documents are not considered by the Single Instance Store func-
tion:

e The documents are stored together with signatures.
e The target system is Governikus LZA.

Single Instance Store

Single Instance Store aktivieren

When the Single Instance Store function is activated, a message appears that must be accepted. Other-
wise, the Single Instance Store function cannot be enabled.

-

Single Instance Store  ——— —GR— g

= . =

Der Single Instance Store basiert auf Hash-Werten die unter Umstanden Fur
yverschiedene Daten gleich zein konnen. Wenn dies auftritt, dann kann nur
dasz erste archivierte Dokument wiederhergestellt werden.

Single Instance Store aktivieren?

|| Single Instance Store aktivieren

e mE | Abbrechen
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Note

Since the storage systems Centera (object-based), NetApp (block-based), HCP (object-
based), Celerra (object-based), Silent Cube (object-based) and TSM/TIAM (object-based)
already internally support the single instancing, it is recommended to disable single
instancing in d.ecs storage manager and to use the functions of the storage system. This
saves you storage space. Especially for block-based Single Instancing.

1.3.11. Tab: Miscellaneous

The tab Miscellaneous allows the configuration of various parameters:

Verschiedenes

Health Check
Freier Speicherplatz im Jukebox Werzeichnis

{ Speicherplatzpriifung deaktivieren
w n n 5

Absalut [in MB) 1024

d.log Bezeichner:
Jabsz beim Beenden unterbrechen

Retention-Zeit fir Protakalle (inJakren), 50

v | Synchronization vaon Signatur-Systemen erlauben

Disable diskspace check: Disables the check of the free space in the Jukebox-director.

In %: This defines the percentage of memory to be kept free in the Jukebox directory. If the value falls
below this threshold, then warning messages are written to the d.3 log and sent to d.ecs monitor. This
option is enabled by default. We recommend this option to prevent the Jukebox directory from running
full.

Absolute (in MB): Specifies the absolute value of the free space in the Jukebox-directory (secondary
storage) in MB. If the value falls below this threshold, then warning messages are written to the d.3 log
and sent to d.ecs monitor.

d.log identifier: This defines the name of the d.ecs storage manager under which the messages are sent
to the d.log server and the d.ecs monitor. This option must be configured, if more than one d.ecs storage
manager instance is running on one server.

Note

From version 2.4 of d.ecs storage manager the identifier DSM is used for log entries
(previously D3SM) in the d.3 log file. You may need to modify d.ecs monitor objects.

Terminate jobs on exit: If this option is enabled, secondary storage/recovery jobs are aborted when
shutting down d.ecs storage manager. This allows a faster shutdown of d.ecs storage manager for a
cluster failover.
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Retention period for logs (in years): Specifies the retention period for d.ecs storage manager logs
(synchronization-/health-check logs).

Allow synchronization of signature systems: By enabling this parameter, you can perform a synchroniza-
tion from or to a signature system. If the parameter is disabled, signature systems are not available for
the synchronization.

Warning

With the activation of the synchronization between signature systems you confirm that
you have manually corrected the assignment between document and signature.

Else, document with signatures cannot be synchronized correctly.

If you have been using d.3 version 8.0 and d.ecs storage manager 3.0 from the start, you
can enable this option without a correction.

1.3.12. Tab: Deletion

The application d.ecs storage manager supports deleting documents from the secondary storage (if the

secondary storage permits this) after expiry of the specified retention periods. Deletion on takes place,

if the document has also been deleted from d.3 (logically and physically) and a respective delete-job has
been received from the d.3 system. Furthermore, the privileged deletion of documents is supported on

selected systems.

w| Lozchen aktivieren

Automatizches Logchen
Mo D ki Do Fro Sa Sa Startzet:  Laufzeit:

Startzeit 1: ] [l ] [w] [l ] [v 00:00
Startzeit 2 Q0:00
Startzeit 3 Q0:00

Fa| o ra
)
LLANELS

a
=
4k

Erlaube privilegiertes Loschen

Protokolltabelle
M aximale Ubertragungen pro Durchgang: |500000 -
| Loschung alker Protokolltabellen akbiviersn

Lazche Protokollkabelle nach « Jahren: 3 =

Enable deletion: This enables the deletion procedure.

Automatic deletion: This defines the day of the week and the time when the inventory procedure is to
be started. Furthermore, you can define the maximum runtime of the process.

Allow privileged deletion: If this parameter is set, then the d.ecs storage manager accepts jobs for
privileged deletion. With these special delete jobs, the documents are removed from the storage system
with special privileges (this means, the retention are ignored by the storage system and the deletion is
executed). The d.ecs storage manager supports privileged deletion for the systems NetApp, HCP, iCAS,
Centera, Governikus LZA and Silent Brick.
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Note

This option requires a special license. If you do not have this license, then this option is
not available. Please note that the respective storage systems may also require a special
license for the privileged deletion. You may also have to enable options on the storage
systems or the deletion before expiry of the retention period may only be possible in
certain configurations. The privileged deletion is always performed immediately (subject
to a respective job by the d.3 system) and is thus independent from the settings applied
under Automatic deletion.

Maximum transfers per cycle: Specifies how many old references in the protocol tables are transferred
per cycle. A cycle starts after the deletion is complete. As soon as all old references have been transfer-
red to the protocol tables, the process has no function any more. New references are transferred to the
protocol table immediately on deletion.

Warning
The transfer of the references to the protocol tables leads to an increased number of
transactions thus making the transaction log larger.

Enable deletion of old protocol tables: Enable this parameter so that the protocol tables are automatical-
ly deleted from the database after the specified number of years. The protocol tables can be deleted only
after at least one year.

Delete protocol table after x years: This defines the number of years after which the protocol tables are
to be removed.

Since the inventory procedure reads and modifies a large amount of data from the database, it should be
started at times of low utilization of the d.3 system (e.g. over the weekend).

Note

On Silent Cube systems, a document can only be deleted from a share of the head unit.
The deletion from a storage unit is not possible. Thus, the used disk space is not released
by the deletion.

1.3.13. Tab: Retention process

d.ecs storage manager automatically extends the retention period for documents on the secondary
storage whose retention period is about to expire soon. This is only done for documents not marked as
deleted. The Retention process can be time-controlled. The runtime can also be defined. For security
reasons, the process must run at least 8 hours per week.

Retention Prozess

M aximale Job-Anzahl: |5[lDlJ

| [0

Fetention um % Monate envweiter: |E

Startzeit fur den Retention Prozess
Mo: Di Mi Do Frr Sa Sor  Startzei  Laufzeit:

Startzeit 1; L 00:00 4 :l
Startzeit 2: 0000 (I — |
Startzeit 3: 0000 o = |
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Maximum number of jobs: Maximum number of documents to be processed (maximum number of
retention jobs in the d.ecs storage manager job table).

Extend retention by x months: Number of months by which the retention is to be extended.

Start time for the retention process: This defines the day of the week and the time when the inventory
procedure is to be started. Furthermore, you can define the maximum runtime of the process.

Since the retention process reads and modifies a large amount of data from the database, it should be
started at times of low utilization of the d.3/ecspand system (e.g. over the weekend).

1.4. d.ecs storage manager modules

The following modules are currently available:

AZURE = Azure Blob Storage

e CELERRA = EMC? VNX systems with FLR option

e CENTERA = EMC? Centera and EMC? Atmos systems

e CLOUDSTORAGE = d.velop cloud storage

e DATADOMAIN = EMC? Data Domain

e FILELOCK = Grau Data FileLock

e GOVERNIKUSLZA = Governikus LZA/DATA Aeonia signature system

e HCP = Hitachi Content Platform

e |CAS = iTernity iCAS

¢ |SILON = Dell EMC Isilon

e NAS = NAS (Network Attached Storage) (Only for test and development environments; if necessary for
backups)

e NETAPP = Network Appliance NetApp (with SnapLock)

e PRONEXT = Procilon proNEXT signature system

e S3 = General S3 memory

e SILENTCUBES = Fast LTA Silent Cubes

e SYSTEMCONNECT = System Connect for 3rd party connectors (read only)

e TSM = Tivoli Storage Manager (with data retention)

Warning

All storage systems (except for simple NAS systems) are equipped with technical protec-
tions against the modification and deletion of documents. However, we nevertheless
recommend to integrate the storage environment into a backup scenario.

Warning

the d.ecs storage manager only receives one lifetime date per document ID from the d.3
system. This date is the same for all document versions.

The systems configured through d.ecs storage manager allow to reduce this lifetime
retroactively and thus to delete documents from the secondary storage before their
originally configured lifetime expires.

In this process, all related older document versions of the same document are also
deleted that were previously subject to other retention periods.

Note

Please note the vendor information on the existing certificates and the respective vendor
documentations.
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1.4.1. d.ecs storage manager Celerra

The Celerra module allows d.ecs storage manager to store documents on a VNX system with FLR option.
It supports the Filelevel Retention-technology which protect documents from being modified or deleted
for a certain period of time.

Warning

In order to ensure audit-proof storage, the documents must be written to a volume pro-
tected by the "File Retention"-technology. This volume created by the Filelevel Retention
option is addressed by the d.ecs storage manager via a network share.

Furthermore, a new user should be created in the Windows structure. On the side of
d.ecs storage manager, this is the only user who requires the right Full Control for the
VNX area on the VNX system. d.3 process manager, in which the d.ecs storage manager
runs, is then started under this user.

If several users have Full Control access to the File Retention volume, it could happen
that documents are incorrectly written to the VNX system and are not extended when
starting the d.ecs storage manager under a different user.

If other d.3 processes run in this d.3 process manager, you must also consider the rights
required by these other processes.

Warning

To store the documents with the d.ecs storage manager on an FLR protected file system,
it is essential that the default, minimum, and maximum retention period for the FLR file
system are set equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration
The following parameters are configurable on the main tab of the system:

Objective: List of the target paths where the documents are stored and their properties.
Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These
containers have a unique ID which is used to verify the consistency of a document during restore.
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is
passed on to the d.3 server / d.3 gateway / API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is
performed after having copied a file to the Celerra volume. This ensures that the file as completely
transferred.

Unity mode: This switch must be enabled if the used storage system is a Unity system.
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The following parameters can be configured on the HealthCheck tab:

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

CELERRA-1 >
Aligs: Retention Zeitzpanne
CELERRA-| Minimale Retention-Zeit [in Monaten) B =
Plad: . I awimale Retention-Zeit in Monaten)  |600 -
=

Retention-Leit autoratisch karmgieren
Speicheriberpriifung
Obere Speicherarenze (in &) 70

4p

& Mit folgendem Benutzer anmelden

Urtere Speichergrenze fin %) |40 = UNC Benutzer

Obere Speichergrenze (in MEB) 0

IUntere Speichergrenze [in MB] |0

| Wiederbeschreibbar Yerbindung priifen

Statuz: Wwartend |

oK | .-’-'-.I:I:urec:hen|

Alias: Alias name for the volume; if a name is specified here, it is displayed instead of the volume ID in
the Web interface for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed
by the delivering process may be located for a document. These values have to be set and must be
equivalent to the settings of the Celerra/VNX volume.

Automatically correct retention period: If a retention-period outside the specified range is passed by a
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: User to be used for the login to the volume.
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Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

e Waiting: There is currently no writing on the volume.

o Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Index recovery

The d.ecs storage manager Celerra module allows to recover the internal document index after a loss. For
this effect, it browses the specified target directory for documents and thus rebuilds the index. This type
of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index (see also
Tab: Database logging).

% | Index-Wiederherstellung (CELL) (|l s |

Celerra Verzeichniz:  T:4CELT -

|ndex-verzeichniz;:  chdecshdecssmindextD 34

Zuletzt gefundenes Dokument:

Statuz: Mizht aktiv
Gefundene Dokumente: I}
In Cantainerr; I}

Start recoverny Schlieben

Celerra directory: Directory on the VNX system to be searched for documents.

L

Index directory: Directory where the index of the documents for the VNX system is to be stored.

Preparation of the VNX volume
The volume on the VNX system must be defines as follows for d.ecs storage manager to operate with it
properly:
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File System | | Quota Settings | | Deduplication Settings | | FLR Settings

File System Name:

wnxa1fsl

File-level Retention:

Enterprise with protected files
FLR Clock Time:

Wednesday, December 10, 2014 10:01:19 AM EST

Last Currently Locked File Will Expire

25 years, 10 days (Thursday, December 15, 2039 8:53:18 AM

On: EST)
Minimum Retention Period:
~! Unlimited
@ Limited
[} Days A
Default Retention Period:
~ Unlimited
@ Limited
1 Days A
Maximum Retention Period:
@ Unlimited
! Limited
1 Days
|Auto-lock new files: "
|Auto-lock policy interval:
[ebsy 1 Hours
|IAuto-delete files when retention
ends: =]

Retention Date Range:

@ Default (2003-2070)

! Custom
Earliest valid retention year: |__ __
2003
Latest valid retention year: 2070

1.4.2. d.ecs storage manager Centera
Using the Centera module, the d.ecs storage manager can store documents on an EMC? Centera, on an

EMC? Atmos system or an EMC? Elestic Cloud System.

W” Apply ” Cancel ” Help ]

The correct communication between the d.ecs storage manager and the Centera requires a Centera with
CenteraStar version >= 3.1.
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Configuration

Konfiguration {CENTERA_1)

Hodes: 192162.1.10

Mode hinzufligen
MHode bearbeiten

MHode [Gechen

il

Filezpace: D3h

Werbindungen: |4 3.

Aufbewahung:
Ll _» Standard 3 Imirmer

1 Mie 3 Mach « Sekunden
i Eventbasiert
Aufbewahrungszeit fin Sek. :

Benutzer:

Pazswort;

FEA-D atei: o hd3ztoragemanagersd3a pea

Info (1] Abbruch

Nodes: Enter the IP addresses (the individual nodes) of the Centera here. Only the nodes of a Centera

should be specified here.

Filespace: Specify a file space name for the documents here, e.g. d3store.

Warning

If you operate several d.3 servers (with the same Repository IDs), which are saving their
data on one Centera, then you must make sure that the filespace for each d.3 server has
a different name. Example: for server 1: d3storel, for server 2 d3store2. Otherwise this
will result in problems later with the recovery of the index structure!

Connections: This defines the maximum number of simultaneous connections to the Centera.

Retention: This defines when a document clip may be deleted (Clip = Container where the Centera

stores the data).

e Default: Standard setting of the Centera. (CE, GE)

e Never: Documents cannot be deleted at all except "Privileged Delete” being assigned to a Centera

user. (GE)

¢ Eventbased: Documents are protected using the Advanced Retention Management of the Centera and

can only be deleted after a Retention Event was triggered. (CE and GE with license)
e Always: Documents can always be deleted. (CE, GE)

e After x seconds: Documents can be deleted after the specified time (in seconds) or after the time

passed by d.3. (CE, GE)

Note

This setting is only considered by d.ecs storage manager, if the delivering process (e.g. d.3

or ecspand) passes no retention period.

Using event-based deletion:
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The d.3 system works with variable retention times. Since the Centera does not support this function,
there are two alternatives regarding the event-based deletion:

e Government Edition (GE)
d.ecs storage manager stores the document on the Centera and protects it with the retention setting
eternal. Only, if the document retention period in d.3 has expired, the document is removed from the
Centera by d.ecs storage manager. The d.ecs storage manager is the only process allowed to access
the document pool. The deletion is performed using the Privileged Deletion function on the Centera.
This permission must be assigned to the user under which d.ecs storage manager is accessing the
Centera.

e Compliance Edition (CE) / Governance Edition (GE)
d.ecs storage manager stores the document on the Centera and protects it using the Advanced
Retention Management of the Centera. In the Compliance Edition of the Centera, the license for
Event-based Retention is required since the function of the Privileged Deletion is not available here.

Note

If this option is enabled, the d.ecs storage manager ignores the retention period passed
by the delivering process (e.g. d.3 or ecspand). The object is in this case for Event and not
a fixed Retention bound.

User: If you are using Centera profiles, then you can specify the respective user name here.

Password: If you are using Centera profiles, then you can specify password here.

Note

When using the PEA file, this always has priority over the user name and password
specified here.

PEA file: If you created a PEA file (containing the login information; created via the Centera; see Centera
manual) for the login, then specify the file path here.

Warning

For a trouble-free operation, the following rights must be configured for a profile: read,
write, exists, delete, query. If the Privileged Delete function is to be used, this right must
also be enabled for this profile.

Index recovery

The d.ecs storage manager Centera module allows to search a Centera for stored documents thus
recovering the internal document index after a loss of the index. This type of index recovery should only
be used, if no index-recovery-files (*.IR) exist to restore the index (also see Tab: Database logging).

In order to search for documents on the pool "B", the Pool ID "B" must be specified. The index directory
and the filespace are automatically assigned. Sometimes, an IP address, the user name and the password
must be entered. Then the recovery process is started with a click on the button. Depending on the
number of documents located on the document pool, the search can take several minutes or even hours.
All clips are searched for documents.

30



d.ecs storage manager d.veLop

Index recovery (CENTERA_1)

Modes: 192168.1.10

Benutzer:

Pazswart;

PE2, file: c:hd3storagemanagertd3a.pea
Index-Pfad: | c:hd3hd3sminde=h\Centera_1
Pool 1D: A,

Filezspace: |D34

Startdatur: |07.071.2003 00:00:00
Stopdatur: (07022009 00:00:00

Zuletzt gefundenes Dakument:
Gefundene Clips: 0 Container: 0
Dokumente: 1]

Centera-Status:

Wiederherstellung starten | | Schliefen

1.4.3. d.ecs storage manager cloud storage

The d.ecs storage manager cloud storage module allows d.ecs storage manager to store documents on
the d.velop cloud storage.

Optionally, the documents can be protected from unauthorized access using AES256 encryption.

The module supports setting retention periods stored in the d.velop cloud storage and considered when
for the deletion of documents.

Configuration

Access data
On the configuration page Access data you can enter the access data for your d.velop cloud storage.

Access key: Enter the access key for your d.velop cloud storage here.
Secret access key: Enter the secret access key for your d.velop cloud storage here.
Bucket: Enter the bucket for your d.velop cloud storage here.

Bucket region: Select here the region where your bucket is stored. It is also possible to specify the region
as free text if the desired region is not available in the list.

e Confirm your access data by clicking on Test connection.

Warning

During configuration, make sure that two different instances of d.ecs storage manager
never use the same bucket.

If no encryption is configured, a warning is displayed in the lower part of the dialog. Disable encryption
via Disable encryption only if you are sure that you want to store the documents unencrypted in the
d.velop cloud storage.
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Encryption

The configuration page Encryption allows you to enable the encryption of the data objects so that

objects are stored on the d.velop cloud storage in encrypted form.

Depending on the extent to which the encryption is already configured and initialized on your system,
different configuration views may be displayed when you switch to the configuration page.

Initializing and activating the encryption function
To enable the encryption of the data objects, you must first generate a security ID.

The movement of the mouse is also considered during the generation thus providing you with an even

more random key.

® ° Konfiguration (CLOUDSTORAGED) —

Zugangsdaten Verschilsselung

IUm die Verschlisselung fiir den Budket zu aktivieren generieren Sie einen Zufallsschiiissel
(bewegen Sie wahrend der Schliisselgenerierung die Maus um einen noch zufalligeren Schiiissel
zu erzeugen) und kidken Sie auf "Generieren”, Drucken Sie den erzeugten Schiissel aus und
verwahren Sie ihn sicher. Geben Sie dann den auf dem Ausdruck abgebildeten
Bestatigungscode ein um die Verschiiisselung zu aktivieren,

Bei Verlust des Sicherheitsschliissels kinnen die Dokumente nicht mehr
entschliisselt werden

Zufallsschliissel generieren

Starten

Sicherheitsschlissel

T

Bestatigung

Code: Ii
| s

peichern Abbrechen

e Click Start to begin with the generation.
e Click on the button again after a few seconds to stop the generation.

e Then, you must print the generated security ID. The printed copy contains a confirmation code to be

entered in the section Confirmation.

Warning

The printed copy must be kept in a safe place. If this and thus the security ID is lost, it is

not possible to restore the master key, if this should be lost.

When exchanging the software components, you may have to enter the security ID

again.
Encryption can be activated only once the security ID has been entered correctly.

It may take some time to activate encryption (approximately 15 to 20 seconds).
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Having successfully enabled the encryption, the following message is displayed:

B ' Konfiguration (CLOUDSTORAGEDT) - X

Zugangsdaten Verschl[]sselung]

Die Verschlisselung ist aktiv

Speichern Abbrechen

The encryption was enabled now and the d.ecs storage manager can store the documents and data
objects in the d.velop cloud in encrypted form.

Activating encryption when the encryption function has already been initialized
If the encryption has already been initialized, it can simply be enabled for another bucket.

B ' Konfiguration (CLOUDSTORAGEDT) - X

Zugangsdaten h'erschl[]sselung]

Die Verschilisselungsfunktion wurde auf diesem Rechner bereits initialisiert. Klicken Sie auf
Aktivieren um die Verschlisselung fir das konfigurierte Bucket zu aktivieren.

Aktivieren

Abbrechen

e Click Enable to activate it.

It may take some time to enable the encryption (approximately 2 to 5 seconds).

33



d.ecs storage manager d.veLop

Having successfully enabled the encryption, the following message is displayed:

o

The encryption was enabled now and the d.ecs storage manager can store the documents and data
objects in the d.velop cloud in encrypted form.

Renewed initialization of the encryption function after the master key was lost

If the initialization of the encryption function is lost, e.g. as a result of a clean installation of the
operating system, a server migration or changed hardware, the encryption function must be enabled
again.

This is done using the security key on the printed copy generated at the time of initializing the encryp-
tion.

The following dialog is displayed to re-enable the encryption function:

B ' Konfiguration (CLOUDSTORAGEDT) - bt

Zugangsdaten Versd‘nl[]sselung]

Die Verschilisselungsfunktion wurde fir das konfigurierte Bucket bereits aktiviert, allerdings ist
kein giiltiger Schiissel firr die Verschliisselung auf dem Rechner hinterlegt. Um die
Werschlisselungsfunktion erneut zu aktivieren geben Sie den Sicherheitsschlissel ein, den Sie
bei der erstmaligen Aktivierung der Verschliisselung fiir dieses Bucket ausaedruckt haben.

Verschlisselung wiederherstellen
Sicherheitsschlissel:

{ Speichern i|  Abbrechen

e Enter the security key that appears on the printed copy.
¢ Click Re-enable.

It may take some time to activate encryption (approximately 15 to 20 seconds).

Having successfully enabled the encryption, the following message is displayed:

o

The encryption was enabled now and the d.ecs storage manager can store the documents and data
objects in the d.velop cloud in encrypted form.

Proxy settings
It is possible to use a proxy server for communication with d.velop cloud storage. Enter the login
credentials for the proxy server available in your network in the corresponding fields. The username
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and password are optional fields and only need to be filled if you are using a proxy server with user
authentication.

Zugangsdaten ] Verschliisselung i Proxy-Einstellungen |

[v Proxy-Server verwenden

Proxy-Server: |1III.‘35.1.55
Proxy-Port: |3 128
Benutzername: |prcuxyuser
Passwort: |""""""""

1.4.4. d.ecs storage manager Data Domain

With the Data Domain module, the d.ecs storage manager can store documents in an EMC? Data
Domain system. It supports file retention technology, which protects documents from being modified or
overwritten for a defined period of time.

Warning
In order to ensure audit-compliant storage, the documents must be written to a volume
protected by file retention technology.

Furthermore, a new user should be created in the Windows structure. From the perspec-
tive of d.ecs storage manager, this is the only user who requires Full Control rights to the
storage area of the Data Domain system. d.3 process manager, in which the d.ecs storage
manager runs, is then started under this user.

If several users have Full Control access to the Data Domain volume, documents may end
up being incorrectly written to the volume when d.ecs storage manager is started under
a different user, and it may not be subsequently possible to extend the documents due to
missing rights.

If other d.3 processes run in this d.3 process manager, you must also consider the rights
required by these other processes.

To use the "File Retention" function, you must activate a separate license in the Data
Domain system. This license must be purchased separately. If necessary, consult the

documentation for the Data Domain system or contact EMC? support for the correct
settings of the Data Domain system.

Warning

To store the documents with the d.ecs storage manager on a Data Domain file system,

it is essential that the default, minimum and maximum retention periods for the Data
Domain file system are set according to the retention periods used in the leading system
(d.3/ecspand).
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Configuration
Configuration (2DATADOMAIMNT) >
2DATADOMAINY | HealthCheck |
Destination: | plias | Stora... | Upper disk space Iimit| Reswnitable | Lower digk space limit | Yolume [ ]
DATADOMAIN-1 Chd3a.. BO% tue 40 % (3GFE2E
DATADOMAIN-2 Chd3d.. 70% tue 0% O5E 20E1
< >
Force CAS-creation
Werify data
Check connections |

Info ok | LCancel |

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.
Storage path: Target path where the documents are stored.
Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These
containers have a unique ID which is used to verify the consistency of a document during restore.
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is
passed on to the d.3 server/d.3 gateway/API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, then a file comparison based on the RipeMD256 hash procedure
after copying a file to the Data Domain volume to make sure that the file was transferred completely.
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Kenfiguration (2DATADOMAINT) =
2DATADOMAINT  HealthCheck
D ateiname fiir HealthCheck:  FILECHECK. TxT|
Infa 0k Abbrechen

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

DATADOMAIN-1

Aliaz:
DATADOMAIN-|
Pfad:
'y
=
Speicheriiberpriifung
Obere Speichergrenze (in %) [ =
L
Untere Speichergrenze fin %) |40 =

Obere Speichergrenze (in MB) 0

Untere Speichergrenze [in MB] |0

| "Wiederbeschreibbar

et

Retention Zeitzpanne

Minimale Fietention-Zeit [in Monaten) |6 =

taximale Retention-Zeit [in Maonaten]  |600 =

Retention-Leit automatisch korigieren

Mit folgendem Benutzer anmelden
UMNC Benutzer

Werbindung prufen

Statuz: Wartend |

0K, | .-’-'n.bl:-rec:hen|

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume-ID in
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used

for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before

documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting

old documents).
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Minimum/maximum retention period (in months) Specifies the range in which the retention time passed
by the delivering process may be located for a document. These values have to be set and must be
equivalent to the settings of the DataDomain system.

Automatically correct retention period: If a retention-period outside the specified range is passed by
a delivering process, the time is automatically set to the minimum or maximum, if this parameter is
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.
Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

e Waiting: There is currently no writing on the volume.

e Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Index recovery

The d.ecs storage manager Data Domain module allows to recover the internal document index after a
loss. For this effect, it browses the specified target directory for documents and thus rebuilds the index.
This type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index
(also see Tab: Database logging).

-,

1 Index-Wiederherstellung (EMCDD... (5=:]1= - [P

Storage-erzeichnis: WWI0.100.151. 145610 retentic -
Index-'erzeichniz: C:\deczzm_index\EMCDD_1

Zuletzt gefundenes Dokument:

Statuz: Micht aktiv
Gefundene Dokumente: I}
|n Cantainerr: I}

Starte ‘Wiederherstellung Schlieben

Storage-directory: Directory on the Data Domain system to be searched for documents.

Index directory: Directory where the index of the documents for the Data Domain system is to be
stored.

1.4.5. d.ecs storage manager FileLock

The FileLock module allows d.ecs storage manager to store documents on a partition protected with
GrauData FileLock.

Note

FileLock must be installed in the version 2.3.
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Warning

To store the documents with d.ecs storage manager on a FileLock volume, it is essential
that the default, minimum, and maximum retention period for the FileLock volume are set
equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration

Kenfiguration (2FILELOCKT) >

FFILELOCKT | HeathCheck |

Ziel: Aliaz | Speic... | Obere Speichergre... | iiederb. .. | |ntere Speichergre. .. | Wolume-1D | 5
FILELDCE-1 Chd3.. 7O True 0% 0OCBRE7S
FILELOCK-2  CAd3.. 7% True 33 04BB1868

Erzminge CAS-Erzeugung
Uberpriife Daten

Werbindungen priifen ‘

Infa (]9 ‘ Abbrechen ‘

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.
Storage path: Target path where the documents are stored.
Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

CAS-creation: If this option is enabled, then the documents are stored in CAS containers. These contain-
ers have a unique ID which is used to verify the consistency of a document during restore. (During the
retrieval it is checked, if the data in a CAS container are unchanged before a document is passed on to
the d.3 server / d.3 gateway / API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, then a file comparison based on the "RipeMD256" mechanism
is performed after having copied a file to the FileLock volume. This ensures that the file as completely
transferred.
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Kenfiguration (2FILELOCKT)
ZFILELOCK1 HealthCheck,

Dateiname fiir HealthCheck: |FILECHECK.TXT|

Infa

(1] Abbrechen

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

FILELOCK-1

Aliaz:
FILELOCK-1|

Pfad:

Speicheriiberpriifung

Obere Speichergrenze [in %) 70
-

Untere Speichergrenze (in %] |30

Obere Speichergrenze [in MB) o

Untere Speichergrenze [in MB) |0

v | Wiederbeschreibbar

e

4k

*

Retention Zeitzpanne

Mirimale Fetention-Zeit [in Monaten] |6 =

kM aximale Retention-Zeit [in Monaten]  |B00 -

Retention-eit automatizch karrigieren

it falgendem Benutzer anmelden
UMNC Benutzer

Werbindung priifen

Statuz Wartend |

0K, ‘ f—'«bbrechen|

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used

for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before

documents can be stored again.

Upper storage limit (in MB): Specify the percentage of hard disk space which may be occupied before

documents can be stored again.
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Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting
old documents).

Minimum/maximum retention period (in months) This option is only available, if more than one volume
is configured and specifies, if a volume should be rewritten as soon as the lower storage threshold of the
volume is exceeded (e.g. by deleting old documents).

Automatically correct retention period: If a retention-period outside the specified range is passed by a
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.
Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

¢ Waiting: There is currently no writing on the volume.

o Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Configuration of the FileLock volume
The configuration of the FileLock volume has various requirements which will be described below.

Set the partition to WORM mode with the setting 1st Directory Level.

¢ Set the folder to be enabled for FileLock to the SnapLock Functionality Mode.

e |t is recommended that the values Minimum Retention and Default Retention are set to O and Maxi-
mum Retention to the highest retention period defined in d.3/ecspand. This avoids possible issues
when setting the retention period through the d.ecs storage manager. Else, the FileLock overwrites the
retention periods set by the d.ecs storage manager automatically with the specified defaults.

e The parameter Auto Commit must not be enabled, as the FileLock then automatically locks documents
and under certain conditions this interferes with the procedures of the d.ecs storage manager.

A configuration could thus look as follows. In this example the maximum retention period is set to 70
years.
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Eigenschaften von FileLock 21x|

Allgemeinl Freigabel Sicherheitl Anpasgen  FileLock |

Folder:  S:\FileLack

! Filel nck Gtandard fode
' FlxFERIOD dayz

AUTOCOMMIT DELSY

li
€ INFINITE
li

& Snaplock Functionality Mode

MINIMUM BRETENTION ID days
ID

DEFAULT RETENTION days

MexIMUM RETENTION |2555D days
[~ AutaCommit

AUTOCOMMIT DELAY |5 z6c.

0K I Abbrechen Obemehmen

Index recovery

The d.ecs storage manager FileLock module allows to recover the internal document index after a loss.
For this effect, it browses the specified target directory for documents and thus rebuilds the index. This
type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index
(also see Tah: Database logging).

: j_|;_' Index-Wiederherstellung (FL1) El_lﬂ—hj

FileLock Werzeichnis:  %410.100.150. 222401 -

Index Yerzeichniz: c:hdecshdecssmindexhD 34

Letztes Dokument;

Statuz: Micht ki
Dakumente gefunden; I}
|n Containerr: I}

Wiederherstelung starten Schlieben

FileLock directory: Directory in the FileLock system to be searched for documents.

Index directory: Directory where the index should store the documents for the FileLock system.
1.4.6. d.ecs storage manager HCP

The HCP module allows the d.ecs storage manager to store documents on an HCP system (Hitachi
Content Platform). The HCP version 4 to 9 are supported.
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Configuration

Namespaces: Specify the namespaces of the HCP systems to be used here. A namespace is composed of
[namespace].[tenant].[HCP-hostname]

Warning

Only the first specified namespace is written into. All other namespaces are used read-
only and serve for automatic error-handling, if the first namespace is not available due to
a system failure. If you specify more than one namespace, all namespaces must exist on
HCP systems which are mirrored with each other.

HCP Port: Specify the port for the HTTP-access to the HCP-system here (default value: 80). If SSL is
enabled, then this must be changed to the port for the SSL connection (default: 443).

User: Specify the user name for the tenant to be used here.
Password: Specify the password for the tenant to be used here.
Use SSL Encryption: This specifies, if the SSL encryption is to be used for the connection to HCAP.

Proxy settings
Use proxy server: Activates the use of a proxy server for communication with the HCP system

Proxy server: IP address or host name of the proxy server
Proxy port: Port of the proxy server
User name: User name for the authentication on the proxy server (optional)

Password: Password for the authentication on the proxy server (optional)

Index recovery
Follow the steps below to load the index-recovery files from the HCP:

e Open the Tenant of the HCP in a web-browser. The directory /rest/[POOLID]/D3SMLOGS contains
the index-recovery-files sorted by months which can be reimported into the database as described in
the chapter Database-Recovery.

1.4.7. d.ecs storage manager iCAS

The d.ecs storage manager iCAS module allows d.ecs storage manager to store documents on an iCAS
system by iTernity.

Warning

For a proper processing, an iTernity iCAS system of version 3.7 SP4 is required.

The user to be used to access the iCAS system, should have the right ADVIRW to be able
to execute all API calls executed by d.ecs storage manager without any problems.
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Configuration
Konfiguration (ICAS) -
Yerbindung
Host: 10.100.153.37
Port; 443
Benutzer; Lizer
Passwort

Fazswort wiederholen; |sssssssmms

Werbindung priifen

b oduz
Werzchlizzelung:  Kaompression:
MHone - Store -
| 551 verwenden TLSw12 -

w| CSC uberprifen

Info ok Abbruch

Host: Hostname or IP of the iTernity-system.

Port: Port of the iTernity-system.

User: Users eligible to sign in to the iTernity-system who has the respective rights for the secondary
storage or reading of the documents.

Password: Password of the user.
Compression: Optionally, select the type of compression for the documents here.
Encryption: Optionally, select the type of encryption for the documents here.

Use SSL: This allows you to enable the encryption for the data transmission between d.ecs storage
manager and the secondary storage system. This also changes the default port to 443. Please check, if
your storage system uses the same port. Furthermore, the SSL/TLS version to be used can be defined.
This depends on the IS (Internet Information Service) version of the iCAS system used.

Check CSC: If this parameter is enabled, then it is checked on uploading a file to the iTernity system, if
the file exists on the iTernity system.

1.4.8. d.ecs storage manager NAS

The NAS module allows d.ecs storage manager to store documents on a NAS system (NAS = Network
Attached Storage).
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Warning

Technically speaking, the NAS module always stores documents / content on an unpro-
tected area which can be manipulated and which is thus not audit-proof.

When using the NAS-variant for the audit-proof storage, then respective measures and

protective mechanisms must be implemented to ensure and warrant the completeness,

unchangeability and genuine storage on the storage media. These measures and protec-
tive mechanisms must be documented in a process manual.

In contrast to the NAS-solution, the other systems supported by d.ecs storage manager
((Centera, Data Domain, NetApp, TSM / Jukebox , Silent Cubes, FileLock , iCAS , HCP)
ensures audit compliance from a technical point of view when used correctly..

Configuration
Konfiguration (2ZMAST) h 4
Ziel: Aliaz | Speic... | Obere Speicherare.. | ‘wiederb.. | Untere Speichergre... | YolumeD | 0
Mas-1 Chd3. T2 Tie nE 015535966
Mas-2 ChAd3. BBX True A0 % 03FEDETT

Erawinge CAS-Erzeugung Verbind i
oo Dt Vetbngurgen pife|

Dateiname fur HealthCheck: | FILECHECK. TXT

Irfo or ‘ Abbrechen ‘

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.
Storage path: Target path where the documents are stored.
Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These
containers have a unique ID which is used to verify the consistency of a document during restore. During
the recovery it is checked, if the data in a CAS container are unchanged. This should only be enabled in
connection with ecspand or if the consistency of the data on the NAS should be verifiable.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is per-
formed after having copied a file to the NAS-volume. This ensures that the file as completely transferred.

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.
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Volume configuration

MAS-1 e
Aliaz:
MAS-1| Mit folgendem Benutzer anmelden
Plad: UMC-Benutzer
Fy
=

Speicheriiberpriifung
Obere Speichergrenze (in %] 72

4 )

W
Untere Speichergrenze [in %) |30 =

Yerbindung priifen

Obere Speichergrenze [in ME] o

Untere Speicherarenze (in MB] |0
Statuz: Schreibend |

| wiederbeschreibbar

oK FN— |

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting
old documents).

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.
Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

e Waiting: There is currently no writing on the volume.
e Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Index recovery
The d.ecs storage manager NAS module allows to recover the internal document index after a loss.

46



d.ecs storage manager d.veLop

For this effect, it browses the specified target directory for documents and thus rebuilds the index.

This type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index
(also see Tab: Database logging).

[ 57 Index recovery (NAS_1_STATISTIC) (sl o[ P |

MaS Verzeichniz | T-WNASTSTAT -
Index Werzeichnis: |c:hdecshdecssmindexhMAS_1_STATISTIC

Zuletzt gefundenes Dokument:

Status: Micht aktiv
Gefundene Daokumente: I}
In Cantainern: I}

Wiederherstellung starten Schhelfen

b

NAS directory: Directory on the NAS system to be searched for documents.

Index Directory: Directory where the index of the documents for the NAS system is to be stored.

1.4.9. d.ecs storage manager NetApp

The NetApp module allows the d.ecs storage manager to store documents on a NetApp system. It
supports the NetApp SnaplLock technology protecting the documents from deletion or overwriting for a
certain amount of time.

The NetApp module requires an installation of the Visual C++ 2013 Redistributable Package in the 32-bit
version. This is installed during the installation of d.ecs storage manager.

Since the d.ecs storage manager access the storage area of the NetApp via the CIFS (Windows-network
protocol), is necessary to activate the CIFS-protocol via a special license on the NetApp side.

Warning

In order to ensure audit-proof storage, the data must be written on a volume protected
with the SnaplLock technology.

Furthermore, a new user should be created in the Microsoft Windows structure. From
the point of view of d.ecs storage manager, this user is the only one who needs the right
Full Control to the SnapLock area on the Netapp. d.3 process manager, in which the d.ecs
storage manager runs, is then started under this user.

If several users have Full Control access to the SnaplLock volume, it could happen that
documents are incorrectly written to the NetApp and are not extended when starting the
d.ecs storage manager under a different user.

If other d.3 processes run in this d.3 process manager, you must also consider the rights
required by these other processes.

A volume on the NetApp must not be set to read-only mode, as otherwise some process-
es of the d.ecs storage manager cannot work.
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Warning

To store the documents with the d.ecs storage manager on a SnapLock volume, it is
essential that the default, minimum, and maximum retention period for the SnapLock

volume are set equivalent to the retention periods in the leading system (d.3/ecspand).

Furthermore, the Autocommit option must not be activated for a volume, otherwise
problems may occur when processing jobs.

Warning

The NetApp allows with the function privileged delete to remove documents from the
NetApp before the configure lifetime expires. For this effect, the function must be

licensed and enabled on the NetApp. Each such delete action is logged by the NetApp.

The right Privileged delete must be assigned to the user in the Advanced properties.

Please note the respective information on the function and the vendor certification on
audit-proof storage.

Configuration

Ziel:

Keonfiguration (2METAPP1) K

NETAPPT | 8P1erbinduna |

Aliag | Speic... | *olume | Obere Speichergre... | ‘whiederb... | Urniere Speichergre... | Wolume-lD | & E|
MWETAFP-1 Chda. % True 0% 01248548 fa
METAPP-2  CAd3. Wy True 3z 02BE328E  fa [
£ >

Erawinge CAS-Erzeugung
| Uberpriife Daten
Dateiname fur HealthCheck: FILECHECK.THT

Werbindung priifen |

Info ak | Abbrechen ‘

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Volume: Volume path on the NetApp.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Autosize: Automatically resize the volume.
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Force CAS creation: If this option is enabled, then the documents are stored in CAS containers. These
containers have a unique ID which is used to verify the consistency of a document during restore.
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is
passed on to the d.3 server/d.3 gateway/API). This should only be enabled in connection with ecspand.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is
performed after having copied a file to the NetApp-volume. This ensures that the file as completely
transferred.

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.

Volume configuration

MNETAPP-1 *
Aligs: Retention Zeitzpanne
NETAPP- Minimale Fetention-Zeit [in Monaten] B -
Ffad:
2 B M aximale Retention-Zeit [in Monaten]  |E00 =
=
alurme: Retention-Zeit automatisch korigisren
Zeiten laden
Automatizche YergraPerung des Yolumes
Speicheriberpriifung kit folgendem Benutzer anmelden
Obere Speichergrenze [in %) 70 = UMC Benutzer
*
Untere Speichergrenze [in %) |30 =
Obere Speicherarenze (in ME) 0
Untere Speich inkB] 0
ntere Speichergrenze (in kMB) Verbindung prifen
| Wiederbeschreibbar Status: “Wartend |
oK ‘ Abbrechen |

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Volume: Specify the volume-identifier of the NetApp-volume here. The directory must be located on
the same directory level as the directory specified under Storage path. The volume-path always starts
with /vol/ followed by the volume name as configured in the NetApp. The volume name can be found
in FilerView for NetApp. The volume names are provided under the option Volumes > Manage in the
FilerView. Note that the volume names in the NetApp are case-sensitive.

Automatically resize the volume: If the used volume is automatically extended by NetApp, this parame-
ter must be enabled. Enable this to remove the storage limits.

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the
storage of data.
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Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed
by the delivering process may be located for a document. These values have to be set and must be
equivalent to the settings of the NetApp volume. With a click on Load times it is attempted to retrieve
the settings from the NetApp.

Automatically correct retention period: If a retention-period outside the specified range is passed by a
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.
Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

e Waiting: There is currently no writing on the volume.

e Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Connection

The NetApp module checks the settings of the SnapLock volume on the NetApp when starting d.ecs
storage manager. To be able to determine this information, the module requires a user defined on the
NetApp with the appropriate permissions for access.

API mode: Defines which API mode should be used. From OnTAP version 9.10.1, select REST as the API
mode. In this mode, the setting of the retention periods has been adapted to the changes in the OnTAP
version. Note that the specified users have access to the REST interface.

Filer IP: Host name or IP of the NetApp.

Note

Enter the IP of the management interface of the corresponding storage VM here.

User: User who is allowed to log on to the NetApp and has the appropriate rights to query the volume
information.

Password/Confirm password: Password of the user.

Use HTTPS: If HTTPS is to be used for the connection, enable this switch. This requires that HTTPS is
enabled on the NetApp. Privileged Delete always requires an HTTPS connection.

User (Privileged Delete): User who has the right to delete files privileged.

Password/Repeat passwort (Privileged Delete): Password of the user.
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Note

The Privileged Delete options will be visible only if you have purchased the Privileged
Delete license.

Create the required users on the NetApp (console)
To create a user with the necessary rights in the NetApp, open the console and follow these steps.

API-user for querying the volume-information
ONTAP Version >= version 9

e Create a user for the application ontapi, specify a password and assign the role vsadmin-readonly.
OnNTAP version >= version 9

¢ Create the role r_decsapi with the specific rights login-http-admin, api-volume-list-info and api-vol-
ume-options-list-info for the APl access on the NetApp:

useradmin role add r decsapi -c "d.ecs storage manager API access role" -a
login-http-admin, api-volume-list-info,api-volume-options-list-info

e Create a local group g_decsapi on the NetApp and assign the role r_decsapi:

useradmin group add g decsapi -c "group for d.ecs storage manager API
access" -r r decsapi

e Create a local user decsapiaccess on the NetApp and assign the role g_decsapi:

Note

When creating the user decsapiaccess you must define a password. The password should
be configured not to expire.

useradmin user add decsapiaccess -c "d.ecs storage manager API access user"
-g g_decsapi

Check the user settings:

useradmin user list decsapiaccess

The following should be displayed:

Name: decsapiaccess

Info: d.ecs storage manager API access user

Rid: 131079

Groups: g_decsapi

Full Name:

Allowed Capabilities: login-http-admin,api-volume-list-info,api-volume-
options-list-info

Password min/max age in days: 0/4294967295

Status: enabled

API-user for privileged deletion
OnNTAP Version >= version 9
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e Create a user for the application ontapi, specify a password and assign the role vsadmin-snaplock.
ONTAP version >= version 9

useradmin user add decsprivdel -c "d.ecs storage manager privdel" -g
"Compliance Administrators"

Check the user settings:

useradmin user list decsprivdel

The following should be displayed:

Name: decsprivdel

Info: d.ecs storage manager privdel

Rid: 131080

Groups: Compliance Administrators

Full Name:

Allowed Capabilities: cli-cifs*,cli-exportfs*,cli-nfs*,cli-useradmin*,api-
cifs-*,api-nfs-*,login-telnet,login-http-admin, login-rsh, login-ssh, api-
system-api-*,cli-snaplock*,api-snaplock-*,api-file-*,compliance-*

Password min/max age in days: 0/4294967295

Status: enabled

Create REST API users for the Storage VM
With the release of version 3.9.0, d.ecs storage manager supports the new REST API of NetApp systems.

To use the REST API, users with different roles are required.
Creating users for REST API - This is how it works

1. Create a user with the vsadmin role in the appropriate storage VM on the NetApp.
2. Assign the login method HTTP with the authentication method Password to the user.

Optional for Privileged Delete:
To use the Privileged Delete function, create a separate user.
Creating users for Privileged deletion - This is how it works

1. Create a user with the vsadmin-snaplock role in the appropriate storage VM on the NetApp.
2. Assign the login method HTTP with the authentication method Password to the user.

Usage with OnTAP

If the d.ecs storage manager is operated with the OnTAP version 8 and the function Privileged Delete is
used, the option tls.enable on the NetApp must be set to "on". This can be done via the command line of
the NetApp. The command looks like this:

options tls.enable on

Index recovery

The d.ecs storage manager NetApp module allows to recover the internal document index after a loss.
For this effect, it browses the specified target directory for documents and thus rebuilds the index. This
type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index
(also see Tab Database logging).
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5 | Index Wiederherstellung (NETAPP... (5u]/= b See

-,

Index Werzeichniz:

Methpp Yerzeichnis: SWMETAPPSD A .
C:AIMDE=AD 34,

Zuletzt gefundenes Dokument:

Statuz: Micht kv
Gefundene Documente:; I}
|n Cantainerr: I}

Wiederherstelung starten Schlieben

e

NetApp Directory: Directory on the NetApp to be searched for documents.

Index Directory: Directory where the index of the documents for the NetApp system is to be stored.

1.4.10. d.ecs storage manager Silent Cubes
The d.ecs storage manager Silent Cube module allows the d.ecs storage manager to store documents on
a Fast LTA Silent Cube or Silent Brick system.

The Compliance-option must be enabled for the Silent Cubes/Silent Brick system. Moreover, the user
using d.ecs storage manager to access the share must have the right Full Control.

Warning

To store the documents with the d.ecs storage manager on a Silent Cube/Silent Brick
volume, it is essential that the default and minimum retention period for the Silent Cubes
volume is set equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration

Ziel:

Kenfiguration (2SILENTCUBEST) >

25ILENTCUBEST | HeabhCheck |

Aliaz | Speic... | Obere Speichengre. . | Wiederb... | Untere Speiche... | Yolume D | E|
SILEMTCUBES-1  Chd3d.. 77 % True 3% 0300550
SILEMTCUBES-2  Cihd3.. BE% True 2% 13E7FDE

Erzwinge CAS-Erzeugung
[berpriife Daten

Auf SAFE-D atei warten
Werbindungen priifen |

Infao (1] | Ahbbrechen ‘

Objective: List of the target paths where the documents are stored and their properties.

Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Percentage specification of how much storage space may be used for storing data.
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Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

Enforce CAS-creation: If this option is enabled, then the documents are stored in CAS containers. These
containers have a unique ID which is used to verify the consistency of a document during restore.
(During the retrieval it is checked, if the data in a CAS container are unchanged before a document is
passed on to the d.3 server/d.3 gateway/API). Should be enabled in connection with ecspand.

Validate data: If this option is enabled, a file comparison based on the RipeMD256 mechanism is per-
formed after having copied a file to the Silent Cubes volume. This ensures that the file was completely
transferred.

Wait for SAFE-file: If this parameter is enabled, then the d.ecs storage manager only reports an OK
to the d.3 server/ecspand, if the document was completely processed by the Silent Cube/Silent Brick
system.

Warning

For this procedure, the generation of SAFE files for the volume must be enabled on the
Silent Cube/Silent Brick system! The format of SAFE-files must be configured to XML for
this effect.

Kenfiguration (2SILENTCUBEST) X

2SILENTCUBEST  HealthCheck
Drateiname fiir HealthCheck: FILECHECE. T=T|

Infao (1] Ahbbrechen

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.
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Volume configuration
SILEMNTCUBES-1 X

“olume-K.onfiguration ] Privilegiertes L'ci$|:hen]

Alias: Retention Zeitzpanng
SILENTCUBES| Minimale Fetention-Zeit [in Monaten) |6 =
Pfad: M aximale Retention-Zeit [in Monaten]  |600 -
Fy
=

Retention-Zeit automatizch komgieren
Automatizche Yergralerung des Yolumes

Speicheriiberprufung it folgendem Benutzer anmelden
) 3
. Obere Speichergrenze (in %) 77 = UNE Berutzer
Untere Speichergrenze [in %] |33 =

Qbere Speichergrenze (in MB) 0

Untere Speichergrenze [in MB] |0

Werbindung priifen

wiederbeschreibb
| Wiederbesenieibhar Status: Wartend ‘

oK | Abbrechen |

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume-ID in
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Automatically resize the volume: If the used volume is automatically extended by Silent Cubes/Silent
Brick, this parameter must be enabled. Enable this to remove the storage limits.

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed
by the delivering process may be located for a document. These values have to be set and must be
equivalent to the settings of the Silent Cubes volume.

Automatically correct retention period: If a retention-period outside the specified range is passed by a
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, the d.ecs storage manager automatically tries
to log in to the respective volume. This parameter only has to be enabled, if the d.ecs storage manager is
executed under a user account which does not have access to the volume.
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User: User to be used for the login to the volume.
Password/Confirm password: Password of the user to be used for the login to the volume.

Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

e Waiting: There is currently no writing on the volume.

e Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Privileged deletion

The FAST LTA Silent Brick systems with software version 2.22 provide the function Privileged Deletion.
If this function is to be used, it must be activated in the configuration of a volume. The API access must
also be configured for the Silent Brick. This is possible in the volume configuration on the tab Privileged
deletion.

SILEMTCUBES-1 >

Yolume-Konfiguration  Privilegiertes Loschen

v| Privilegiertes Loschen akhbivieren
Silent Bricks-AP-Zuariff
Huost:
Port:
Benutzer: FrivDel
=T U ) —

Yolume-Mame:  [Archiv_PrivDel

Pfad-Prafis:

Werhindung priifen

QK Abbrechen

Enable Privileged deletion: Enables the function Privileged deletion and provides a configuration area
for the Silent Brick API.

Host: The hostname or IP of the Silent Brick.
Port: Port where the API can be reached. The default is here 443 (HTTPS).

User name: User name of the on-premises user of the Silent Brick System configured for privileged
deletion on the Silent Brick System.

Password: Password of the user.
Volume name: Name of the volume on which the privileged deletion is to be executed.

Path prefix: Prefix for the directory structure below the share of the volume used. This specification only
has to be made if the d.ecs storage manager does not write directly to the root directory of the volume
share.

Example:
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Silent Bricks volume share: \\silentbricks\volume1l
Target path within this share: \\silentbricks\volume1\ArchivA\

Path prefix to configure: ArchiveA

Index recovery

The d.ecs storage manager Silent Cube module allows to recover the internal document index after a
loss. For this effect, it browses the specified target directory for documents and thus rebuilds the index.
This type of index recovery should only be used, if no index-recovery-files (*.IR) exist to restore the index
(also see Tab Database logging).

X Index-Recovery (FAST) E [=] @
Silent Cubes directony:  %%SCSERVERWOL -
Index directony: CMMDERNSC|

Last document Faund:

Statuz: Mat active
Documents found: 0
In containers: 1]

Start recovery LCloze

Silent Cubes directory: Directory on the Silent Cube/Silent Brick system to be searched for documents.

Index directory: Directory where the index of the documents for the Silent Cubes/Silent Brick-System
system is to be stored.

Preparation of the Silent Cube/Silent Brick volume
Configuration Silent Cube

When creating the volume on the Silent Cube system, you must comply with the following preconditions
to ensure the proper collaboration of the d.ecs storage manager with the Silent Cube system:

e The volume-type must be configured as WORM with lifetime (RWRO triggered).
¢ The lifetime should be O years and O days.

Note

The d.ecs storage manager passes the lifetime for every document to the Silent Cube
system.
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Bearbeiten eines Volumes

Name: Quota [MB]: Autoinkrement [MB]:  Schwelle [%:]:
vol_d3p 3096576 102400 a0
Volume-Typ: Jahre: Tage:
s .Y

Archivierung Safe-Dateien Sonstiges

Wahlfreier Zugriff innerhalb von Dateien

[ ] paten komprimieren

Dateien nach dem Archivieren aus dem Cache ldschen
| Benachrichtigung wenn noch nicht archivierte Dateien dlter sind als:
! 1 2 Tage 0 2 Stunden |0 2 Minuten

Benachrichtigung wenn noch nicht getriggerte Dateien lter sind als:

1 : Tage 0 C Stunden | 0 : Minuten

Speichemn Abbrechen

If you enabled the option Wait for SAFE-file in the d.ecs storage manager configuration, then you must

also enable the option SAFE files in the Silent Cube Volume definition.

Keonfiguration (SC_RET)

— . ==

SC_RET | HealthCheck |

Ziel | Alias

| Speicherpfad

| Obere Speicherare... | Wwiederh.., | Untere Speichergre... | Wolumd [D | 5

Erzwinge CAS-Erzeugung
Uberpriife Daten
| Auf SAFE-Datei warten

SC_RE.. 10100750, 50% True a0 % M1F3CCE

Werbindung prifen

Infa

k. ‘ Abbrechen

The SAFE-files option List must be enabled for the d.ecs storage manager to process SAFE-files.

Set the file extension of SAFE-files to the default safe.

From d.ecs storage manager version 2.4, the extension for the Safe-files must be set to xml.
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Bearbeiten eines Volumes *
Name: Quota [MB]: Autoinkrement [MB]:  Schwelle [%]:
vol_d3p 3096576 102400 o0
Volume-Typ: Jahre: Tage:
viojo |2 0 |5

Archivierung Safe-Dateien Sonstiges

Safe-Dateien

Auflistung

Dateienweiterung:

safe

Format:
xml b

Speichem Abbrechen

The default settings in the section Miscellaneous should not be changed when you Create of a new
volume. You can only enable “Prioritize the archiving”, if you want to preconfigure a priority when using
multiple volumes.

Bearbeiten eines Volumes %

Name: Quota [MB]: Autoinkrement [MB]:  Schwelle [%]:
vol_d3p 3096576 102400 90
Volume-Typ: Jahre: Tage:

MARRCIN = (=

Archivierung || Safe-Dateien | Sonstiges

Volume-Typ zu "WORM mit Lebensdauer (RWRO getriggert, Autosave)” andern
[] priorisiere die Archivierung
Optimierungen fiir Robocopy
["] Optimierungen fir Quantum StorNext
[] 0-Byte Dateien nicht archivieren
["] umbenennen von leeren Verzeichnissen verbieten

[[] umbenennen von Dateien verbieten

Speichem | | Abbrechen

You should not enable the Button Change volume-type to "WORM with lifetime (RWRO triggered)".
Configuration Silent Brick

On a Silent Brick system, you must create a so-called “Compliant archive” via the web user interface
before you can create a volume. Select a WORM brick as an archive medium for the “Compliant archive”.
If you are using the WORM Brick as a mere archive volume or as an archive medium and stage, depends
on the bricks existing in the Silent Brick system. You can select a WORM brick as a mere archive
medium and e.g. an SSD brick for the stage area. Detailed information can be found in the respective
documentation on the Silent Brick system.
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Under the created “Compliant archive”, you must create a so-called “Sub volume”. From software version
2.22 of the Silent Brick system, you must decide whether you want to create a sub volume in Compli-
ance or in Enterprise mode. The following selection appears:

se Sub Volume Mode

Attention:
Once oreated the chosen volume type cannot be modified.

Flease make sure to choose the right configuration meeting your needs. In most cases ,Compliance™ will be the desired feature.
When mode is set to Enterprise files may be deleted even before their retention is reached.

@ Compliance

Files will be hardware locked against deletion for a given time period.
By using the compliance mode there will be no option to delete or modify files prior to the end of the defined retention time.

This volume mode is commonly used for lawful and compliant long-term archival where retention time is rated higher than personal rights due to
legal requirements.

(") Enterprise
Files will be hardware locked against deletion for a given time period but there will be an option to remaove single files by overriding the retention

using special AP calls.
This wolume mode is commaonby used for the archival of enterprise data where rights of file owners may override legal requirements.

s (R

For the standard storage via the d.ecs storage manager you should choose the subvolume mode Compli-
ance. If you need to delete documents before the retention time expires, you must use the Sub Volume
Mode Enterprise. For a subvolume in Compliance or Enterprise Mode, choose the following settings:

Add Sub Volume

Name:

D3P
Description:
Volume for D3P

Volume type: Years:
WORM with retention (RWRO triggered) » 1]

Hours: Minutes:
0 ~

v

<
“§

<
=1

<

Safe files | Miscellaneous

[¥] List

File extension:
safe

File format:
xml v

When creating the sub volume on the Silent Brick system, you must comply with the following precondi-
tions to ensure the proper collaboration of the d.ecs storage manager with the Silent Brick system:

¢ The volume-type must be configured as WORM with lifetime (RWRO triggered).
¢ The lifetime should be O years, O days, O hours and O minutes.
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Note
The d.ecs storage manager passes the lifetime for every document to the Silent Brick
system.

¢ Enable the option List so that the SAFE files in the file system are visible for the d.ecs storage
manager.

¢ The File extension of the Safe files should not be changed and remain safe as default. Else, a proper
collaboration with d.ecs storage manager is not ensured.

e Please select xml as the File format for the SAFE-files as this is expected by d.ecs storage manager.

The Miscellaneous settings for the “Sub volume” to be created should not be changed. Only the setting
Prioritize ingests can optionally be enabled.

Add Sub Volume

Name:

D3p

Description:

Wolume for D3P

Volume type: Years: Days: Hours: Minutes:
WORM with retention (RWRQ triggered) a0 20 20 2 0 |2

Safe files Miscellaneous
[T] Prioritize ingests

[7] Do not archive 0-byte files
[] Prevent renaming of empty directories

[] Prevent renaming of files

Note

To enable the d.ecs storage manager to store documents on a Silent Cube volume or a
Silent Brick sub volume, a respective share to the volume must be configured. The share
can be done for a domain user or a local user of the Silent Brick System.

Setting up a user for privileged deletion associated with Enterprise Sub Volumes.

The privileged deletion of documents, i.e. the deletion of documents before the retention time has
expired, via the d.ecs storage manager can only be performed by a local user of the Silent Brick system.

Create a corresponding user and assign him the role "ComplianceAdmin" for the corresponding "Compli-
ance Archive".
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Add User
User Name: PrivDel

Description: Compliance Admin User for privileged delete

Role: ComplianceAdmin - d3_Archiv b
Password: sessssene

Retype Password: TYITIIIL

To activate '2-factor authentication' please save and then edit this new user.

Cancel Save

1.4.11. d.ecs storage manager TSM

With the d.ecs storage manager TSM module, d.ecs storage manager can store documents on a Tivoli
Storage Manager/Spectrum Protect Server.

A 64-bit operating system is required to use the d.ecs storage manager-TSM module due to its depend-
ency on the IBM Spectrum Protect Client.

In order to ensure a proper cooperation between d.ecs storage manager and the Tivoli Storage Manag-
er/Spectrum Protect Server, an installed IBM Spectrum Protect Client with version 8.1.20.0 is required.

The compatibility to a higher API version cannot be guaranteed due to a change in the APl by IBM.

Configuration
DSM-Api directory: Specify the API-directory of the TSM client here.

Warning

After upgrading from an older d.ecs storage manager version (< 3.3) where the 32 bit
TSM client was still used, the API directory has to be changed to the 64 bit variant.

By default, the API directory is located at:

C:\Program Files\Common Files\Tivoli\TSM\api64

OPT file (Global): Specify the OPT file (Options file of the TSM client) to be used by default. A global
OPT file must be specified.

OPT file: Enter the explicit OPT file to be used, if the default OPT file is not used, e.g. to establish a
connection to a separate TSM server.

Management class: Enter the management class based on which the TSM server should store a docu-
ment.

Note

Note that an event-based management class is required here.

Filespace: Enter a name for the storage area on the TSM server.
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Warning

If you operate several d.3 server (with the same repository IDs), which are saving their
data on one TSM server, then you must make sure that the filespace for each d.3 server
has a different name. Example: for server 1: d3storel, for server 2 d3store2. Otherwise
this will result in problems later with the recovery of the index structure!

Connections: This defines the maximum number of simultaneous connections to the TSM server. If
a connection is not used, it is automatically disconnected from the d.ecs storage manager after five
minutes.

User: Enter the user name to be used for the TSM connection here.
Password: Specify the password for the TSM connection here.

Prevent closing connections: If this parameter is enabled, then the TSM-connection is kept open after a
retrieval.

Warning

Only enable this option, if you are sure that all objects do not have to be read from a
sequential storage medium.

You can obtain information about how to use a management class for the further processing of the
documents by the Tivoli Storage Manager in the documentation of the Tivoli Storage Manager.

Since the passwords of a TSM user expire after certain intervals and must be reset, it is recommended to
use the login procedure passwordaccess generate of the TSM client. This procedure automatically resets
the passwords automatically after their expiry.

To activate this procedure, enter the following line in the OPT file:
passwordaccess generate

The OPT-file could then look as follows:

TCPServeraddress 192.168.0.245
Nodename d3user
TCPPORT 1500
passwordaccess generate
enablearchiveretentionprotection yes

Please consult the TSM client manual for information on the respective entries of the file.

Having changed the login procedure in the OPT file, please delete the user name in the configuration
mask of the TSM system. After a successful connection to the TSM, the password can also be deleted
from the configuration mask. The new password saves the TSM client encrypted in the Microsoft
Windows registry.

Index recovery

The d.ecs storage manager TSM module offers the possibility to restore index recovery files (*.IR) stored
on the TSM in order to rebuild the reference index of d.ecs storage manager (see alsoTab Database

logging).

Enough disk space must be available in the specified index directory so that the downloaded index
recovery files can be stored there. The filespace name should be assigned automatically. In order to
search for Index recovery file on the pool “B”, the Pool ID B must be specified. Then the recovery process
is started with a click on the button Start recovery. Depending on the number of documents located on
the document pool, the search can take several minutes or even hours.
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B Index Wiederherstellung (TSM_CER... —

|ndexerzeichniz: | Cohindex recoven TSM_CERT

Filespace: d3cert

Pool ID: B

YWiederherstellungzinformationen

Statuz: Micht aktiv
Gefundene Dokumente; 1]

Wiederherstellung starten | |

| X

Schlieben |

1.4.12. d.ecs storage manager Governikus LZA/DATA Aeonia

The d.ecs storage manager Governikus LZA module enables you to store documents in a Governikus
LZA/DATA Aeonia signature system. For final storage on a separate storage system, you can use a
second (downstream) d.ecs storage manager that stores the data on the supported storage systems.

To use this module, you require a Governikus LZA system with version 3.5 or a DATA Aeonia system
with version 10.1.2, with the latest hotfixes installed in each case. The most recent tested version of LZA
is 3.5.3.2. The most recent tested version of DATA Aeonia is 10.1.2. Configure the LZA/DATA Aeonia
system so that the data is stored in TR-ESOR 1.2 format.

Warning

Since the Governikus LZA/DATA Aeonia signature system uses special automated signa-
ture functions that require access to the original document content (for re-signing), the
Single Instancing function is not supported when using a Governikus LZA/DATA Aeonia

signature system.

Warning

Due to current restrictions in the d.ecs storage manager API, the maximum document
size that can be sent to LZA/DATA Aeonia is 1.2 GB.

Communication chart

The following diagram shows the technical procedure when there is a second d.ecs storage manager
downstream from the LZA/DATA Aeonia system.
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d.3 server/
ecspand
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1. d.ecs storage manager

;

d.ecs storage
manager LZA
module (AQID 4
from LZA is

reference)

A 4

XAPI
Container

'

Governikus-LZA ‘. ................................................

A 4

KAIP-
Container

Storage Adapter

'

Storage via d.ecs

storage manager Proven restore via

API d.ecs storage
(AQID from LZA as manager APl
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Secondary storage (red)

¢ d.3/ecspand sends the document and signatures to d.ecs storage manager.

d.ecs storage manager Governikus LZA generates a XAIP container from it and sends it to the LZA

system.

e The LZA system checks the XAIP container, adds a timestamp, generates the AOID and passes it to
the LZA storage adapter (the LZA must be configured in such a way that evidence records are not also
stored in the XAIP to prevent duplicate storage later).

e The LZA storage adapter sends the XAIP container to a second downstream d.ecs storage manager
instance and uses the passed AOID as a DOCID. The LZA storage adapter then waits for the down-
stream d.ecs storage manager instance to store the container in the secondary storage.

e The downstream d.ecs storage manager instance stores the document on the configured secondary
storage system.

¢ |f the document has been stored on the secondary storage, the LZA storage adapter returns an OK to
the LZA system. The LZA system passes the OK and the AOID to the first d.ecs storage manager, d.ecs
storage manager stores the AOID for the document and signatures and returns the OK to d.3/ecspand.

e The first d.ecs storage manager asynchronously queries the LZA system for the evidence records of
the documents stored on the secondary storage and stores them via the downstream d.ecs storage
manager.

Unproven restore (green)

For the ordinary (unproven) restore (green), the first d.ecs storage manager instance loads the XAIP
container using the stored AOID directly via the API from the second downstream d.ecs storage manager
instance and extracts the document/signatures.

Proven restore (blue)

In the proven restore (blue), the first d.ecs storage manager instance requests the XAIP container from
the LZA system. The LZA system then loads the XAIP container through the LZA storage adapter via
the d.ecs storage manager API from the second downstream d.ecs storage manager instance. The LZA
storage adapter then passes the XAIP container to the LZA system. The LZA system checks the XAIP
container and passes it to the first d.ecs storage manager instance. This can now extract the document /
the signatures and deliver them to d.3/ecspand.

Configuration
LZA connection settings

Server: The IP or host name of the DATA Aeonia server.

Port: The port for the ArchiSafe module of the LZA/DATA Aeonia server.

Certificate file: The certificate for client-side authentication (in PEM format).

Key file: The Key file for client-side authentication (in PEM format).

Test connection: Tests the connectivity to the LZA/DATA Aeonia server.

Signature validation mapping

Select the signatures to be checked by the Governikus LZA/DATA Aeonia system.
Attribute settings

Properties of d.3 can only be adopted in the XAIP container from d.3 server version 8.1.

In order to transfer the document properties from d.3 to the Governikus DATA Aeonia system, the
credentials of a d.3 user with access to all documents and document types must be specified in the
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configuration. The user must be configured in such a way that their access never expires, otherwise
secondary storage may fail due to login issues.

Store properties in XAIP container: Enables saving the properties from d.3 to the swapped XAIP con-
tainer.

Base address: Specifies the base address under which the d.ecs http gateway is accessible.
Archive ID: The main ID of the d.3 repository.

User: The user to be used for access to the d.3 repository. Leave this parameter empty if you are using a
technical user.

Password / API token, Confirm password / API token: The password of the d.3 user in question or the
API token if using a technical user.

Test connection: Checks the access to the d.3 API using the specified user and password.
Secondary d.ecs storage manager instance

If the option Use secondary d.ecs storage manager is enabled, an additional page is displayed for the
configuration of the second d.ecs storage manager instance.

Server: The IP or host name of the server on which d.ecs storage manager is running.

Port: The port of the web interface or the API of d.ecs storage manager.

Password/Confirm password: Password for access to the web interface or API.

Pool ID: Pool ID of the pool where the documents are to be stored.

Use SSL encryption: This enables the SSL encryption.

Proven restore: If this option is enabled, the documents are always requested via the Governikus DATA
Aeonia system. This option should only be enabled in case of doubt for performance reasons. If this
option is enabled the documents are always requested from the downstream d.ecs storage manager by

APL.

Test connection: Checks the connection to the d.ecs storage manager.

Preparing the Governikus LZA/DATA Aeonia system
A certificate is required to establish a connection to the Governikus LZA/DATA Aeonia system. The d.ecs
storage manager Governikus LZA module uses this certificate to log in to the Governikus LZA/DATA

Aeonia system. The certificate consists of a certificate file and a matching key. Both must be provided in
PEM format.

Note

The following settings are required only if there is a second d.ecs storage manager
instance downstream from the LZA/DATA Aeonia system.

To allow Governikus LZA/DATA Aeonia to communicate with the downstream d.ecs storage manager,
you must manually install a special storage adapter in combination with an adjusted configuration file in
Governikus LZA/DATA Aeonia. Following the installation of d.ecs storage manager, the storage adapter is
located in the sub-directory LZA-StorageAdapter (storage_decssm_lza_storage_adapter.rar).

Installing the LZA storage adapter on the DATA Aeonia system
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Note

To install the adapter, you must have a DATA Aeonia system running version 11.1.5 or
later.

To install the LZA storage adapter

e Copy the file storage_decssm_lza_storage_adapter.rar from the d.ecs storage manager sub-directory
LZA-StorageAdapter to the DATA Aeonia installation directory (for example, to a deployments sub-di-
rectory).

e Start the JBOSS CLI and connect to the JBOSS server.

e Make the storage adapter known to JBOSS using the following command:

deploy [Installation directory]
\deployments\storage decssm lza storage adapter.rar

e Optional: Check whether the storage adapter is available in the file standalone.xml in the directo-
ry [Installation directory]\jboss\standalone\configuration\ by searching for storage_decssm_lza_stor-
age_adapter.rar.

e Log in to the DATA Aeonia WebAdmin and select the long-term storage section.

e Select the option General configuration in the menu on the left.

¢ Under Archiving type, select the d.ecs storage manager LZA storage adapter.

An input form appears for the configuration data of the d.ecs storage manager to be used for the
secondary storage of the DATA Aeonia system data.

The parameters have the following meaning:
Server-Name / IP: Host name or IP of the server on which d.ecs storage manager is running.
Port: The port of the web interface/API of the d.ecs storage manager.

IDP-Token verwenden (Use IDP token): Indicates whether the password is the API token of an IDP user.
Possible values: true, false.

Password: Password for the d.ecs storage manager web interface/API. If the value true is specified under
IDP-Token verwenden (Use IDP token), you need the API token of an IDP user who has access to the
d.ecs storage manager web interface or API.

Pool ID: Pool ID of the pool where the documents are to be stored.

Use SSL: Specifies whether the connection to the d.ecs storage manager is to be established via SSL.
Possible values: true, false.

After specifying the parameters:

e Select Apply in the lower section.
e Select the option Long-term storage in the menu on the left.
e Save the configuration.

In addition, please note that saving of the Evidence Records in a XAIP container (container format for
documents and signatures) in the Governikus DATA Aeonia system must be disabled to prevent the
duplicate storage of data. To change the settings, log in to the DATA Aeonia WebAdmin, go to ArchiSig
modules > General configuration and disable the option Insert ERs into XAIPs in the Embedding
EvidenceRecords category.

1.4.13. d.ecs storage manager system connect

The d.ecs storage manager system connect module allows access to third-party repositories using special
connectors. The connectors provide a read-only access to the third party repositories. The secondary
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storage of documents via the d.ecs storage manager system connect module and the respective connec-
tors is not possible.

Configuration

The d.ecs storage manager system connect module has a minimalistic configuration form only allowing
you to select the connector to be used. The then following configuration dialog is provided by the
selected connector and must be explained in the connector's documentation.

Konfiguration (TESTCONNECTOR) e

*  Kaonfigurieren
Infa 0k, | Abbrechen |

Connector: This defines the connector to be used.

K.onnektor:

Configure: Opens the configuration dialog of the selected connector.

Note

A connector cannot be changed later. If another connector is to be used, a new system
must be created in d.ecs storage manager.

1.4.14. d.ecs storage manager Isilon

The Isilon module allows the d.ecs storage manager to store documents on a Dell EMC Isilon storage
system.

Warning

To store the documents with the d.ecs storage manager on an Isilon volume, it is essential
that the default, minimum, and maximum retention period for the Isilon volume are set
equivalent to the retention periods in the leading system (d.3/ecspand).

Configuration

Kenfiguration (2I1SILONT) x

2ASILONT | HeahCheck |

Ziet Alias | Speic... | Obere Speichergie... | Wisdeh... | Untere Speichergre... | Valume-D | 5
ISILOM-1 Chd3.. 77 ME True F3ME 054B150F
ISILOM-2 Chd3d.. 70% True anE 0208C739

Erzwinge CAS-Erzeugung
Uberpriife Daten

Werbindungen priifen ‘

Info Ok, ‘ Abbrechen ‘
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Objective: List of the target paths where the documents are stored and their properties.
Alias: Alias name of the volume.

Storage path: Target path where the documents are stored.

Upper storage limit: Specifies how much storage space may be used for storing data.

Rewritable: If this option is set, the data will be re-written as soon as the available storage space falls
below the Lower storage limit.

Lower storage limit: Specify the percentage of disk space which may be occupied before documents can
be stored again.

Volume ID: Every storage path gets a unique volume ID.

CAS-creation: If this option is enabled, then the documents are stored in CAS containers. These contain-
ers have a unique ID which is used to verify the consistency of a document during restore. (During the
retrieval it is checked, if the data in a CAS container are unchanged before a document is passed on to
the d.3 server/d.3 gateway/API). This should only be enabled in connection with ecspand products.

Validate data: If this option is enabled, then a file comparison based on the RipeMD256 hash procedure
after copying a file to the Isilon volume to make sure that the file was transferred completely.

Kenfiguration (21SILONT) >

J5ILON1  HealthCheck ]

Dateiname fiir HealthCheck:  FILECHECK. T

Info Ok, Abbrechen

File name for HealthCheck: File name to be used during the system check by the HealthCheck process.
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Volume configuration

[SILOM-1 >
Aliaz: Fetention Zeitzpanne
ISILON-1| Mirimale Fetention-Zeit [in Monaten] |6 =
Piad: Maximale Retention-Zeit (in Monaten]  |600 A
F Y
=

Fetention-Zeit automatizch korigieren
Speicheruberprufung

Clbese Sigialnsysyztize 10 ] a0 v it falgenderm Benutzer anmelden

Urtere Speichergrenze [in %] |50 2 UNC Benutzer

Obere Speichergrenze [in MB) 77
L
Untere Speichergrenze (in MB] 33

| wiederbeschreibbar Werbindung prufen

Statuz: ‘wartend |

ok ‘ Abbrechen |

Alias: Alias name for the volume. If a name is specified here then this is used instead of the volume ID in
the web interface. This is used for a better overview.

Storage path: Specify a path here where the documents are stored

Upper storage limit (in %): Here you can define a percentage of how much storage space may be used
for the storage of data.

Lower storage limit (in %): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Upper storage limit (in MB): Here you can define in MB how much storage space may be used for the
storage of data.

Lower storage limit (in MB): Specify the percentage of hard disk space which may be occupied before
documents can be stored again.

Rewritable: This option is only available, if more than one volume is configured and specifies, if a volume
should be rewritten as soon as the lower storage threshold of the volume is exceeded (e.g. by deleting
old documents).

Minimum/maximum retention period (in months) Specifies the range in which the retention time passed
by the delivering process may be located for a document. These values have to be set and must be
equivalent to the settings of the Isilon volume.

Automatically correct retention period: If a retention-period outside the specified range is passed by a
delivering process, then the time is automatically set to the minimum or maximum, if this parameter is
enabled. Else the job is blocked and the document is not written to the secondary storage.

Log in with the following user: If this parameter is enabled, d.ecs storage manager automatically tries
to log in to the respective volume. This parameter only has to be enabled, if d.ecs storage manager is
executed under a user account which does not have access to the volume.

User: User to be used for the login to the volume.

Password / Confirm password: Password of the user to be used for the login to the volume.
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Status: One of three possible values of the volume is displayed. Use the Reset volume status button to
reset the status of a volume to Waiting.

¢ Waiting: There is currently no writing on the volume.
e Writing: Currently writing on the volume.

¢ Full: The volume was written on until it exceeded the configured memory limits. The volume cannot
and will no longer be written to.

Preparation of the Isilon volume
The configuration of the Isilon volume has various requirements which will be described below.

e |t is recommended that the values Minimum Retention and Default Retention are set to one day and
Maximum Retention to the highest retention time defined in d.3/ecspand. This avoids possible issues
when setting the retention time through d.ecs storage manager. Else, Isilon overwrites the retention
periods set by d.ecs storage manager automatically with the specified defaults.

e The parameter Auto Commit must not be enabled, as the Isilon then automatically locks documents
and under certain conditions this interferes with the procedures of d.ecs storage manager.

¢ Since d.ecs storage manager does not support the function Privileged Delete of Isilon, this option can
be disabled.

Create a WORM Domain
* = Required field

Domain Settings

Privilzged Delete
Off w

" Path

fifs/dstaSmart_ock_JE | Browse i

Apply Retention Settings to WORM Protected Files

[& Apply a default retention span
Specific b

1 Days b

[ Enforce a minimum retention time span
Specific b

1 Days w

[ Enforce a maximum retention time span
50] Yaars v

Automatically commit files after a specific period of time

[ Owerride retention periods and protect all files until a specific date

Cancel Create Domain

1.4.15. d.ecs storage manager S3

With the module d.ecs storage manager S3, d.ecs storage manager can store documents on an S3-com-
patible data storage device. The S3 data storage itself can be provided by the customer.
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Currently supported systems:

Standard S3 (without revision security)
DELL EMC/ECS

d.velop cloud storage OTC

S3 Object Lock Governance/Compliance
e more systems upon request

The documents can optionally be protected against unauthorized viewing with AES256 encryption.
When storing data with an Internet S3 provider, enabling encryption is recommended.

The operation of d.ecs storage manager S3 requires an installed .NET Core Runtime in version 3.1.5 or
higher. This is installed during the installation of d.ecs storage manager.

Note

The d.ecs storage manager S3 module is only to be used in conjunction with on-premises
storage solutions. For use with Amazon S3 or Open Telekom Cloud, d.velop cloud storage
(AWS) or d.velop storage service (OTC) can be booked with d.velop AG. If you want

to use the S3 module with other S3 cloud systems, you must license the d.ecs storage
manager S3 for cloud module.

Configuration

The configuration of an S3 system in d.ecs storage manager consists of three sections: access data,
encryption and proxy settings. The individual sections are explained below.

Access data

Access key: Enter the access key with which access to the S3 memory is possible.

Secret access key: Enter the secret access key with which access to the S3 memory is possible.
Bucket: Enter the name of the target bucket here.

Endpoint: Enter the service endpoint address of your S3 memory here.

Region: Specify the region to use in your S3 memory.

Tenant ID (optional): A tenant ID (max. 32 characters) can be specified here. This specification is optional
and only necessary if several clients are to be stored in the same bucket. Specifying a tenant ID causes
the client data to be divided into different subdirectories below the root directory of the target bucket.

Test connection: Tests the connection to the specified service endpoint and displays information about
the configured encryption.

Encryption
The setup of the encryption is described in more detail in the subchapter Encryption.
Proxy

It is possible to use a proxy server to communicate with the S3 memory. Enter the login credentials for
the proxy server available in your network in the corresponding fields. The username and password are
optional fields and only need to be filled if you are using a proxy server with user authentication.

New functions

Some S3 storage systems support advanced S3 features such as the use of retention periods for data
objects. This functions can be enabled optionally.
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Activate the advanced functions and select the type of the connected storage system.

Note

If only standard S3 is to be used, then this must be explicitly confirmed. In this case,
documents are not stored in an audit-proof manner (no protection by setting retention
periods).

Miscellaneous

Under the section Miscellaneous there are various options that are important for one or the other
S3-based system.

Force "path style": Depending on how a bucket is addressed in the addressed system, path style or host
style (default) must be used.

Disable SSL checking: Disables the validity check of SSL certificates.

Chunk size in MB: Specifies the chunk size for uploading data objects. Minimum is 5 MB, maximum is
100 MB.

Connection timeout: Specifies the maximum time in seconds for a connection attempt. The default value
is 5 seconds.

Read/write timeout: Specifies the maximum time in seconds for a read or write attempt. The default
value is 300 seconds.

Number of trials: Specifies the maximum attempts for an S3 API call. The default value is 2.

Encryption
On the Encryption configuration page, you can activate the encryption of the data objects so that the
objects are stored encrypted in the S3 memory.

Depending on the extent to which the encryption is already configured and initialized on your system,
different configuration views may be displayed when you switch to the configuration page.

Initializing and activating the encryption function
To enable the encryption of the data objects, you must first generate a security ID.

The movement of the mouse is taken into account during generation, resulting in an even more random
key.

e Click Start to begin with the generation.

e Click on the button again after a few seconds to stop the generation. So that the mouse is not
necessarily at the position of the button, the button can also be operated by pressing the space bar.

¢ Then, you must print the generated security ID. He printout contains a confirmation code that you
must enter in the Confirmation section.

Encryption can be activated only once the security ID has been entered correctly.
It may take some time to activate encryption (approximately 15 to 20 seconds).
After successful enabling of the encryption, the message "The encryption is active" appears.

The encryption has now been enabled and d.ecs storage manager can store the documents/data objects
encrypted in the connected S3 memory.

Activating encryption when the encryption function has already been initialized
If the encryption has already been initialized, it can simply be enabled for another bucket.

74



d.ecs storage manager d.veLop

e Click Enable to activate it.
It may take some time to enable the encryption (approximately 2 to 5 seconds).
After successful enabling of the encryption, the message "The encryption is active" appears.

The encryption has now been enabled and d.ecs storage manager can store the documents/data objects
encrypted in the connected S3 memory.

Renewed initialization of the encryption function after the master key was lost

If the initialization of the encryption function is lost, e.g. as a result of a clean installation of the
operating system, a server migration or changed hardware, the encryption function must be enabled
again.

This is done using the security key on the printed copy generated at the time of initializing the encryp-
tion.

¢ Enter the security key that appears on the printed copy.
e Click Re-enable.

It may take some time to activate encryption (approximately 15 to 20 seconds).
After successful enabling of the encryption, the message "The encryption is active" appears.

The encryption has now been enabled and d.ecs storage manager can store the documents/data objects
encrypted in the connected S3 memory.

More information about supported storage systems

d.velop cloud storage OTC
Notes on storage and deletion of data objects

The data objects stored in d.velop cloud storage OTC each have a retention period. This retention period
is given by the leading system when the data objects are stored. The retention period is taken into
account during a deletion process and the deletion is stopped if the retention period has not yet expired.

Documents that can be deleted due to an expired retention period are deleted directly during a deletion
process. This deletion process cannot be undone. Deleted data objects cannot be restored.

During configuration, note that the endpoint is set to "https:/obs.eu-de.otc.t-systems.com" and the
region is set to "eu-de". The accessibility of the endpoint may have to be enabled in the existing
firewall. Furthermore, the accessibility of the end point "https:/otc-storage.service.d-velop.cloud" must
be guaranteed.

DELL/EMC ECS

If you are using d.ecs storage manager S3 in conjunction with an ECS (Elastic Cloud Storage), then you
must enable the Enforce path style option on the Miscellaneous tab.

S3 Object Lock
The following S3-compatible systems were successfully tested with the Object Lock option activated:
System Version Object Lock mode Tested on
Hitachi Content Platform 9.6.0.214 Governance 13.10.2023
(HCP)
Hitachi Content Platform 9.6.0.214 Compliance 13.10.2023
(HCP)
iTernity iCAS FS 1.18.4 Governance 06.08.2025
iTernity iCAS FS 1.184 Compliance 06.08.2025
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System Version Object Lock mode Tested on
NetApp Storage Grid 11.6.0 Compliance 06.01.2023

1.4.16. d.ecs storage manager proNEXT

The d.ecs storage manager proNEXT module enables you to store documents in a Procilon proNEXT
signature system. At least version 2.12.0 of proNEXT ArchiveManager is required for operation.

Warning

Since the Procilon proNEXT signature system includes special automated signature func-
tions that need to revert to the original document contents (for oversigning), the singlein-
stancing function is not supported when using a Procilon proNEXT signature system.

Configuration
proNEXT connection settings

ArchiSafe: The IP address or the host name and the port of the ArchiSafe service of the proNEXT server.

UserManager: The IP address or the host name and the port of the UserManager service of the proNEXT
server.

IDP: The IP address or the host name and the port of the IDP service of the proNEXT server.
User: The user name for accessing the proNEXT server.

Password: The password to access the proNEXT server.

Keycloak: Specifies whether Keycloak should be used for login.

Test connection: Tests connectivity to the proNEXT server.

XAIP mode: Select the mode to be used for compiling an XAIP.

o XAIP: When the XAIP container is created, the data objects are also saved in the XAIP container.
e LXAIP: When the LXAIP container is created, the data objects in the XAIP container are only refer-
enced. This makes the container considerably smaller.

Signature validation mapping: Select the signatures that can or should be verified by the proNEXT
system.

Attribute settings
Properties of d.3 can only be adopted in the XAIP container from d.3 server version 8.1.

To be able to transfer the document properties from d.3 to the proNEXT system, save the access data of
a d.3 user in the configuration.

Ensure the following:

e The user has access to all documents and document types.
e The access never expires. Otherwise, it may not be possible to perform the secondary storage due to
login problems.

Store properties in XAIP container: Enables saving the properties from d.3 to the swapped XAIP con-
tainer.

Base address: The basic address at which d.ecs http gateway can be reached.
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Archive ID: The main ID of the d.3 repository.

User: The user to be used for access to the d.3 repository. The password of the d.3 user in question or
the API token if using a technical user.

Password / API token, Confirm password / API token: The password of the d.3 user in question or the
API token if using a technical user.

Test connection: Checks the access to the d.3 API using the specified user and password.

Routes: Here you can configure the endpoints you use for the proNEXT services. To configure the
default routes, you can enable the corresponding option for the default routes. If you use Keycloak, there
are various routes for the IDP service.

Important notes on the use of LXAIP containers

When using LXAIP containers, in contrast to normal XAIP containers, the data objects are not transferred
to the proNEXT system. The transferred containers only contain metadata and object references with
which the proNEXT system can request the data objects from d.ecs storage manager. Omitting the data
objects leads to considerably smaller XAIP containers in the proNEXT system. The advantage is that
changes to the metadata or evidence information of the LXAIP container do not lead to the user data
being recreated.

Please note the following:

e To enable the proNEXT system to request the data objects from d.ecs storage manager, the data
objects must be stored on a separate storage system. When configuring the storage pools, make sure
that at least two systems are assigned to the respective pool. The first system must correspond to the
system to which the data objects of a storage job are initially to be stored. Only then are the data
objects transferred to the proNEXT system as a reference.

¢ You can deactivate the retrieval for this system in the system settings of the proNEXT system in
d.ecs storage manager, as the d.ecs storage manager proNEXT module does not support the retrieval
of documents from an LXAIP container. In this scenario, the data objects are always retrieved from
the first system in the storage pool. If XAIP containers are already stored in the respective proNEXT
system, retrieval must be activated. Otherwise, documents from the XAIP containers that have already
been stored cannot be retrieved.

e Only run the system check from a proNEXT system with LXAIP if the retrieval test remains deactiva-
ted. Otherwise, retrieval errors will occur. The mere existence check of the containers is possible.

¢ When synchronizing the data to a new system, the data must be synchronized from the separate
storage system. You can then perform a synchronization from the proNEXT system to the new system.
Synchronization of the proNEXT system is only necessary if there are also XAIP containers in the
proNEXT system in addition to the LXAIP containers.

e Do not select a system that is configured for LXAIP as the destination for the database logs (IR files). IR
files are blocked by the proNEXT module for technical reasons if LXAIP mode is configured.

1.4.17. d.ecs storage manager Azure

With the d.ecs storage manager Azure module, d.ecs storage manager can store documents in an Azure
Blob Storage container.

Optionally, the documents can be protected from unauthorized access using AES256 encryption.

Configuration

The configuration of an Azure system in d.ecs storage manager consists of three sections: access data,
encryption and proxy settings. The individual sections are explained below.

Access data

Account Name: Enter the account name for accessing the Azure memory.
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Account Key: Enter the account key for accessing the Azure memory.
Container: Enter the name of the target container here.

Tenant ID (optional): You can enter a tenant ID (max. 32 characters) here. This entry is optional and only
necessary if several tenants are to be stored in the same container. Specifying a tenant ID causes the
tenant data to be divided into different subdirectories below the root directory of the target container.

Test connection: Tests the connection to the specified service endpoint and displays information about
the configured encryption.

Encryption
For more information on setting up encryption, see Azure encryption.
Proxy

You can use a proxy server to communicate with the Azure memory. Enter the login credentials for the
proxy server that is available in your network in the corresponding fields. The username and password
are optional fields and only need to be filled if you are using a proxy server with user authentication.

Miscellaneous

Under the Miscellaneous section, there are various options that are important for communication with
the Azure system.

Disable SSL checking: Disables the validity check of SSL certificates.

Number of trials: Specifies the maximum attempts for an Azure API call. The default value is 2.

Encryption
On the Encryption configuration page, you can activate the encryption of data objects. This means that
the objects are stored in the Azure memory in encrypted form.

Depending on the extent to which the encryption is already configured and initialized on your system,
different configuration views may be displayed when you switch to the configuration page.

Initializing and activating the encryption function
To enable the encryption of data objects, you must first generate a security ID.

The movement of the mouse is taken into account during generation, resulting in a more random key.

1. Click Start to begin the generation process.
2. After a few seconds, click Stop to stop the generation. You can also operate the button by pressing
the space bar so that the mouse is not necessarily at the position of the button.

3. Print out the security ID that is generated. The printout contains a confirmation code that you must
enter in the Confirmation section.

Warning

Keep the printout safe. If the printout and thus the security ID are lost, it will not be
possible to restore the master key.

When replacing the hardware components, you may have to enter the security ID again.
Encryption can be activated only once the security ID has been entered correctly.
It may take some time to activate encryption (approximately 15 to 20 seconds). Once encryption has

been successfully activated, the following message is displayed: Encryption is active.
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Encryption has now been activated and d.ecs storage manager can store the documents and data objects
in the connected Azure memory in encrypted form.

Activating encryption when the encryption function has already been initialized
If encryption has already been initialized, you can simply activate encryption for another container.

Click Enable to activate it.

It may take some time to activate encryption (approximately two to five seconds). Once encryption has
been successfully activated, the following message is displayed: Encryption is active.

Encryption has now been activated and d.ecs storage manager can store the documents and data objects
in the connected Azure memory in encrypted form.

Re-initialization of the encryption function after the master key was lost
If the initialization of the encryption function is lost, e.g. as a result of a clean installation of the
operating system, a server migration or changed hardware, you must reactivate the encryption function.

To do so, use the security key on the printed copy that was generated when encryption was initialized.

1. Enter the security key that appears on the printed copy.
2. Click Re-enable.

It may take some time to activate encryption (approximately 15 to 20 seconds). Once encryption has
been successfully activated, the following message is displayed: Encryption is active.

Encryption has now been activated and d.ecs storage manager can store the documents and data objects
in the connected Azure memory in encrypted form.

Preparing the Azure Blob Storage container

For the storage account under Data Protection, activate the option Enable Versioning of Blobs and for
the container during creation, activate the option Enable version-level immutability support. This is to
enable you to store data via d.ecs storage manager in a container in Azure Blob Storage.

1.5. Opening d.ecs storage manager
Start the d.ecs storage manager as follows:

decssm.exe [option] <configfile>

You can pass one of the following start options to the d.ecs storage manager:
/SA: Starts the storage process only

/SR: Starts the restore process only

/SAR: Starts the storage and restore process

If none of these parameters is passed, then the d.ecs storage manager starts without activating the
storage or restore process. In this case, it is then possible to activate the storage/retrieval process via the
Web interface. If the secondary storage- and/or the restore process is started via the web interface, this
only applies until the next start of the d.ecs storage manager.

Other internal d.ecs storage manager processes are automatically started independent from the passed
start parameters.

Note

The name of the configuration file must always be passed as a parameter or the d.ecs
storage manager will automatically stop after the start.
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The configuration files are saved in the sub-directory configs in the program directory of the d.ecs
storage manager and can be passed to the d.ecs storage manager. A configuration always consists of a
configuration file (INI file) and one or more module configuration file (CFG file). The name of a module
configuration file is equivalent to the name of the module used (e.g. netapp.cfqg, centera.cfg,
tsm.cfg,..). The configuration file (INI) to be used must be passed when calling the d.ecs storage
manager.

If the d.ecs storage manager is started via the d.3 process manager, then you must create a new process
there entering the command line described above under Target, e.g.:

c:\decs\decsstoragemanager\decssm.exe /SAR
c:\decs\decsstoragemanager\configs\d3FU.ini

Furthermore, the Working path in the d.3 process manager must be set to the d.ecs storage manager
directory (e.g. c:\decs\decsstoragemanager).

1.6. Web-Interface

d.ecs storage manager offers a web interface for the monitoring of the d.ecs storage manager. The
individual processes (storage/retrieval) can be enabled or disabled.

Furthermore, you can obtain information on the currently installed storage drivers. For troubleshooting
purposes the debug logging can be enabled during runtime.

d.ecs slarage manager (@) dvewop

Web-Interface

Prozess (bersicht | Jol)—ijbricht[ Pool Ubersicht | System Informationen | TreiberInformationen | DokumentInformationen

Dehugging . )
dekiniaran g Prozess-Ubersicht:

Stemslatl‘ls o
Status Prozess Aktuelle Nachricht

System-
Synchronisation

Auslagerung Wartet auf auszulagernde Dokumente
1. Auslagerung Wartet auf Job

2. Auslagerung Wartet auf Job

Syt rafiong 3. Auslagerung Wartet auf Joh
Retentinh Pinzes 4. Auslagerung Wartet auf Job
Eehlerliste Wiederherstellung Wyartet auf zu verarbeitende Jobs
1. Wiederherstellung Wartet auf Job

2. Wiederherstellung Wartet auf Job

3. Wiederherstellung YWartet auf Job

4. Wiederherstellung Wartet auf Job

5. Wiederherstellung Wartet auf Job

B. Wiederherstellung Wartet auf Job

Neues im d.ecs storage
manager

PRERRRY BRBERe

The links at the left and upper border of the web-interface allow to retrieve and display certain informa-
tion as well as apply respective configuration settings for the system check or synchronization.

Open the web interface
Optionally, open the web-interface from the server hosting d.ecs storage manager via the address
http://localhost: [Port]/

must be called. The port is defined in the d.ecs storage manager configuration (see Tab: HTTP / API
Interface).
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Note

If the web interface is opened from another client, a login dialog is displayed. In this case,
the user name is "Admin" and the password is equivalent to the web password configured
in the d.ecs storage manager administration.

For a smooth operation of the web interface, you must enable Javascript (active scripting)
in the web-browser.

1.6.1. Document information

The hyperlink Document-information provides you with information on a document written to the
secondary storage by the d.ecs storage manager. The displayed information is determined from the
d.ecs storage manager database table d3sm_references at runtime. In combination with d.3, you define
the d.3 document ID and the respective system. Using these restrictions, all document-versions of the
specified document ID are displayed. In a second step, you can the select detailed information on a
selected document-version and finally execute a check, if the selected document can be restored from
the storage system.

Defaults for the Document Information

0 Dokument-Informationen:

Dokument: [#0000013
Speichersystem: INETAPPD‘I NETAPF) ;!
CENTERADT (CEMTERA)

Infarmationen anfragen |

HCP_& (HCP)
NAST (NAS)
NETAPP_SLE (NETAPP
NETAPPOT (NETAPF)

SSAMIT (TSM)

Display of the document versions
Zefundene Dokumente;

Document 1D Document Extension Archiv Index Owerwtite Counter
AD000013 1 1

e Select the document version with a click on the row with the document ID.

Detailed information a document version
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reference_indesx: 26169
system_id: 3

doc_id: A0000013
doc_ext:

doc_idsx: 1
overwrite_counter: 1

deleted: 0
phys_filenarme:

container:

refarence: A0000013.1
hash_value: RMD256: SkvgF rdlsMKbZEAEfmALFI5akK1tK+AzDvd 118L0 |G s=
ttl: 2014-12-31
size_original: 1024
size_compressed: 1024
pool_id: A
sourced_out: 2014-07-18
volume_id: 031DCCES

delete_token:

retention_on_storage: 2015-01-18

systern_check_result: 0

Prife Wiederherstellung

Check, if the document can be restored from the storage system

¢ To do so, select the link Check recalling

Note

The hyperlink Check recalling is only displayed, if the restore process is enabled. Also
compare Process overview.

Dokument ADDDDD13.1_1 wurde erfolgreich wiederhergestellt

If it is not possible to restore a document, a respective error message is displayed. The error message is
displayed in red.

1.6.2. Driver information

Use the hyperlink Driver-information to get information on the installed and configured d.ecs storage
manager modules. You also see the respective version number for the respective modules. In connection
with the System-information, this can be essential information in a support case.
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M Treiber-Informationen:

Modulname Hersteller Speichersystem Version Modulinformationen

celerra.smd d.velop AG CELERRA This module includes the d.ecs sterage manager Celerra addon, that
adds support for Celerra Storage Solutions to the d.ecs storage
manager

centera.smd d.velop AG CENTERA This module includes the d.ecs storage manager Centera addon, that
adds support for EMC® Centera Storage Solutions to the d.ecs
storage manager,

cloudstorage.smd d.velop AG CLOUDSTORAGE This module includes the d.ecs storage manager cloud storage
addon, that adds support for using the d.velop cloud storage to the
d.ecs storage manager.

datadomain.smd d.velop AG DATADOMAIN This module includes the d.ecs storage manager Data Domain

1.6.3. Job overview

Since version 2.5 of the d.ecs storage manager, the d.3 jobs (from d.3 v7.1.1) and the API-jobs for the
job-types STORE, DELETE, PRIVILEGED DELETE, RETENTION and COPYJOB are managed via a job
table. The job-overview allows to view and filter the currently pending with various criteria.. Jobs that

addon, that adds support for EMC? Data Domain Storage Selutions to
the d.ecs storage manager.

encountered errors can be optionally continued, restarted or removed.

The Job-Overview is divided in the sections Status, Filter and Result list.

The section Status displays the number of jobs grouped by job types. The display is refreshed automati-

cally.

With a click on one of the jobs, the respective job type is selected as a filter. The row is highlighted
accordingly and the job type is displayed in the title of the section Filter.

i Status

Job-Typ

Auslagerungs-Jobs

Aufbewarungsfrist-Jobs

The section Filter allows you to initially filter the job list. For this effect, you can specify a job ID or
restrict the date range. Click on Start search to begin searching the jobs. The results are listed in the

section Result list.
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Y Filter ¥ Store jobs Q Suche starten
Job-Id:
Datumsfilter: Startdatum: Enddatum:

26.11.2016 01.12.2016

| aktivieren

The section Result list displays the result of the search. One element is displayed per row. The result
list can be further filtered with several options. Click the search field Search for... to search for job
properties. A separate filtering per property can be applied entering the filter criteria in the respective
input fields displayed after having enabled the option Advanced filtering.

A click on an entry shows all job properties. The result list allows you to select one or more jobs and
apply an action to them. The available options are displayed as buttons in the column Options. If multiple
jobs are selected, then all available options are displayed as buttons in the title bar. The options are only
available, if a job has the status Error.

= Trefferliste (1/2)

Alle auswihlen
Erweiterte Filterung
Status Dokument-Id Dokument-Index Dokument-Erweiterung Fehlermeldung Pool-1d Job-Typ Optionen

P RETENTION

P000000011 a

STORE

P000000011 6

Eigenschaften

Dokument-Hash RIPEMD256:EIMsdPy0BNd7e6waB7HempaqT5biVPs tzpw+zJHx3E=

Dokument-d P000000011
Dokument-Index 6

Dokumenttyp T

Job-Datum 6/3/2019 12:06:05 PM
Job-Id 35025

Job-Typ STORE

Pool-Id

Aufbewahrungsfrist 03.06.2020

1.6.4. Pool overview
The Pool-overview lists information on the defined pools, the systems, and optionally the volumes per
system.

By default, the number of stored and searched documents as well as the number of encountered errors is
displayed.

The numbers shown refer to a time range calculated from the difference between the current date and
time and the date and time displayed at the lower end of the Pool overview next to Reset pool statistics.

The numbers can be reset with the link Reset pool statistics.
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Pool Ubersicht

Pool Verwendete Systeme Verwendete Volumes Dokumente Dokumente Dokumente Dokumente
ausgelagert ausgelagert (Fehler) wiederhergestellt wiederhergestellt
(Fehler)
vYP 0 0 0 0
IE NAS 0 0 0 0
B. Volume01 0 0 0 0
5.*., Volume02 0 0 0 0
B @ Volume03 0 0 0 0
Iﬁ HCP 0 0 0 0
Gesamt 0 0 0 0
Pool-Statistik zurticksetzen (07.17.2016 11:13:39)

Pool: This displays all Pool IDs for all pools defined in the d.ecs storage manager administration.

Used systems: This displays only the pools associated to the respective pool an their status. The different
icons preceding the system names represent the system status.

IE MAS
: Okay, color green: The status of the system is OK, i.e. the system and the connected
volumes can be used for the configured tasks.

lﬁ NAS . .

: Unknown, Color grey: The current status of the system is not known. This can be a result
of a currently running HealthCheck process regularly checking the availability of the systems or a system
used in the pool is neither configured for storage nor for search.

Iﬁ NAS

: Error, Color red: The system has an error state which could be caused by a system or
volume being unavailable. This also leads to a state change of the associated pool. The row with the pool
ID is highlighted in red. If a system only has one associated volume and this has reached the maximum fill
level, then the system and the pool are also set to error.

Used volumes: On systems addressed via a file system interface (NetApp, Filelock, NAS, Celerra, Silent
Cubes, DataDomain), the configured alias names of the volumes and their status are displayed. If no alias
names were defined, then the volume ID is displayed instead. The colored highlighting of the respective
alias name or Volume ID represents the current volume status.

o : The volume has reached the storage limit configured via the d.ecs storage manager administration
and the status was set to “Full”. This means, no documents can be stored on this volume any more. A
search on the volume is still possible.
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Note

If only one volume is defined for a system, an extension of the volume on the storage
system or a change of the settings relating to the disk space (Lower storage limit (in %) /
(in MB)) via the d.ecs storage manager administration has the effect that the volume
again gets the status "Pending" (color black). Please remember that changes via the d.ecs
storage manager administration only take effect after a restart.

If more than one volume is defined for a system, then the system automatically switches
to the next volume with status Pending when the volume status Full is reached for one.
The status Pending then changes to Writing with the next document written. Before the
next volume with the status Pending is used, it is checked if a volume on the system
that had the status Full has meanwhile got sufficient storage space again (Lower storage
limit (in %) / (in MB)). If this is the case, this volume is set to the status Pending. With
the next document written to secondary storage, the status may immediately change to
status Writing again.

If all volumes have the status Full, this also results in an error status on the system.

3 .. . .
== : The volume currently has the status Writing. New documents are written to the volume according
to the pool/system association. Documents can be searched on this volume. When reaching the config-
ured storage limit, a volume is automatically set to the status Full.

O : The volume currently has the status Pending. The volume is currently not used for the secondary
storage of documents. Usually, a volume has the status Pending, if it has been newly created and was

adopted in the d.ecs storage manager configuration. If the current write volume (%) reaches the status

Full (®), the next volume associated to the system with the status Pending is used for writing, i.e. the
status automatically changes from Pending to Writing.

Documents written to secondary storage: The number of documents written to the secondary storage is
displayed per pool, system, optionally per volume and pool-wide (total). The displayed values refer to the
time range described above.

Documents written to secondary storage (error): The number of documents written to the secondary
storage is displayed where errors have occurred. This is displayed per pool, system, optionally per volume
and pool-wide. The displayed values refer to the time range described above.

Documents restored: The number of documents written to the secondary storage is displayed per pool,
system, optionally per volume and pool-wide. The displayed values refer to the time range described
above.

Documents restored (error): The number of documents retrieved from the secondary storage is displayed
where errors have occurred. This is displayed per pool, system, optionally per volume and pool-wide. The
displayed values refer to the time range described above.

The alias names of the volumes, the volume Ids and the displayed system names are hyperlinked allowing
to display additional information on a volume, a system or a pool. The displayed system information
differ depending on the storage system.

Volume-Information
If you click on the alias name of a volume in the pool-overview of d.ecs storage manager or if this was
not defined, configuration and status-information on the selected volume is displayed. Depending on the

system to which the selected volume is associated, some additional system-specific information may also
be displayed.
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Informationen zu Volume: 026B0OSEF (NETAPP_SLE [NETAPP])

Yolume ID: 026B0SEF

System information

If you click on the system name of a volume in the pool-overview of d.ecs storage manager, informa-
tion on the selected system is displayed. If the selected system is a system working file-system based
then you will also get all volume information on the associated volumes.

Example system information of a NetApp system

S System-Informationen: NETAPP_SLE [NETAPP]

Force CAS-creation: False
Verify data: True

Yolume ID: 026BOBEF

ention time: F:
tian time:

rmum retention time: {onths

Example system information of a Centera system
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% System information: CEN D3P IWB [CENTERA]
=

Cluster Hame:
Cluster 1D:
Cluster Yersion:

Cluster Replica Address:

Cluster Capacity:
Cluster Free Space:
Cluster Time:

Blobnaming:

Read:

Write:

Delete:

Privileged Delete:
Eventbased RHetention:
Monitoring:

Centera-eFile-VB
b51abeb2-1dd1-11b2-bB5b-d2 367 ffick0a
4.2.2-4554-1-0

31.457.280 MB
10.702.663 MB
2014.07.09 09:45:13 GMT

MO5 MG

TRUE

TRLUE

TRUE

FALSE
LNSUPPORTED
TRUE

Deletion Logging {Reflect Clips): TRUE

Centera Edition: CE (Governance Edition)

The displayed information shows that the option Eventbased retention is not installed/enabled on the
Centera system. Moreover, the option Privileged delete is disabled.

Example system information of a TSM system
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% System-Informationen: SSAMO1 [TSM]

Client version: 6231

Server name: MHOL TSMSERVER1 SERVER1
Server version: 6.2.1.0

Default MGMT class: aTANDARD
Domain name:; STAMNDARD

ID: NODE1

Node type: dasmanagertsm
Owner:

Policyset hame: STANDARD
Server host; 10.100.150.32
Server type: Wincows

Management class infos

Management class hame: MGHMT _EWVEMNT
Management class description:

Copyygroup name: STANDARD
Copygroup destination: DIzKFOOL
Copyygroup Retaininit: EVENT

Retain min: n

Retain version: n

Copygroup name {(Backup):
Copygroup destination {Backup):
Retain only versions: 0
Retain extra versions: 0

The displayed information for example shows, which TSM archive/backup-client version is installed.

Example system information of an HCP system
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'% System-Information: HCP 6 [HCP]

Tenant information

Tenant Hostname:
HTTP Scheme:
Namespace Name:
Name IDNA:
Versioning Enabled:
Search Enahled:
Retention Mode:
Default Shred VYalue:
Default Index Value:
Default Retention Value:
Hash Scheme:

DPL:

Namespace information

Total Capacity:

Used Capacity:

SoftQuota:

Object Count:

Shred Ohject Count:

Shred Ohject Bytes:

Custom Metadata Object Count:
Custom Metadata Object Bytes:

Open Namespace-Interface

Pool information

mholl.hcpk. d-velop.de
https
nsrrholl
nsrrholl
falze

falze
enterprise
false

true

1]
SHAZSE
2

2147483645 (Bytes)
507904 (Bytes)

a5 %

62

0

1]
1]
1]

You can get information on a pool clicking on the pool ID in the Pool-overview.

For the selected pool, you will see information on the number and memory consumption of the stored
and retrieved documents related to the last 24 hours.

The information is displayed in two charts.

The values required for this representation (number/volume of stored/retrieved documents) are obtained
from the database table constantly updated by the d.ecs storage manager at runtime.

The first chart shows the stored and retrieved documents while the second chart shows the volume
(storage space consumption) of the stored/retrieved documents.
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Amount of docurments
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Below the two charts, there are configuration options to specify the time range for the analysis. Further-
more, you can configure, if you want to see information on the storage and search.

Startdatum: |Z014-07-07 Alswahlen istunde: 16 ~=| Enddatum: [2014-07-08 Allswahlen |5t|

[¥ Zeige Auslagerungsinformationen

I¥ Zeige Wiederherstellungsinformatienen
[¥ Zeige Minimalwerte

¥ Zeige MaximalWerte

Altualisieren

The end of the pool information optionally contains two lists for the job queue, pending jobs).
The lists show the currently running storage jobs and those storage jobs in a Wait state.

If no current storage or wait jobs are found, only the respective captions are displayed.

The path and name of the respective job file is displayed for secondary storage jobs.

For wait jobs, you additionally see the time when the job will next be addressed and continued.
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Joh-Warteschlange

Job Datei
CAd3D3A dokijukeboxdarchiviWWORKAADOD2000 1 job
CAd3D3A dokijukeboxdarchiviWWYORKWA0002001 .1 job
CAd3D3A dokijukeboxdarchiviWWORKAADOD2002 1 job
CAd3D3A dokhjukeboxharchiWWORKWA0002004.T11 job
CAdD3A dokijukeboxdarchiviWWYORKAADOD2005 1 job

Wartende Johs

Joh Datei Wiederaufnahme
CAd3D3A dokijukeboxdarchivWWORKAMADDDI275 T11 wait 09.07 2014 11:31:40
CAd3D3A. dokhjukeboxiarchiWWORKMADOOI492. 1 wait 09.07.2014 11:32:04

1.6.5. Process overview

Having started the d.ecs storage manager web interface, the process-overview is displayed by default.
This overview provides a summary over the currently running storage and retrieval processes. Moreover,
you can start or stop the storage and restore process.

Note

Depending on the start parameters passed on calling the d.ecs storage manager, the
secondary storage- and (or) the restore is enabled or disabled after the start.

Each of the two processes (Storage/Restore) works with a configurable number of sub-processes (see
Tab General). If a process (sub-process) is active or inactive is represented by a green or red icon in

the column Status. The sub-processes are furthermore numbered. In the following example, the storage
process with its four sub-processes as well as the restore process with its sub-processes are active.
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Ef Prozess-Ubersicht:

Status Prozess Aktuelle Nachricht
B Auslagerung Wwartet auf auszulagermde Dokumente
® 1 Auslagerung =chreibe Datenbankeintrag: MNASOT (NAS)
B 2 Auslagering Bearbeitet Job: ADDOD139.T11 tempjob
@@ 3 Auslagerung =chreibe Datenbankeintrag: MASOT (NAS)
B 4 Auslagerung achreibe Datenbankeintrag: MASOT (NAS)
5 Wiederherstellung Wartet auf zu verarbeitende Jobs

&y,
Wy

. Wiederherstellung Bearbeite Jobzeile: ADDOOM3Y.T11 ARCHMN

8 2 Wiederherstellung Wartet auf Job
. 2 Wiederherstellung Wartet auf Job
4 Wiederherstellung Wartet auf Job
G 5. Wiederherstellung Wartet auf Job
i@ b Wiederherstellung YWartet auf Job

To shut down the storage or restore process, click on the green icon (column Status) of the respective
parent process. A message is displayed, that you have to confirm with Yes to stop the respective process.
The storage or restore process is shut down as soon as the running sub-processes have been completed.
In the same way, the storage and restore process can be restarted again.

x-'-.;? Prozess-Ubersicht:

Status Prozess Aktuelle Hachricht
o Auslageruny Wird nicht ausgefihr
= Wiederherstellung Wird nicht ausgefihr

For this effect, click on the respective red icon to start the storage and / or restore process again.
The applied settings remain active until they are explicitly changed or until d.ecs storage manager is
restarted. After the restart, the settings passed as start parameters apply.

1.6.6. Support Package

d.ecs storage manager offers from version 2.6 the possibility to create a support package via the web
interface.

You can specify, which information should be added to the package. Such a package can be useful for a
support case.
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'{J Support-Paket erstellen

Folgende Informationen dem Support-Paket hinzufiigen:

d.ecs storage manager Konfiguration #

System Informationen td
d.3 Log-Datei (68 MB) v
Jukebox-Inhalt {Auflistung) rd
decssm_jobs Inhalt t

Job-Typ: ERROR [/ STORE L/ RETENTION L] AUTORETENTION L) DELETE ) PRIVDELETE || COPY
Max. Datensatze: 10000

Dokument-Referenz Informationen ¥ |S0000001. S0000002

Support-Paket erstellen

d.ecs storage manager configuration: If this option is enabled, the entire configuration of d.ecs storage
manager instance is added to the package

System information: If this option is enabled, the detailed information (e.g. used / available memory,
installed program files of the main d.ecs storage manager incl. version information etc.) are added to the
package.

d.3 logfile: If this option is enabled, the d.3 logfile is added to the package. This is only possible, if the d.3
log server is running on the same system. Else, d.ecs storage manager does not have access to the file.

Jukebox-content (list): If this option is enabled, up to three files are added to the package listing the
content of the handover directories Jukebox, Public and Archive. If the directories Public and Archive
are located under the Jukebox-directory, then only one file is created.

decssm_jobs Content: If this option is enabled, a file is added to the package listing the jobs of the
selected job-types. If no job-type is selected, all jobs are listed. The information Max. data specifies the
maximum number of records to be written to the file.

Document-reference information: If this option is enabled, a file is added to the package listing all
reference records for the specified document IDs. Document IDs must be specified without the archive
index and be separated by a comma.

1.6.7. System check

The System check allows you to check the data of an entire secondary storage system for the complete
secondary storage time range (or a part of it) and to create a test report. You can select various options
influencing the check procedure. The options available in this context are described below.
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| Systemiiberpriifung:

2

Zu liberprifendes System: MAST (NAS) »
Priife Wiederherstellung:
Retention-Zeit priifen:

Retention-Zeit automatisch anpassen:

Startdatum: 2018-12-05 Auswahlen
Enddatum: 2018-12-05 Auswahlen
Abbruch nach x Fehlern:
Maximale Fehleranzahl: 1000
Parallele Arbeiter: 3
Dokumente pro Arbeiter: 1000
Ausfithrungszeiten:
Mo #Di #Mi # Do #FrlSal/S0|00:00 -123:59

Mo LIDi LIMi LIDo LIFr ¥/ Sa ¢ 5q|00:00 - 23:59

Mo L/Di Limi LJDo L/Fr [1Sa /50 00:00 -00:00
Drosselzeiten:
4 Mo #Di #Mi # Do #Frl!Sal/So|0800 -|17:00

Mo LIDi LIMi L/Do L/Fr LJSa ! So(00:00 -100:00

Mo LIDi LIMi L'Do L/Fr L/Sa [/ 50 |00:00 -100:00
Drosselpausenzeit: 1000 (ms)
Sicherheitscode: (1792606100)

Uberpriifung starten
Verfiigbare Prifprotokolle:

CHECKREEPORT-20191205-095241 htm

System to check: Specifies the system to be validated.

Check recalling: By default only an check for existence is performed for the documents on the selected
storage system. If this option is enabled, the document is temporarily restored from the storage system
and its consistency is validated using the stored hash value (if available).

Verify retention period: This option is only available for systems supporting retention periods for which
the d.ecs storage manager does not work event-based. If this option is enabled, the retention period set
on the storage system for a document is compared to that from the database.

Automatically correct retention period: This option is only available, if the parameter Verify retention

period is enabled. If this option is enabled, then it is automatically attempted to adjust the retention
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period, if this does not match the retention period stored in the database. Incorrectly set retention
periods can occur as results of incorrect configuration etc.

Start date/End date: Date range for which the documents are to be verified in the format YYYY-MM-
DD. In case that a complete system is to be checked, the start and stop dates must be set to “0”. This
causes the area to be checked to be determined automatically using the reference information from the
database.

Cancel after x errors: If this parameter is enabled, the process aborts as soon as it has reached the
number of errors configured under Maximum error count.

Maximum error count: Specifies the number of errors from which the process should abort with the
option Cancel after x errors enabled.

Execution times: The times at which the check process is executed are defined here. If the check process
is not currently running, no new workers are started - but the remaining workers finish their work.

Throttle times / throttle pause time: Here time ranges can be defined, when the check process should be
slowed down. Then, the process pauses after each checked document. The duration of the break can be
specified in milliseconds under Throttle pause time.

Parallel workers: Specifies how many threads should be initially started for the check (the number can be
adjusted during execution). Please note that each thread establishes its own connection to the database.
It must be ensured that the database allows a sufficient number of connections.

Documents per worker: Specifies the maximum number of documents to be processed per worker.
Security code: Specify the displayed security code here.

Start verification: Starts the verification. The button is only enabled after the security code has been
entered correctly.

Available logs: This displays all logs pf previous system checks. These can be opened and viewed with a
single click on the respective link.

As soon as the check is started, the view changes to the following statistics overview.

. Systemiiberpriifung:

G°
Informationen Ausfiihrungszeiten Drosselzeiten
Startdatum: 2019-11-25 Mo | Di | Mi | Do | Fr | Sa | So Mo [ Di | Mi [ Do | Fr [sa] so
Enddatum: 2019-12-05 00:00-23:59 | 08:00 - 17:00
goku.l.nﬁente: 81‘00__ 00:00 - 23:59 = 00:00 - 00:00

epriift: (0%) - - . -
Aufgetretene Fehler: 0 00:00 - 00:00 00:00 - 00:00

NAS1: Systemuberprifung wird ausgefihrt
Status: Gedrosselt| Abbrechen

Parallele Arbeiter:| - | 3| +

D Startreferenz Endreferenz Gesamt Gepriift Fehler Aktuelles Dokument
1 1 61 61 40 CHECKREPORT-20191203-140227 htm (1)

=

Verfiigbare Priifprotokolle:

CHECKREPORT-20191205-095241 htm

The verification process can be aborted here with Cancel. Furthermore there is the possibility to adjust
the number of worker processes to be used. This view is automatically updated at a certain interval.

1.6.8. System information

The hyperlink System-information provides you with general information on the d.ecs storage manager
installation. You will see the version of the currently running d.ecs storage manager, the date and time
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of the last start and the runtime expired since then. Moreover, the current memory consumption of the
d.ecs storage manager and some important settings are displayed. This is essential information for the
support case.

@ System-Informationen:

Software: d.ecs storage manager
Version:

Hostname: TEST-D3-5RV
Host-IP: 10.95.6.110

Virtualisierung:
Datenbank (DSN):
Jukebox-Pfad:
Public-Pfad:
Archiv-Pfad:

Single Instance Store:

VMware, Inc. - ViMware Virtual Platform

D3P (Microsoft 3QL Server 12.00.4213 - sgincli11.dll 11.00.2100)
D:Ad3WD3P dok\Jukebox\

D \d3D3P dok\Jukebox\public)

0:\d3\D3P.dok\Jukebox\archivh

Falsa

StartUp:
Laufzeit:

1/119/2018 11:32:00 PM
19 Day(s), 11:23:39

Speicherverbrauch:
System:

69,956 MB
Windows Server 2012 R2 Professional (6.3.9600.17415)

Konfigurationsdatei:

C:\decs\decsstoragemanager\configs\Config.ini

1.6.9. System mirroring on document level

The menu option System synchronization in the Web interface of d.ecs storage manager allows you to
perform a synchronization of the documents from one system to another one. Use this synchronization
to synchronize the difference between two systems or to prepare the migration to another system.

The following settings can be applied in the dialog:
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@ Ziel-/Quelle

Pool Quellsystem

P v MNAS (Nur Dokumente ohne Signature »

Zielsystem

Ganzen Pool synchronisieren CELERRA (Alle Dokumente) ~

Startdatum

Alle Dokumente synchronisieren 1.1.1970 E

Enddatum

16.11.2017 |

Pool: This specifies the pool to be mirrored.
Source system: This specifies the system used as a document source.

Synchronize entire pool: If this parameter is enabled, then the selected source system is synchronized
with all systems of the same pool. This only applies to target systems for which the secondary storage
is enabled. Moreover, the secondary storage of the documents depends on the settings of the systems
regarding the document types (see chapter "Add system") to be stored on the respective system.

Target system: This is the system to be used as the document destination. Which documents are
synchronized on the target system depends on the settings of the target system regarding the storage of
the document types (see chapter "Add system"). The destination system cannot be selected, if the option
Synchronize entire pool is enabled.

Synchronize all documents: If this option is enabled, the entire time period of the source system is
synchronized.

Start date: The start date defines from which time the documents are to be stored. If this has the value
"0", the d.ecs storage manager determines the earliest storage date and uses it as the start date.

End date: The end date defines up to which time the documents are to be stored. If this has the value
"0", the d.ecs storage manager determines the latest storage date and uses it as the.
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f“ Synchronisierungstyp

Synchronisierungstyp

Synchronisieren W Physikalische Uberpriifung der
Dokumente

&) CAS-Container iibernehmen

Synchronization type: The possible synchronization types are described here.

Physical verification of the documents: This option is only available for the synchronization types
Synchronize and Check only.

Adopt CAS container: This option specifies, if existing CAS containers are to be adopted or dissolved.

Note
It is recommended to always enable this option when using d.ecs storage manager in an
ecspand context.

(%) Auslastung

Anzahl Threads Dokumente pro Thread

® i @ 5000

Thread count: Specifies the number of processed to be used for the parallel Synchronization.

Note

e To prevent the Synchronization from occupying all restore processes, the maximum
number of threads is limited to 2/3 of the configured job threads.

e The higher the number of threads is configured, the more load the Synchronization
creates on the application-server, on the network and on the storage systems.

e At runtime, the number of threads cannot be changed. To do so, the synchronization
must be aborted and restarted.

e Each process (thread) creates three connections to the database. The maximum num-
ber of connections to the database must be high enough so that the processes are not
forced to abort the synchronization due to database errors.

e Each process restores up to 100 document per restore-job from the source system.
The more processes are used, the more space is required for restoring the documents.
Make sure that the Jukebox-directories have sufficient disk space for the synchroniza-
tion.
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Documents per thread: Specifies the maximum number of documents to be processed per thread per
cycle.

@ Laufzeiten

Wochentag Startzeit Endzeit
Jeden Tag W 08:00 x 17:00 b 4

Montag 00:00 23:59 B
Dienstag 00:00 23:59 B
Mittwoch 00:00 23:50 B
Donnerstag 00:00 23:59 E
Freitag 00:00 23:59 B
Samstag 00:00 23:59 B
Sonntag 00:00 23:59 B

Weekday: Enter the day or the days when the synchronization is to be performed.
Start time: Enter the time when the synchronization is to be performed on the specified day.

Stop time: Enter the time when the synchronization is to be paused again on the specified day. You can
specify a time beyond midnight.

l I Gedrosselte Zeiten

Gedrosselte Zeit [ms]

1000
Wochentag Startzeit Endzeit
Jeden Tag v | |0D8:00 X 17:00 x
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Throttled time [ms]: At the configured times the document synchronization is slowed down. This reduces
the load of the d.ecs storage manager for faster processing of the queries at times of high load. The time
can be up to 1000 milliseconds. If a higher interval is entered then it is automatically set to 1000.

Weekday: Enter the day or the days when the synchronization is to be slowed down.
Start time: Enter the time when the synchronization is to be slowed down on the specified day.

Stop time: Enter the time when the synchronization is not to be slowed down on the specified day. You
can specify a time beyond midnight.

¥ Fehlerbehandlung

Maximale Fehleranzahl (Logging)

Nur fehlerfreie Dokumente 1000
synchronisieren

Maximal Fehleranzahl

@ Abbruch nach x Fehlern 1000

Synchronize only documents without errors: If you enable this option, documents identified as errone-
ous during the synchronization check are ignored. These documents are accordingly not synchronized.
The number of documents that have been skipped per error type can then be viewed in the synchroniza-
tion report.

Maximum error count (logging): Specifies the maximum number of error to be written to the synchroni-
zation report.

Cancel after x errors: If this option is enabled and the number defined under Maximum error count is
reached, the synchronization is aborted.

Maximum error count: Specifies the maximum number of errors which may occur during the synchroni-
zation, before the synchronization is aborted automatically (depending on the option Cancel after x
errors)

Note

You need a separate license to execute the synchronization (d.ecs storage manager
synchronization). If this license does not exist, then the configuration dialog for the
synchronization is not displayed.

To start the synchronization, the processes Store and Retrieve must be active.

Please keep in mind that a large number of retrieval-jobs with large files may take some
time to complete. Optionally, set the time for the maximum document retention time (tab
Document cache) to a higher value to prevent the premature deletion of the retrieved
files by the housekeeping process of the d.ecs storage manager.

Synchronization types
The system synchronization of the d.ecs storage manager can be performed in three different ways.
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1. Logical synchronization (logical test)
fj Synchronisierungstyp

Synchronisierungstyp

Synchronisieren W Physikalische Uberpriifung der
Dokumente

With the logical synchronization only the reference table is checked for missing document entries and
documents are duplicated if required.

2. Physical synchronization (logical as well as physical test)
fj Synchronisierungstyp

Synchronisierungstyp

Synchronisieren v Physikalische Uberpriifung der
Dokumente

During the physical synchronization, the reference table is checked for missing documents entries and
documents are duplicated if required. Additionally, the accessibility of the document is verified which
are located on the storage according to the reference table. Should any document be inaccessible in this
process, then the reference entry is removed and the document is copied to the storage again.

3. Synchronization test (logical test) (nothing is mirrored)
f‘i Synchronisierungstyp

Synchronisierungstyp

Nur Uberpriifen W Physikalische Uberpriifung der
Dokumente

With a synchronization test, the reference table is checked for missing document entries. The synchro-
nization test only performs a verification but no synchronization. This only writes a log file containing
information about what would be mirrored, if the synchronization was executed in the Non-test mode.

4. Synchronization test (logical and physical test) (nothing is mirrored)
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f‘i Synchronisierungstyp

Synchronisierungstyp
Nur Uberpriifen W Physikalische Uberpriifung der

Dokumente

With a synchronization test, the reference table is checked for missing document entries and an exis-
tence check is applied on the storage system. The synchronization test only performs a verification but
no synchronization. This only writes a log file containing information about what would be mirrored, if
the synchronization was executed in the Non-test mode.

5. Check completeness only (logical, database-based verification)
fj Synchronisierungstyp

Synchronisierungstyp

Mur Vollstandigkeitsprifung w

During the completeness check, it is only verified with a database query, if the information for the
specified systems is consistent. No physical verification is performed on the storage system and no
physical synchronization is performed.
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Synchronization overview
Synchronisierung

T Status
3031 of 974 f 0 Fo

) 16 Sekunden

N,

@) 34 Sekunden
= 264817 = 31480

B Wird ausgefiihrt

Progress bar: The progress of the synchronization is displayed as a progress bar.

Total This specifies the overall number of documents checked for the specified time slot.

Checked: This specifies how many documents were synchronized so far.

Synchronized: This specifies how many documents were synchronized so far.

Erroneous: Indicates the number of documents for which synchronization problems have occurred so far.
Runtime: Shows how long the current synchronization process has been running so far.

Expected time remaining: Shows how the estimated time that the current synchronization process will
be running. This value is only an estimate and may change during the execution of the synchronization.

Current reference scope: Specifies the reference scope that has last been passed to one of the worker
processes for processing.

Status message: Shows the status of the synchronization:

104



d.ecs storage manager d.veLop

{} Einstellungen

74 NAST = NAS10

P

I 1. Jan. 1970 = 25. Okt. 2019

@ 25. 0kt. 2019, 13:52:05

© Nur Uberpriifung

#K Synchronisations-Wiederaufnahme

o CAS-Container iibernehmen

Source and destination: Specifies the source and target systems for synchronization.

Pool: Specifies the pool ID for which a synchronization is performed.

Synchronization period: Specifies the time period in which the synchronization takes place.
Start time: Specifies, when the synchronization was started.

Synchronization type: Specifies the mode in which the synchronization is performed.
Synchronization retry: Shows whether the synchronization is an initial run or has been resumed.

Adopt CAS container: Shows whether CAS containers are transferred during synchronization.

“~ Auslastung

Anzahl Threads ——@ 4
ID Uberpriift Synchronisiert Fehlerhaft Fortschritt
1 83 0

The large progress bar specifies, how much of the overall verification and synchronization has been
finished.

For every worker process, a separate progress bar is displayed showing the progress of the currently pro-
cessed part. While a worker process checks its part to be processed, the percentage on the progress bar
remains 0% As soon as the worker-process starts synchronizing data, the percentage changes according
to the current progress. The individual progress bars of the worker processes show the reference scope
currently processed by the worker process as a tooltip.

During the synchronization process, you can adjust the number of worker processes, for example, to
react to changes in the workload without having to cancel the synchronization process. If the number of
worker processes is reduced, running worker processes are completely completed and terminated, new
worker processes are only started if the configured number is not exceeded. An increase in the number
has a direct effect.
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Note

The systems Governikus LZA and d.velop cloud storage can currently not be selected for

a synchronization process.

1.6.10. License information
This page displays information about the licenses currently in use.

The area General provides basic information about the licenses.

Allgemein
Name d.velop AG
Strafe Schildarpstralie 6-8
Stadt 48712 Gescher

Seriennummer

Hostname

d-velop-license

Lizenzbibliothek

C:\d3'd.ecs storage manager\d 3 storage manageriiccheck dll

On the one hand, there is information about the owner of the license, such as Name, Street, City and

Serial number.

Furthermore, the currently used Host name is listed, to which the application has connected, and at

License library which library was loaded by d.ecs storage manager for connection.

The area Available licenses lists all licenses which are available for d.ecs storage manager. A range of

detailed information is displayed for each of these licenses.

Verfiigbare Lizenzen

D Name Status Ablaufdat Ven dete M G t
decs-storage-manager-NAS-prod d.ecs storage manager NAS (productive-environment) Lizensiert 12/31/9999 25 9999
decs-storage-manager-isilon d.ecs storage manager Isilon Lizensiert 12/31/9999 0 9999
d.3 storage manager Celerra d.ecs storage manager Celerra Lizensiert 12/31/9999 0 9999
d.3 storage manager Centera d.ecs storage manager Centera Lizensiert 12/31/9999 0 9999
d.3 storage manager FileLock d.ecs storage manager FileLock Lizensiert 12/31/9999 1 9999
d.3 storage manager HCP d.ecs storage manager HCP Lizensiert 12/31/9999 0 9999
d.3 storage manager NetApp d.ecs storage manager NetApp Lizensiert 12/31/9999 0 9999
d.3 storage manager Silent Cubes d.ecs storage manager Silent Cubes Lizensiert 12/31/9999 33 9999
d.3 storage manager TSM d.ecs storage manager TSM Lizensiert 12/31/9999 1 9999
d.connect easy d.connect EASY Lizensiert 12/31/9999 0 1
d-connect-igstore Nicht lizensiert
d.ecs storage manager Data Domain d.ecs storage manager Data Domain Lizensiert 12/31/9999 0 1
d.ecs storage manager governikus lza d.ecs storage manager Governikus LZA Lizensiert 12/31/9999 0 9999
d.ecs storage manager iCAS d.ecs storage manager iCAS Lizensiert 12/31/9999 0 1
d.ecs storage manager synchronization d.ecs storage manager synchronization Lizensiert 12/31/9999 0 1
d.ecs storage manager system connect d.ecs storage manager system connect Lizensiert 12/31/9999 0 9999
Privileged Delste d.3 privileged delete Lizensiert 12/31/9999 0 1

The unique ID and, if available, the display name entered in the license is listed for each license.

The Status of a license is either Licensed or Not licensed - unlicensed entries are indicated by a colored

highlighting.

For licensed entries, the expiry date and the quantities used and available are listed.

In case of full or over licensing an entry is marked by an error color. If the booking of a license reaches a

usage of 90% of the total quantity, an entry is marked by a warning color.

The area License overview lists all currently executed license bookings. Several values per booking can

also be viewed here.
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Lizenziibersicht

1] Systemname Volume Grofe [Bytes] Anzahl Dateien Ablaufdatum
1 HNAST 01833CFC 422912 413
5 DATADOMAINA 0228D44E 3072 3

ID, System name and Volume allow an entry to be assigned to a configured module or volume.

Size [bytes] indicates the amount of space currently booked for an entry, while Number of files gives
information about how many files are responsible for that storage space.

An entry contains a value for Expiry date if a license could not be booked.

1.7. Additional hints

1.7.1. Jukebox directories

Do not copy any important data to the Jukebox directories manually. d.ecs storage manager contains
several processes automatically deleting no longer required data from the Jukebox directories.

Note
The term jukebox in this context generally refers to secondary storage systems.
The directories used for this purpose can be configured in the d.3 admin/ecspand.

For additional information, please consult the manual for the d.3 admin/ecspand.

1.7.2. Multiple instances of d.ecs storage manager

Warning

You can start several instances of the d.ecs storage manager. However, you must make
sure that two d.ecs storage managers must never manage the same Jukebox directories
since this would negatively affect the functionality.

Furthermore, you should define separate configuration directories for each d.ecs storage
manager instance.

As a precaution, starting the d.ecs storage manager more than once with the same configuration file is
rejected. This rejection is based on the name of the configuration file. The content of the configuration
file is not checked.

1.8. Deleting systems

The deletion of a system can have various reasons.

This could, for example, be a change of the storage-system, a cancellation of the storage space occupied
by a client etc.

Having marked a system for deletion in the d.ecs storage manager administration, the program decssm-
delsys.exe must be called.

This tool logs all references of the system to be deleted in a logfile. On exceeding a size of 50 MB a new
log-file is created. The log-files are then compressed and written to the new storage system. Then all
system references of the respective system are deleted from the database. The deletion is performed in
blocks of 1000 records.

The program must be started as follows:
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decssmdelsys.exe <Path to the configuration file of the d.ecs storage
manager>

Example:
decssmdelsys.exe c:\decs\decsstoragemanager\configs\D3A.ini

Note

If the execution of the program decssmdelsys.exe is aborted, be it manually or through
an interrupted network connection, then the process can be continued at the same point
again with a later restart.

The program only deletes the reference entries of a system from the database. No data is
removed from the storage system.

The deletion of data from the storage system must either be triggered before the system
deletion from d.3/ecspand and then be executed by the d.ecs storage manager or via the
administrative interface of the storage system if this provides a delete function.

Note that deleting a large number of records may result in a large number of entries in
the log files of the database used.

1.9. d.ecs storage manager Status overview

The status overview is displayed after a direct program start but not, if it is started using the d.3 process
manager (see Opening d.ecs storage manager).

E d.ecs storage manager — >

@ dveLop

d.ecs sforasge manager

Version:

Auzlagerung: Ak tiv
Wiederherstellung: Aktiv

Laufzeit: 0 Tag(e). 00:00:09
Auzgelagert; a[m
Wiederhergestellt: 0 (0]

Server wrhol01 [B122]

2 g velop AG. Al nghts reserved.

Secondary storage: This displays, if the storage process is started or stopped.
Restore: This displays, if the retrieval processes are started or stopped.
Runtime: This displays the d.ecs storage manager runtime.

Stored (xxx (yyy)): This displays, how many documents were stored (xxx) and how many are queued for
storage (yyy).

Retrieved (xxx (yyy)). This displays, how many documents were restored (xxx) and how many are queued
to be restored (yyy).

Server: This displays the server name and the port for an active Web interface. A click on the link opens
the web interface in the default browser.
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1.10. Monitoring

The monitoring allows you to monitor several relevant metrics pf the d.ecs storage manager. The deter-
mined metrics are sent to the d.ecs monitor.

The following metrics are sent to the d.ecs monitor:

e Workload

e Speeds

¢ Job status

e Pool status

d.ecs storage manager configures predefined alert thresholds in d.ecs monitor. Using these alert thresh-
olds, notifications can be sent as soon as one of the metrics exceeds a critical or alarming value.

Apart from the metrics, the overall status of d.ecs storage manager is also sent to the d.ecs monitor.

The monitoring function requires a d.ecs monitor agent on the system with the d.ecs storage manager.

1.10.1. Workload

Workload of retrieval processes

To determine the workload of the retrieval processes, the current utilization is transmitted every ten
seconds. Every two minutes, the average is sent to the d.ecs monitor.

If the workload of the retrieval processes exceeds 80%, d.ecs monitor sends an alert. With a workload of
more than 95%, an error is sent.

Workload of secondary storage processes

To determine the workload of the storage processes, the current utilization is determined every minute.
Every 30 minutes, the average is sent to the d.ecs monitor.

If d.ecs monitor receives a value exceeding 95%, an alert is sent. By default, no threshold exists for an
error message.

1.10.2. Speeds

d.ecs storage manager send information on various speeds and timings to the d.ecs monitor. Among
these speeds are the secondary storage and retrieval speed as well as the storage and retrieval times.

Every minute, the average speed and times of the last 100 storage transactions and retrievals is sent to
the d.ecs monitor.

The secondary storage and retrieval times are specified in megabytes per second.
The secondary storage and retrieval times are specified in milliseconds.
These values are determined for each system and volume and then sent to the d.ecs monitor.

Note

d.ecs storage manager sends information on various speeds and timings to the d.ecs
monitor.

1.10.3. Job status

d.ecs storage manager sends information on the different job types in a five minute interval.

Storage jobs:
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e Alert from: 1000 jobs
e Error from: 5000 jobs

Retention jobs:

e Alert from: 5000 jobs
e Error from: 10000 jobs

Successfully processed storage jobs:

e Alert from: 5000 jobs
e Error from: 10000 jobs

Erroneous storage jobs:

o Alert from: 1 Job
e Error from: 50 jobs

Deletion jobs:

e Alert from: 1000 jobs
e Error from: 5000 jobs

Privileged deletion jobs:

e Alert from: 1000 jobs
e Error from: 5000 jobs

1.10.4. Pool status

The pool status is determined from the erroneous retrieved documents in the last 24 hours. The value is
sent to the d.ecs monitor every hour.

If the metrics exceed a value of 50, d.ecs monitor sends a warning. An error is returned after 100
erroneous document restore jobs.

1.11. Appendix
1.11.1. Troubleshooting

d.ecs storage manager does not provide (all) documents
Error state:

d.ecs storage manager does not provide (all) documents.
Notes:

e Check in the web interface, if the retrieval process of the d.ecs storage managers is active. If not,
activate it.

e Check in the web interface, if all retrieval processes are busy.

e Check if the d.3 gateway creates a restore job in the Jukebox directory.

e Check, if the ecspand service for the access to the d.ecs storage manager is correctly configured and
running.

e Check the connection of the d.ecs storage manager to the database. Usually, the d.ecs storage manag-
er re-establishes its connection after an interruption. Should this not be the case, then start the d.ecs
storage manager again in the d.3 process manager.

e Check the provision of the documents with the test function of the web-interface of the d.ecs storage
manager (option: Document information).
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e Use the option System status in the web-interface of the d.ecs storage manager, if the storage-system
encounters any connection problems.

d.ecs storage manager does not store any documents
Error state:

d.ecs storage manager does not store any documents.
Notes:

¢ Use the web interface of the d.ecs storage manager to check, if the storage process of the d.ecs
storage manager is active. If not, activate it.

e Use the web interface of the d.ecs storage manager to check, if possibly all storage processes are in
use.

e Check the connection of the d.ecs storage manager to the database. Usually, the d.ecs storage manag-
er re-establishes its connection after an interruption. Should this not be the case, then start the d.ecs
storage manager again in the d.3 process manager.

¢ Validate the settings of the d.3 server and adjust the settings as described under d.3 server prepara-
tions (d.3). Check, if the ecspand service for the access to the d.ecs storage manager is correctly
configured and running (ecspand).

e Check the option Pool Information in the d.ecs storage manager web interface to find out, if the pool
was disabled due to a faulty system.

OK-files remain and are not processed
Error state:

OK-files remain in jukebox\public or jukebox\archiv and are not processed (only d.3).
Notes:

e OK files are job receipts of d.ecs storage manager which signal the d.3 server that a certain document
was successfully stored. These files are further processed by the d.3 async.

1. Check if d.3 async is started and works properly.
2. Check if d.3 async has read- and write access to the jukebox directories.

e The processing of OK files might be delayed, if d.3 async is currently busy with other tasks (e.g.
creating dossier links) having a higher priority.

e An additional d.3 async process can be configured which only processes the OK-files. For this effect,
contact the d.velop support.

The d.ecs storage manager does not start
Error state:

d.ecs storage manager does not start.
Notes:

e Check if you specified the correct configuration file (as described under Start the d.ecs storage
manager) and if d.ecs storage manager has reading access to the configuration files.

e Check if the messages in the d.3 logviewer indicate a missing license or if the access to the storage
directories (jukebox\*) or to the database ways denied.

e Check if another instance of d.ecs storage manager with the same configuration file is already started.
The duplicate start of d.ecs storage manager with the same configuration file is aborted.

d.ecs storage manager CAS reports that CAS Proof is not started

Error state:
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d.ecs storage manager CAS reports that CAS Proof is not started.
Notes:

e Check, if the read/write permissions for the CAS mirror are set.

e Check if the servers running d.ecs storage manager and CAS Proof are time synchronized. The time
difference must not exceed 4 minutes.

Windows error 112 when transferring to a NetApp volume.
The Windows error code 112 means "There is not enough space on the disk".

This error can occur although according to Windows there is still enough free space on the disk.
This error is often caused by the configured maximum number of available Inodes on the NetApp.

To fix the problem, the number of free Inodes on the NetApp must be checked and increased if necessa-
ry.

The web interface of the d.ecs storage manager cannot be started
Error state:

The web interface of the d.ecs storage manager cannot be started.

Notes:

Check if the web interface is enabled in the d.ecs storage manager administration.

Check the correct spelling of the password.

Check if you enabled the SSL encryption. In this case, the web interface is called with https:/ instead
of http://.

Check, if the selected port (default: 6122) is already used by another application or service. The d.3
log will report any issues on initializing the web-interface on starting d.ecs storage manager.

1.11.2. Meaning of the different file names of files in the Jukebox-directories

The list below shows the different file names that may occur in the Jukebox-directories. This list is
continuously extended.

File name of the files in the Jukebox-directories:
XXXXXXXXXX.job: Retrieval job pending to be processed.
XXXXXXXXXX.tempjob: Retrieval job that is currently being processed.

XXXXXXXXXX.OK1: OK1-Receipt: This means that d.ecs storage manager has started to process the
respective retrieval job.

XXXXXXXXXXK.OK2: OK2-Receipt: This means that d.ecs storage manager has processed the respective
retrieval job.

XXOXXXXXXXX.ER1: Error-Receipt: This means that none of the requested files have been found.
XXOXXXXXXXX.ER2: Error-Receipt: This means that only some of the requested files have been found.
D0000001.1: Document that has been retrieved from the storage system

D0000001.T11: Dependent document that has been retrieved from the storage system.

D0000001.1_X: Document that has been retrieved from the storage system as part of a synchronization.
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D0000001.T11_X: Dependent document that has been retrieved from the storage system as part of a
synchronization.

D0000001-2010-06-29091742.prot: Workflow protocol that has been retrieved from the storage sys-
tem.

D0000001-2010-06-29091742.prot_X: Workflow protocol that has been retrieved from the storage
system as part of a synchronization.

Meaning of the different file names of files in the directories jukebox\public / jukebox\archiv or their
subdirectories:

D0000001.1: Base document transferred by d.3.

D0000001.1.job: Job file for a base document transferred by d.3.

D0000001.T11: Dependent document transferred by d.3.

D0000001.T11.job: Job-file for a dependent document transferred by d.3.

D0000001.1_X: Base document that is written to the secondary storage as part of a synchronization.

D0000001.1_X.job: Storage job for a base document that is written to the secondary storage as part of a
synchronization.

D0000001.T11_X: Dependent document that is written to the secondary storage as part of a synchroni-
zation.

D0000001.T11_X.job: Storage job for a dependent document that is written to the secondary storage as
part of a synchronization.

D0000001-2010-06-29091742.prot: Workflow protocol transferred by d.3.
D0000001-2010-06-29091742.prot.job: Job file for a workflow protocol transferred by d.3.

D0000001-2010-06-29091742.prot_X: Workflow protocol that is written to the secondary storage as
part of a synchronization.

D0000001-2010-06-29091742.prot_X.job: Storage job for a workflow protocol that is written to the
secondary storage as part of a synchronization.

D3SM_XXXXXXXX-20120829-111337.IR: d.ecs storage manager index recovery file.

D3SM_XXXXXXXX-20120829-111337.IR.job: Storage job for a d.ecs storage manager Index recovery
file.

d3attrib-20130917-045150.xml: D3ATTRIB-file transferred by d.3.
d3attrib-20130917-045150.xml.job: Job file for a D3ATTRIB-file transferred by d.3.

d3attrib-20130917-045150.xml_X: D3ATTRIB-file written to the secondary storage as part of a syn-
chronization.

d3attrib-20130917-045150.xml_X.job: Storage job for a DSATTRIB-file written to the secondary stor-
age as part of a synchronization.

Job files may contain a leading “!” in the file name. These jobs have either already been started once (and
have gone to WAIT mode in the meantime etc.) or come from d.ecs storage manager itself (e.g. jobs for

IR-files) and are thus processed with a higher priority.
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1.11.3. Optimize the network access

Since the SMB2 Client Redirector Cache was introduced in SMB 2.0 (Windows-network layer), caching-
issues can occur, if d.ecs storage manager is accessing the Jukebox-directories (e.g. in the d.3 document
tree) via the network (UNC-share).

It can happen that files do not exist on the share according to Microsoft Windows, although they are
visible on the server itself. As a result, STORE jobs may encounter the error “Document not found”
during d.ecs storage manager secondary storage, because d.ecs storage manager expects a specific file
in the directory but this is currently reported as non existent. This is due to the SMB2 Client Redirector
Cache which was introduced with Microsoft Windows Vista / Microsoft Windows Server 2008.

This cache is by default only updated every 10 seconds which has the effect that the visible folder
content is not always up-to-date. Since d.ecs storage manager is relying on the correct representation of
the folder content, a specific parameter must be set in the registry.

To open the registry editor, select Start > Run and execute the command regedit. The parameter
DirectoryCachelifetime to be set is located under HKEY_LOCAL_MACHINE\System\CurrentControl-
Set\Services\Lanmanworkstation\Parameters Set the parameter to the value “0" to disable this cache. It
may happen that the key DirectoryCachelLifetime does not exist. This must then be created manually as
a DWORD-value (32-bit).

Having set the parameter in the registry, you must restart the machine for the change to take effect.

Detailed information on this subject by Microsoft can be found under the subject "SMB2 Client Redirec-
tor Caches Explained".

1.11.4. Create SSL-certificates with OpenSSL create

d.ecs storage manager allows you to encrypt the web-interface and the API via SSL.

This requires a valid SSL certificate. To create such a certificate, the sub-directory SSLCertificate in the
installation-directory of d.ecs storage manager contains two batch files using OpenSSL to create such a
certificate. To do so, follow the steps below:

e Start the file create_key.bat to create an SSL-certificate (the files server.crt and server.key are created).
This certificate is already sufficient to enable an SSL encryption in d.ecs storage manager. Since the
certificate, however, is not validated and marked as “trusted” by an official verification authority ,
Internet browsers may display respective warning messages.

¢ To have the certificate validated and signed by an official verification authority, start the file cre-
ate_csr.bat and thus create the files required for this (request.csr). The official verification authority
requires these files to create an officially signed certificate.

Warning

Consider the following when choosing the host name: The SSL certificate is only created
for one specific host name (in this case this must be the host name of the machine on
which the d.ecs storage manager is running). If the host name changes, the SSL certificate
must be recreated and signed by the verification authority accordingly.

Please understand that this manual does not further explain SSL certificates and OpenSSL. For additional
information refer to http:/www.openssl.org.

1.11.5. Retention periods/Retentiontimes

Writing documents to the secondary storage, the leading system (d.3 / ecspand) passes retention periods
for the documents to the d.ecs storage manager to write them to the storage system.

Please also consider that the d.3 system can store d.3 property and OCR files in addition to the
documents. In current d.3 versions, you can set the retention period for these files via the configuration
parameter
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e RETENTION_FOR_XML_ATTRIBUTE_FILES and
e RETENTION_FOR_XML_OCR_FILES

d3addon.ini.

The retention time in these two configuration parameters is specified in months. If the retention period
is not configured via these parameters, the d.3 property and OCR-files are by default passed to the d.ecs
storage manager with a retention period of 50 years (600 months).

d.ecs storage manager itself regularly writes so-called database logs (see d.ecs storage manager adminis-
tration (Tab Database logging). The retention period for these database logs could be influenced in d.ecs
storage manager version 2.5 with a configuration parameter. The parameter had to be specified in the
configuration file of the respective d.ecs storage manager instance (INI-file). The respective entry was:

[Special]
RetentionForIRFiles=50

The value for the retention period had to be specified in years.

With d.ecs storage manager version 2.6, the retention period can be configured via the d.ecs storage
manager administration (Tab Database logging). Additionally, the d.ecs storage manager version 2.6
allows to define the retention period for synchronization and system check logs in the section Miscella-
neous.

The passed retention periods must be allowed by the storage system, i.e. it is essential to know the
current settings of the storage system regarding the minimum, maximum and default retention period or
to have them configured on the storage system so that they cover the full range of retention periods
with which the documents and additional files such as d.3 property files and OCR-files could be passed
from the leading system.

The different storage systems have different names for the minimum, maximum and default retention
period.

Netapp/SnaplockNetapp

¢ snaplock minimum period: Minimum
¢ snaplock maximum period: Maximum
¢ snaplock default period: Standard (Default)

EMC Celerra/VNX with FLR

¢ Minimum Retention Period: Minimum
¢ Maximum Retention Period: Maximum
e Default Retention Period: Standard (Default)

EMC Data Domain with RetentionlockData

e Minimum Retention Period: Minimum
¢ Maximum Retention Period: Maximum

Grau Data Filelock

e MINIMUM RETENTION: Minimum
¢ MAXIMUM RETENTION: Maximum
e DEFAULT RETENTION: Standard (Default)

Moreover, the different storage systems behave differently when documents with a retention period are
passed with a retention period outside the range configured by the minimum and maximum retention
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time. Usually, the minimum and maximum retention time are set by the storage system, if a document
with a lower or higher retention period is to be stored. However, it may also happen that a storage
system (e.g. Data Domain with Retentionlock) rejects the document storage, if the passed retention
period is outside the configured limits.

The file system-based storage modules (NetApp, Celerra, FileLock, Silent Cubes, Data Domain), a time
range for the retention period can be configured in the d.ecs storage manager administration (version
2.6) (Minimum/maximum retention period in months) in which the retention period passed by the
leading system (d.3/ecspand) must be specified.
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The settings regarding Minimum retention period (in months) and Maximum retention period (in
months) should be equivalent to the settings applied on the storage system. The, again, should match the
range of retention periods configured in the document type settings (d.3/ecspand).

Allowed values for the Minimum retention period (in months) must be between one and twelve months.
The Maximum retention time (in months) can be between 120 and 600 months.

Note

The allowed values configurable for the maximum retention time may deviate on differ-
ent storage systems. Thus, it may happen that a d.3/ecspand retention period of 100
years for a document cannot be implemented on the storage system. In such a case, the
maximum retention time on the storage system should be set to the highest possible
value. In the d.ecs storage manager administration, configure the maximum possible
value of 600 months under Maximum retention period (in months). Additionally, enable
the option Adjust retention period automatically.
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Note

If the system to be configured is a NetApp-system with SnapLock and you have config-
ured the API connection to the NetApp system via the d.ecs storage manager administra-
tion, then the button Load times is displayed as illustrated above.

This button allows you to determine the current settings (Snaplock minimum/maximum
period) from the NetApp-system for the volume to be configured and then automatically
adopt the these settings in the d.ecs storage manager configuration dialog. The SnapLock
minimum period on a NetApp-volume is often set to the value O (zero) years. This value
is not allowed in the d.ecs storage manager as the document are at least stored for one
month. The retrieved value of the NetApp volumes is thus set to the minimum value of 1
(one) by the d.ecs storage manager administration.

Note

The button Load times is only displayed when configuring a NetApp system as only a
NetApp system can establish an APl connection (http/https). The other file-system-based
storage systems do not allow an automatic retrieval of the settings. For the configuration,
you must read the values directly from the configuration application of the storage
system or request them from the customer or computer center. Keep in mind that

these values may also have to be changed on the storage system, if they contradict the
retention periods of the leading system (d.3/ecspand).

If a document is passed with a retention period outside the range defined by Minimum retention period
(in months) and Maximum retention period (in months), the document storage on the storage system

is rejected by the respective d.ecs storage manager module. The respective storage jobs thus encounter
errors. With the configuration parameter Automatically correct retention period, this behavior can be
changed so that a passed retention period outside the configured range is automatically set to the values
configured under Minimum/Maximum retention period (in months).

Before the parameter Automatically correct retention period is enabled, the following message must be
confirmed with Yes.

WARMUMNG: Die automatische Karrekiur der Retention-Zeiten tberschreibt die Retention-Zeiten, die in den Auslagerungs- | Retention-

Mein |

With Yes you confirm and agree that the retention times passed by the leading system (d.3/ecspand)
during the document storage or extension of retention times are automatically corrected by the d.ecs
storage manager and that these adjusted retention periods are used for the secondary storage. Further-
more, by selecting yes you confirm that the settings you applied for the Minimum retention time (in
months) and the Maximum retention time (in months) should be used for the automatic correction of the
retention time.

Note

If possible, you should adjust the retention periods in the document type definition of

the leading system (d.3/ecspand), so that no automatic correction by the d.ecs storage
manager is required. Moreover, the retention periods must be configurable accordingly
on the storage system.
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The value for the retention period for a document passed by the leading system, is written to the
DB-column TTL of the table D3SM_REFERENCES. The TTL value in the database is only changed by
the d.ecs storage manager only via a so-called “Retention-job” from the leading system. Additionally,
the date on which the document was actually written to the secondary storage is stored in the column
RETENTION_ON_STORAGE.

Extending the retention period via retention-jobs

The d.3 system sends so called retention-jobs to the d.ecs storage manager, if the retention period for a
document changes in d.3.

This can, for example, be the case, if documents are moved to another document type. You must
consider in the d.3 configuration that a storage system typically only allows to extend the retention
periods of a document and not to reduce them.

A retention-job contains a retention period for each document to be passed to the storage system by the
d.ecs storage manager. This retention period must be between the limits (Minimum retention period (in
months), Maximum retention period (in months)) defined for the storage system for the retention period
to be adjusted on the s storage system.

If the retention period passed with the retention-job is outside the limits configured in the d.ecs storage
manager system configuration, the retention-job will encounter an error unless the parameter Automati-
cally correct retention period was enabled.

If the retention period passed by the d.3 system is within the configured limits, the retention period
for the respective document is extended on the storage system. Having successfully performed the ex-
tension, the values for TTL and RETENTION_ON_STORAGE are also adjusted in the table D3SM_REF-
ERENCES.

If the passed retention period is outside the configured limits and the parameter Automatically correct
retention period is set, then the retention period for the document on the storage system is set to

the maximum possible value (today plus Maximum retention period (in month). The value passed by
d.3 for the retention period is set according to the column TTL. The adjusted (limited) value for the
storage system is validated with a query to the storage system and is then written to the column
RETENTION_ON_STORAGE.

Note

For a possible migration (synchronization by the d.ecs storage manager), only the value in
the column TTL is used to set the retention period for the documents on the new storage
system. If the migration is performed using functionality provided by the storage system
vendor, only those values can be used that were also written to the old storage system.

Automatic extension of retention periods by the retention process

The so called retention process is a new function of the d.ecs storage manager version 2.6. This process
automatically extends the retention periods on the storage system, if the remaining retention time falls
below 60 days.

The retention time is extended to prevent that the document becomes deletable with expiry of the
retention period. This may be necessary, if no automatic deletion takes place in d.3 after expiry of the
retention period. Another use case, where the retention period for a document has to be extended auto-
matically affects the documents where the document type was configured with the option event-based
deletion.
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Note

The automatic extension of the retention period is not applied to already deleted docu-
ments and for documents were a delete-job is pending but has not been executed on the
storage system, yet.

The retention process can be configured in the d.ecs storage manager administration (see illustration

below). The value selected for Automatically extend the retention by x months is of special significance
here.
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Allowed values must be between 6 and 24 months. The default value is 6 months. The basis for the
extension of the retention period by the d.ecs storage manager is the value stored in the column
RETENTION_ON_STORAGE of the table D3SM_REFERENCES. If no value is stored in the column
RETENTION_ON_STORAGE, the date value from the column TTL is used as a basis to extend the
retention period.

If the date value in the column RETENTION_ON_STORAGE for a document is lower than the result of
the calculation of the current date plus 60 days, then the retention period is extended automatically. For
this effect, the retention period of the document on the storage system is set to the date value resulting
from the calculation of the current date plus the value configured for the retention process in the d.ecs
storage manager administration under Extend retention time by x months.

Having applied the extension of the retention period on the storage system, the value is also adjusted in
the column RETENTION_ON_STORAGE. The date value in the column TTL is not affected by this.

If no value is stored for a document in the column RETENTION_ON_STORAGE, the check, if the
retention period has to be extended uses the value in the column TTL. In this case, however, the value of
the retention time is determined from the storage system, before the retention period is extended.

If the retrieved retention time of the storage system is lower than the calculated date (current date plus
extension configured for the retention process), the retention period is extended on the storage system.
The newly set value of the retention period is updated in the column RETENTION_ON_STORAGE.

If the determined retention time from the storage system is higher than the calculated date, no extension
of the retention period has to take place. However, the value in the column RETENTION_ON_STORAGE
is set to the value of the document retention time on the storage system.

Note

You should possibly not configure the value for Extend retention period by x months too
low or otherwise the retention periods for the documents have to be extended again and
again.

119



d.ecs storage manager d.veLop

1.12. Glossary

This documentation frequently uses phrases and terminology in the context of long-term storage, docu-
ment management and the control of external storage systems.

Some of these terms are therefore briefly explained in the following chapters.

1.12.1. Store

The term secondary storage is used in connection with the transfer of documents from d.3 to the

d.ecs storage manager and the writing on the external storage system by the d.ecs storage manager.
Typically, a document is handed over in a configurable directory structure and a respective job is passed
to the d.ecs storage manager to store the document on the external storage system. The document
handed over by d.3 is deleted from the handover directory structure after it has been written to the
external storage system. The respective job is afterwards used to give feedback to the d.3 system.
Having received the feedback, d.3 can delete the document from its document tree, provided it has been
configured accordingly.

1.12.2. Jukebox directory/Jukebox public directory/Jukebox archive directory
The term “jukebox directory” goes back to a time when typically WORM (write once read many) media
were used for the storage of documents. The WORM medium itself then safeguarded the immutability
of the documents. Current d.3 and ecspand versions hand the documents over to the d.ecs storage
manager for secondary storage via the sub-directories Public and Archive under the Jukebox directory.
The default name if the Jukebox-directory is Jukebox but can optionally be changed. However, then all
configurations accessing the Jukebox-directory must also be adjusted.

1.12.3. References/Reference data/Reference entries/Reference table/Reference

index/Index data

The terms mentioned above are related to the document information required by the d.ecs storage
manager to manage the documents handed over to it. Due to a large data volume, a database table

is used for the management, in which the required document information is maintained. Information
such as the document ID, the document version, the size, the hash value the retention period and the
date of writing to the secondary storage are maintained in this table. New entries in this database

table are usually created whenever a document was successfully written to a respective storage system.
Documents that do not have an entry in this database table are not provided by the d.ecs storage
manager and are treated as “not referenced”.

1.12.4. Secondary storage/Secondary storage 1/O

The term secondary storage or secondary storage 1/0 is used in connection with the d.3 configuration
or the document type definition in d.3. The setting Secondary storage I/O in the document type
definition allows to control, if a document of a specific document type should also be handed over to
the d.ecs storage manager. The section Secondary storage in the d.3 configuration allows you define the
respective settings required for the communication between d.3 and the d.ecs storage manager.

1.12.5. Storage system/Storage module/Storage driver

The term storage system describes a system supported by the d.ecs storage manager typically consisting
of hardware and software components, on which d.3 or ecspand documents are written for secondary
storage. Among others, these could be a NetApp system with SnapLock or an EMC2 Centera system.
Every supported storage system is addressed via a specific d.ecs storage manager module. The module(s)
must be selected and installed during the d.ecs storage manager setup. Every storage module or storage
driver is either designed for exactly one or for several storage systems by one specific vendor and must
not be used for compatible systems by other vendors. Examples for this could be the d.ecs storage
manager modules Celerra and NetApp. The module Celerra can be used for EMC2 Celerra systems with
File Level Retention option as well as for EMC2 VNX systems with File Level Retention option. The d.ecs
storage manager module NetApp is designed for storage systems by the company NetApp (so-called FAS
systems) with SnapLock-Enterprise or SnapLock-Compliance and must not be used for other compatible
systems (SnapLock-compatible) by other vendors.
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1.12.6. System table

If respective systems are configured via the d.ecs storage manager administration, the system-specific
settings are stored in respective module configuration files. The names of the module configuration files
have the same name as the configured systems. Example: Module Netapp, name of the module configu-
ration file netapp.cfg. In addition to the storage in the module configuration files, specific configuration
information are also stored in a database table (system table).

1.12.7. Retrieve

Retrieval means that a document no longer located in the d.3 document tree or in the d.3 gateway cache
is requested via the d.ecs storage manager. Typically this is done by the d.3 gateway passing a retrieval
job (restore job) to the d.ecs storage manager and this provides the requested document(s) for the

d.3 gateway. Depending on the d.3 gateway configuration, a document provided by the d.ecs storage
manager is stored in the d.3 gateway cache. Retrieval does not mean that the document is written back
to the d.3 document tree. This is only the case, if a new document version has to be created for a
document only located on the secondary storage.

1.13. Additional information sources and imprint

If you want to deepen your knowledge of d.velop software, visit the d.velop academy digital learning
platform at https:/dvelopacademy.keelearning.de/.

Our E-learning modules let you develop a more in-depth knowledge and specialist expertise at your own
speed. A huge number of E-learning modules are free for you to access without registering beforehand.

Visit our Knowledge Base on the d.velop service portal. In the Knowledge Base, you can find all our
latest solutions, answers to frequently asked questions and how-to topics for specific tasks. You can find
the Knowledge Base at the following address: https:/kb.d-velop.de/

Find the central imprint at https:/www.d-velop.com/imprint.
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